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Abstract

The human species, driven by the desire for a more adequate life, has constantly strived to advance
and create a modern civilization. Technology has been an unstoppable force pushing us into a brighter
future, marked by great innovations and new challenges. Wireless Sensor Networks (WSN) have
emerged as a prominent topic in our contemporary society, serving as a gateway to realizing the
vision of global smart cities through Internet of Things (IoT) devices. These networks are finding
applications in fields as diverse as telemedicine and smart agriculture, offering exciting opportunities.

However, WSNs face ongoing cybersecurity threats. Whether it is deliberate actions by enemies
or mismanagement of the system, the security of wireless networks is of paramount importance,
presenting significant challenges. The limitations inherent in sensors, including limited memory and
power consumption, make security measures a complex task. It is critical to design security solutions
that consider these constraints, ensuring optimal network performance without delays, packet loss, or
abnormal functionality.

This thesis proposes an intrusion detection system (IDS) engine based on deep learning techniques,
with the aim of achieving superior packet classification results. The NSL-KDD dataset is used to
evaluate the performance of the model. The data undergoes pre-processing before being fed into
the deep learning (DNN) model. Binary classification is used to distinguish between normal and
abnormal traffic using a six-layer neural network consisting of an input layer, four hidden layers, and
an output layer.

The results obtained in this study showed high precision and accuracy compared to what the
researchers achieved in their published papers. The model achieves an accuracy of 99.65% and an F1
score of 99.67%.

Keywords: Wireless Sensor Networks, Intrusion Detection, Cybersecurity, Deep Neural Network,
Deep Learning.
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Résumé

L’homme est une créature en évolution qui s’efforce constamment de rendre sa vie plus facile,
ce qui a conduit a I’établissement de la civilisation moderne. Ses contributions exceptionnelles se
retrouvent dans la technologie, qui est une fleche sans cesse en mouvement, avangant vers un avenir
prometteur avec des innovations étonnantes et de nouveaux défis. Les réseaux de capteurs sans fil
(WSN) font partie des sujets phares de la technologie moderne ; ils sont la clé pour concrétiser le
réve de villes intelligentes mondiales grace a 1'utilisation d’appareils IoT (Internet des objets), ainsi
que la clé de nombreux domaines passionnants tels que la pratique de la télémédecine et I'ingénierie
agricole.

Les WSN sont exposés a des menaces cybernétiques a tout moment, qu’elles soient intentionnelles
de la part d’adversaires ou dues a une mauvaise gestion du systéeme. Par conséquent, la sécurité des
WSN est a la fois critique et complexe en raison des limitations spécifiques des capteurs et des WSN
en général, comme une mémoire relativement réduite et la nécessité de maintenir la consommation
d’énergie aussi basse que possible. Ainsi, tout protocole de sécurité doit prendre en compte ces
facteurs afin d’offrir au réseau des performances maximales sans aucun retard, perte de paquets ou
tout autre comportement anormal.

Dans cette these, nous proposons un systeme de détection d’intrusions (IDS) basé sur 1’apprentissage
automatique profond. En plus de l'ingénierie des caractéristiques pour obtenir des résultats précis
dans la classification du jeu de données NSL-KDD, utilisé pour tester le modeéle, le jeu de données a
subi des prétraitements. Etant donné que la puissance des WSNs est limitée, une classification binaire
a été utilisée pour classer les paquets comme normaux ou anormaux, en utilisant un réseau profond
composé de six couches : une couche d’entrée, quatre couches cachées et une couche de sortie.

Les résultats obtenus au cours de cette étude ont montré une grande précision et exactitude par
rapport aux travaux similaires récents. A la fin de cette recherche, nous avons obtenu une précision de
99,65% et un score F1 de 99,67%

Mots clés: Réseaux de capteurs sans fil, Détection d’intrusion, Cybersécurité, Réseau de Neurones
Profonds, Apprentissage Profond.
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General introduction

Wireless sensor networks (WSNs) are networks comprised of small, low-power devices called
sensor nodes. These nodes are equipped with sensors to monitor various physical or
environmental conditions. WSNs are typically connected wirelessly, enabling communication between
nodes and forming a network. They find applications in environmental monitoring, industrial
automation, healthcare, and smart homes.

Deep learning, a subset of machine learning, utilizes multi-layered artificial neural networks to
solve complex problems. Deep learning algorithms have demonstrated remarkable success in areas
such as security.

However, WSNs are susceptible to different types of attacks, including denial-of-service attacks,
spoofing attacks, sewer attacks, and selective redirect attacks. Traditional intrusion detection systems
(IDS) for WSNs rely on predefined rules or signatures, which are ineffective against new or unknown
attacks.

To address this challenge, IDS based on deep learning in WSNs offers a promising solution. These
algorithms can recognize complex patterns in network traffic and detect anomalies in real-time. By
training on large amounts of data, deep learning algorithms can continuously improve their accuracy
and performance.

One significant advantage of deep learning-based IDS is its ability to adapt to new and unknown
attacks. The algorithms can learn from new data and update their models over time, enhancing
accuracy. Additionally, deep learning-based IDSs can operate in a distributed manner, making them
well-suited for WSNs.

In our thesis, we aim to tackle the security problem in WSNs using deep learning. Our research
will follow the following scheme:

Chapter 1: Wireless Sensor Networks - We will provide a detailed explanation of WSNs, including
their topologies, types, applications, and constraints.

Chapter 2: Introduction to Machine Learning and Deep Learning - We will define machine
learning, highlight its advantages, and then delve into the definition and basic types of deep learning.
Furthermore, we will discuss neural networks.

Chapter 3: Network Intrusion and Wireless Sensor Attacks - We will define network intrusion and
discuss wireless sensor attacks, along with various detection methodologies.

13
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Chapter 4: Our Approach and Results - In this final chapter, we will present our approach to
addressing the security problem in WSNs using deep learning. We will also provide our research
result and compare them with previous findings.
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1.1. INTRODUCTION

1.1 Introduction

Sensors have a long history, originating as electromechanical detectors utilized for measuring

physical quantities. Their earliest application dates back to 1933, when they were first employed
in room thermostats. Early microelectromechanical systems (MEMS) consisted of separate chips and
packages housing the sensor, electronics, and mechanics. This led to larger sizes, increased costs, and
a lower sensor yield. Nevertheless, advancements in MEMS and integrated circuits (IC) have enabled
the development of compact and cost-effective sensors by integrating actuators and electronics into a
single chip. These advanced sensors, commonly known as smart sensors, now incorporate on-board
processors, memory, and transceivers in small form factors, powered by batteries. They serve as nodes
within Wireless Sensor Networks (WSNs). The advantage of these compact nodes lies in their low
production and installation costs [15].

Presently, WSN nodes can range from hundreds to thousands of dollars, but it is anticipated
that the cost will decrease significantly, reaching just a few dollars, due to ongoing technological
advancements and mass production. The small size and affordability of these nodes make installa-
tion convenient, whether they are randomly deployed or strategically positioned to meet specific
application requirements. Equipped with processing, storage, and sensing capabilities, along with the
infrastructure-less networking capabilities of the wireless transceiver, these low-cost nodes contribute
to the powerful and cost-effective nature of WSNs, offering solutions to a wide range of research fields.
WSNs enable distributed collaboration for sensing and processing information, where vital data is
transmitted through multi-hop ad hoc networks to WSN sinks (data collectors) or base stations, which
act as gateways to fixed infrastructures.

Various types of WSNs exist, including those with actuators forming a Wireless Sensor and Actuator
Network (WSAN), mobile nodes within WSNSs, or nodes capable of handling multimedia content such
as audio, video streaming, or still images in Wireless Multimedia Sensor Networks (WMSNs). WSNs
find applications in diverse fields, providing cost-effective solutions for environmental observation,
military and civilian surveillance, target detection and tracking, industrial process monitoring and
control, precision farming and agriculture, environmental and habitat monitoring, patient monitoring
in healthcare, residential applications like energy management, vehicular networks for safety and
efficiency, and even outer space exploration. Figure 1.1 represents a typical WSN mote with its
fundamental units.

/ ________________________________________ \ o

/ N Ty N Y N
> : Locali_zatiou = Mobilizer Actuator Multi_media = Power

' Unit(s) } Unit(s) Unit(s) Unit(s) = Generator

A A

~
Processing Unit
Sensing Unit(s) Radio Unit(s)
Storage

4[ Power Unit <
\ - /

Figure 1.1: A typical WSN mote with its fundamental units [15].

————

AN

1.2 Sensor nodes

In a sensor field, there are several sensor nodes that serve as transceivers. These nodes have the
ability to collect and process data, and transmit it back to the sink or gateway and end-users through
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1.2. SENSOR NODES

a multi-hop infrastructure-less architecture. The nodes carry out local computations to reduce the
amount of data transmitted. The sink can be connected to the end-users directly or through different
types of wireless networks like WiFi, mesh networks, cellular systems, WiMAX, or satellite systems,
enabling the Internet of Things. It is important to note that there can be multiple sinks (gateways) and
multiple end-users in this architecture [33].

1.2.1 Components of a sensor node

A sensor node is a small electronic device that is designed to gather data from its environment,

process it, and transmit it to a central system for further analysis [17, 122]. The architecture of a sensor
node typically consists of four basic components, as shown in Figure 1.1, a sensing unit, a processing
unit, a transceiver unit, and a power unit:

1. A sensing unit: Typically, sensing units consist of two main components: sensors and analog-

to-digital converters (ADCs). The sensors capture the analog signals related to the observed
phenomenon, which are subsequently transformed into digital signals by the ADCs. These
digital signals are then directed to the processing unit for further analysis and interpretation.

. A processing unit: The processing unit, often accompanied by a compact storage unit, oversees

the operations that enable the sensor node to cooperate with other nodes in executing the
designated sensing tasks.

. A communication unit (transceiver unit): The transceiver unit establishes the connectivity of

the node with the network.

. A power unit: The power unit is a crucial component of a sensor node, and it can be supple-

mented by power scavenging units like solar cells to generate energy.

1.2.2 Sensor types

In a WSN, sensors are of different types and play different roles [120]:

¥ Ordinary sensor node: The source node possesses the ability to perform data processing, data

gathering, and communication with other associated nodes within the network.

I¥” Sink node: This node is a particular node that has higher resources than the other nodes in

the network. It is responsible for receiving data from all the nodes in the network and can
communicate with an external network such as the internet.

Cluster head: The high-bandwidth sensing node serves the purpose of executing data fusion and
aggregation functions. Depending on the application, a cluster may consist of multiple cluster
heads. The gateway acts as an interface between the sensor networks and external networks. It
is characterized by its high program memory and data memory capacity, processor utilization,
transceiver range, and the potential for extension through external memory.

Actor node: The actor node is a high-end node specifically designed to execute tasks and
make decisions based on the specific requirements of the application. It possesses advanced
capabilities that enable it to perform complex actions and contribute to the decision-making
process within the network.

Relay node: The intermediary node acts as a relay between neighboring nodes, playing a crucial
role in improving network reliability. It is a unique type of field device that lacks process sensors
or control equipment. Its primary function is to facilitate communication within the network.

20

CHAPTER 1. WIRELESS SENSOR NETWORKS



1.3. WIRELESS SENSOR NETWORK

1.3 Wireless Sensor Network

Advancements in MEMS, wireless communications, and integrated digital electronics have fa-
cilitated the development of cost-effective, low-power micro sensors. These sensors communicate
over short distances and have multifunctional capabilities [5]. Sensor nodes play a crucial role in
sensing, data processing, and data delivery to the base station (BS) in a wireless sensor network (WSN).
WSNs consist of numerous sensor nodes deployed in a designated coverage area, where they collect
local physical information, process it, and transmit it to the BS or sink as illustrated in Figure 1.2.
Collaboration among WSN nodes is another significant characteristic. Rather than sending raw data,
sensor nodes can perform local calculations and fusion operations to transmit only the necessary
information, reducing data transmission [6]. The versatile nature of wireless sensors makes them
suitable for various applications, particularly in surveillance and monitoring fields [34].

Sink Node

Wireless Sensor Network
®\® @© e ©
& S
o o @

Target

Sensor'Node

Figure 1.2: Typical Wireless Sensor Network [77].

1.3.1 Network Architecture of WSNs

A wireless sensor network (WSN) typically adopts a five-layered network architecture based on
the OSI reference model as illustrated in Figure 1.3. To ensure efficient operation, three cross layers
are employed to manage various aspects of the network. These layers include power management,
connection/mobility management, and task management. These cross layers play a critical role in
optimizing power consumption, managing node connectivity and mobility, and coordinating task
execution within the network [122]:

1. Application Layer:
The application layer, situated at the topmost level of the WSN architecture, is responsible for
traffic management and software provisioning for various applications. Applications within
this layer send queries to retrieve system information and interact with the network for specific

purposes.

2. Transport Layer:
The transport layer in a WSN plays a crucial role in facilitating internetwork communication.
It employs a range of protocols to ensure system reliability and prevent network congestion.
Unlike conventional TCP-based connections, WSNs utilize the user datagram protocol (UDP) for
efficient node-to-node communication, enabling reliable data transmission within the network.

3. Network Layer:
The network layer in a WSN handles routing protocols, which are essential for managing
parameters such as power consumption, reliability, memory utilization, and redundancy. These
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protocols can be categorized into flat routing, hierarchical routing, and event-driven, query-
driven, or time-driven routing, depending on the application type or deployment scenario.
To ensure efficiency and energy savings, routing protocols may employ techniques like data
aggregation for redundancy and noise removal from aggregated data through data fusion.

4. Data Link Layer:
The data link layer in a WSN ensures reliable data transmission from point to point or multipoint.
It handles error control and data multiplexing. Additionally, this layer incorporates a media
access control (MAC) address, which serves as a unique identifier for nodes. Its primary
objectives are to enhance reliability, minimize latency, and optimize efficiency and throughput.

5. Physical Layer:
The physical layer in a WSN acts as an interface for transmitting data over a physical medium.
It facilitates the transmission frequency and manages parameters such as carrier frequency
generation for modulation, signal detection, and security measures.
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Figure 1.3: The sensor networks protocol stack [70].

1.3.2 WSN routing protocols

Different types of protocols for WSN are following [3]:

1.3.2.1 Direct transmission protocol

In a direct communication protocol, sensors transmit their data directly to the base station. How-
ever, if the base station is located far away from the nodes, this method requires a significant amount
of transmit power from each node. Consequently, the nodes’ batteries are quickly depleted, leading to
a reduction in the overall system lifetime. Nevertheless, since only the base station receives data in
this protocol, it may be considered acceptable if the base station is in close proximity to the nodes or if
the energy required for data reception is substantial.

1.3.2.2 Minimum transfer energy protocols

Sensor nodes forward their data through a series of intermediate nodes before reaching the base
station, intermediate nodes get to act like routers for other nodes without losing the capacity of sensing
the environment. This will reduce the transmit power required for each node, as they only need to
send data to their neighboring nodes, which are likely to be closer than the base station.
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1.3.2.3 Clustering protocol

A commonly used protocol in wireless networks is clustering, which involves organizing nodes
into clusters that communicate with a local base station. The local base stations then transmit the
data to a global base station, which is accessible to end-users. This clustering approach significantly
reduces the transmission distance for nodes since the local base station is typically in close proximity
to all the nodes within the cluster. Consequently, clustering is often regarded as an energy-efficient
communication protocol. However, it is important to consider that the local base station is assumed to
have ample energy resources. In scenarios where the base station has limited energy capacity, it would
experience rapid energy depletion due to its heavy utilization. As a result, conventional clustering
may not perform well within our model of micro sensor networks.

1.3.2.4 LEACH (Low Energy Adaptive Clustering Hierarchy)

LEACH is a clustering protocol designed to achieve self-organization and adaptability in wireless
sensor networks. It employs a randomization strategy to evenly distribute the energy load among the
sensors in the network. In LEACH, nodes autonomously form local clusters, and one node is selected
as the cluster head or local base station. The cluster head position is randomly rotated among different
sensors to prevent excessive energy depletion in a single sensor. Furthermore, LEACH incorporates
local data fusion techniques to reduce the amount of data transmitted from the clusters to the base
station. This data compression approach minimizes energy dissipation and extends the overall lifetime
of the system.

1.3.2.5 Stable Election Protocol

The Stable Election Protocol (SEP) proposes a weighted election mechanism to select cluster heads
(CHs) in wireless sensor networks based on the energy levels of individual nodes. This ensures
a fair distribution of CH roles by considering the fraction of energy available to each node. SEP
also introduces a hierarchical structure with two types of nodes and two levels of hierarchy. In
our analysis, we investigated a three-level hierarchical clustered heterogeneous sensor network,
comprising three types of nodes: advanced, moderate, and normal. Advanced and moderate nodes
possess higher energy reserves, longer transmission ranges, and faster data rates compared to normal
nodes. Consequently, advanced and moderate nodes have a greater probability of becoming cluster
heads in each round, which significantly extends the operational lifespan of the sensor network.

1.3.2.6 Hierarchical Cluster-Based Routing (HCR) Protocol

HCR (Hierarchical Cluster Routing) is a protocol where nodes autonomously form clusters, and
each cluster is supervised by a group of associates known as the head-set. Through a round-robin
mechanism, the associates take turns serving as cluster heads (CHs) [3]. Sensor nodes send their
data to their respective cluster heads, which then aggregate and transmit the data to the base station.
Additionally, the protocol employs heuristics-based techniques to identify energy-efficient clusters,
allowing them to operate for extended durations.

1.3.2.7 Genetic Algorithm

A genetic algorithm (GA) is utilized to optimize energy efficiency in wireless sensor networks
by creating clusters for data dissemination. The GA operates at the base station, generating energy-
efficient solutions to optimize cluster formation and minimize energy consumption during runtime.
Through analysis of the network condition, the base station applies the GA after each iteration. The
optimizer at the base station evaluates different solutions using a fitness function based on parameters
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such as energy consumption, number of clusters, cluster size, direct distance to the sink, and cluster
distance. The optimizer receives feedback at the end of each iteration to adjust the weights of the
fitness function’s parameters for improved decision-making in subsequent iterations. In this approach,
the GA represents each node as a chromosome bit, distinguishing between head nodes (represented
as 1s) and member nodes (represented as 0s). A population of chromosomes is evaluated, and the best
chromosome is used to generate the next population. Simulation results demonstrate that employing
GA-based hierarchical clusters significantly increases the network’s lifetime. Furthermore, future
research can explore cross-layer optimization through query and routing strategies.

1.3.3 WSNs topologies

The development and deployment of WSNs have taken traditional network topologies in new
directions. Different Wireless sensor network topologies are Bus, Tree, Star, Ring, Mesh, Circular and
Grid.

1.3.3.1 Point-to-point topology

The point-to-point topology involves a dedicated wireless link between two sensor nodes, enabling
long-range and high-capacity communication as illustrated in Figure 1.4. It is a conventional model
commonly used in wireless sensor networks. This topology has both advantages and disadvantages.
One advantage is the use of a single data communication channel, which ensures secure communica-
tion between the nodes. However, a disadvantage is that if this channel fails, communication between
the two nodes will be disrupted [104].

o

Figure 1.4: Point to Point Technology [104].

1.3.3.2 Bus topology

The broadcast topology is commonly employed for message dissemination within a network. In
this topology, a node broadcasts a message intended for another node, and all nodes in the network
receive the message as illustrated in Figure 1.5. However, only the intended recipient processes the
message, while the other nodes discard it. Although this topology can lead to traffic congestion due
to the single communication path, it is relatively easy to install. It is particularly suitable when the
number of nodes is limited. The lines shown in figure depict wireless connectivity [28].

S
/" Nodes \,

Figure 1.5: Bus Topology [28].
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1.3.3.3 Tree topology

In this topology, the central hub serves as the main communication router and acts as the root
node. It can be described as a combination of the Peer-to-Peer and Star topologies. As illustrated in
Figure 1.6, at a lower level, it resembles a star network. The parent node is responsible for managing
the children nodes in this topology [28]. Communication paths can be either single hop or multi
hop. Sensor nodes gather data or information and transmit it to the sink node through their parent
node. The parent node forwards the data received from its children to the upper level. To maximize
the sensor’s lifetime, it is important to find the shortest path that optimizes factors such as shorter
time delay and proper node distribution. The main challenge lies in load balancing, which involves
distributing the workload among siblings to conserve power and extend the network’s lifetime.

Sensor
Nodes

Figure 1.6: Cluster Tree Topology [28].

1.3.3.4 Star Topology

In a star topology, network nodes do not communicate directly with each other or exchange data.
Instead, they are connected to a central communication hub (sink) through which they communicate
with one another as illustrated in Figure 1.7. The centralized hub acts as a router for the entire
communication network. The central hub functions as a server or sink, while the surrounding
connected nodes act as "clients" [28].

Sensor
Nodes

Figure 1.7: Star Topology [28].

1.3.3.5 Ring topology

In a ring topology, each node is connected to exactly two neighboring nodes for communication as
illustrated in Figure 1.8. The flow of messages or information is unidirectional, either clockwise or
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counterclockwise. This topology can experience traffic congestion, and if any node fails, it breaks the
loop, resulting in the failure of the entire network [28].

|

Sensor
Nodes

Figure 1.8: Ring Topology [28].

1.3.3.6 Mesh topology

It is a multi-hop system where nodes can communicate with each other directly. The visual
representation of this topology is shown in Figure 1.9.

Sensor
Nodes

Figure 1.9: Mesh Topology [28].

The mesh topology in wireless sensor networks offers several advantages. Firstly, it eliminates
the presence of a single point of failure, making it a highly reliable communication network structure.
Additionally, it provides scalability, allowing for easy expansion and addition of nodes as the network
grows. Another benefit is the presence of alternate paths, which reduces the chances of data loss and
enhances data reliability. However, there are some disadvantages to consider with mesh technology
in wireless sensor networks. One notable drawback is the higher power consumption associated with
this topology. This increased power usage is a concern for wireless sensor networks, which strive to
be energy-efficient and have prolonged battery life. Efforts should be directed towards addressing
the power consumption issue and optimizing the energy efficiency of mesh-based wireless sensor
networks to overcome this drawback.
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1.3.3.7 Circular topology

The circular topology in wireless sensor networks offers a circular sensing area with a central
sink. Sensor nodes detect and transmit data to the sink, either through single or multiple hops
as illustrated in Figure 1.10. This topology provides benefits such as ease of establishment and
maintenance, efficiency, and energy efficiency. Self-configuring algorithms and integrated MAC
and routing protocols further enhance the performance of circular topology-based networks. The
use of multiple tiers and the selection of routing paths based on energy levels contribute to energy
conservation and improved packet reception at the sink [101].

on the diagonal |

Figure 1.10: Circular Topology [101].

1.3.3.8 Grid topology

Grid-based wireless sensor networks offer a structured approach to organizing sensor nodes,
where the network area is divided into square grids as illustrated in Figure 1.11. Each grid contains
at least one active node, ensuring coverage throughout the network. To prolong the network’s
lifespan and optimize energy usage, nodes within a grid take turns operating, with a designated
grid head responsible for routing and data transmission. This grid-based multi-path routing protocol
enables fast packet routing and efficient energy utilization. Additionally, clustering techniques can
be employed within each grid to further enhance energy efficiency and load balancing. Congestion
control mechanisms play a crucial role in maintaining network performance, while joint priority-
based algorithms help alleviate congestion and achieve fairness in data transmission. By leveraging
grid-based structures, these approaches contribute to the longevity, energy efficiency, and effective
management of wireless sensor networks [101].

1.4 Types of WSNs

There are many different types of WSNs, each with its own unique set of characteristics and
applications. Some of the most common types of WSNss include:

* Terrestrial WSNs: these are the most common type of WSN, and they are used in a wide
variety of applications, including environmental monitoring, industrial control, and military
surveillance.

* Underground WSNss: these networks are used to collect data from underground environments,
such as mines and oil fields.
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Figure 1.11: Grid Topology [101].

¢ Underwater WSNs: these networks are used to collect data from underwater environments,

such as oceans and lakes.

e Multimedia WSNs: these networks are used to collect and transmit multimedia data, such as

video and audio.

* Mobile WSNs: these networks are used to collect data from moving objects, such as vehicles

and animals.

Each of these types of WSNis has its own unique set of challenges and requirements. For example,

terrestrial WSNs must be able to deal with the challenges of operating in a noisy RF environment,
while underwater WSNs must be able to deal with the challenges of operating in a harsh and corrosive
environment.

Despite the challenges, WSNs are a rapidly growing technology with a wide range of potential

applications. As the technology continues to evolve, we can expect to see even more innovative and
groundbreaking applications for WSNs in the years to come.

1.5 WSN applications

Wireless Sensor Networks (WSNs) have a wide range of applications across various industries and

fields [120]. Their applications include:

¢ Environmental Applications:

Environmental applications of WSNs involve monitoring and studying the movements and
patterns of insects, birds, or small animals. This allows for valuable insights into the behavior
and habitats of these species in their natural environments.

Military application:

WSNs play a crucial role in military command, control, communication, and intelligence systems.
They are deployed in battlefield scenarios to monitor vehicle presence and track their movements,
providing valuable surveillance capabilities for observing opposing forces.

Healthcare:

The utilization of wireless sensor networks in health care enables the monitoring and tracking
of patients, providing a potential solution to address the shortage of health care personnel and
reduce healthcare expenses in existing healthcare systems. This technology allows for remote
patient monitoring, facilitating timely interventions and personalized care.

Structural Monitoring:
Wireless sensors are employed to monitor and track the movement within various structures
such as buildings, bridges, flyovers, tunnels, and more. This technology enables engineering
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practices to remotely monitor assets and infrastructure. With its high accuracy, wireless sensor
networks provide a more reliable alternative to visual inspections for detecting and analyzing
structural changes or anomalies. This facilitates proactive maintenance and enhances overall
safety and efficiency in managing critical infrastructure.

* Industrial Applications:

Industries extensively utilize wireless sensor networks (WSNs) to monitor manufacturing pro-
cesses and equipment. For instance, chemical plants and oil refiners make use of sensors to
monitor the condition of their extensive pipeline networks. By deploying sensors strategically,
they can detect any failures or abnormalities in real-time. This proactive monitoring enables
timely alerts and facilitates prompt maintenance and intervention, minimizing the risk of acci-
dents and optimizing operational efficiency. WSNs play a crucial role in ensuring the smooth
functioning and safety of industrial operations.

e Agriculture:

Sensors are widely deployed both on the ground and underwater to monitor the quality of air
and water. For instance, pressure transmitters can be used to observe gravity feed water systems
and monitor water levels. Wireless I/O devices can control pumps based on the data collected
by these sensors. By implementing irrigation automation techniques, the usage of water can be
optimized, leading to more efficient irrigation practices and reduced wastage. These wireless
sensor networks enable continuous monitoring, allowing for timely interventions and resource
management to ensure optimal environmental conditions and resource utilization.

There are many advantages of using WSNs:

© Low cost: WSNs are relatively inexpensive to deploy and maintain.
© Scalability: WSNs can be scaled to meet the needs of any application.
O Flexibility: WSNs can be deployed in a variety of environments.

O Real-time data collection: WSNs can collect data in real time, which can be used to make timely
decisions.

O Enhanced security: WSNs can be used to improve security by monitoring for intrusions and
other threats.

There are also some disadvantages of using WSNs:

[ Limited bandwidth: WSNs have limited bandwidth, which can restrict the amount of data that
can be collected and transmitted.

D Security: WSNss are vulnerable to security attacks, such as data theft and denial-of-service
attacks.

(A Power consumption: WSNs are battery-powered, so they have limited power resources.

4 Deployment: WSNs can be difficult to deploy and maintain, especially in large or remote areas.

WSNs are a promising technology with a vast array of potential applications despite their draw-
backs. In the future, we could expect even more innovative and ground-breaking applications for
WSNs as the technology continues to advance.
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1.6 WSNs constraints

Wireless Sensor Networks (WSNs) have certain constraints that make it challenging to deploy
security measures. These networks primarily rely on low-power devices that have limited capabilities
in terms of performance, energy, and storage. Due to these constraints, it is difficult to implement
robust security measures in WSNs [122].

1.6.1 Unreliable Communication

Unreliable communication poses a significant security threat to sensor networks. Typically, sensor
networks rely on connectionless protocols for packet-based routing, which inherently lack reliability.
Channel errors or congestion can result in packet damage or dropping. Additionally, the wireless
communication channel itself can introduce packet corruption. To address these challenges, robust
error handling schemes with increased overhead are necessary. Even in cases where the channel is
considered reliable, communication may still be unreliable due to the broadcast nature of wireless
communication. Collisions during packet transit may necessitate retransmission, further impacting
reliability.

1.6.2 Energy constraints

Energy is a critical constraint for wireless sensor capabilities. Once sensor nodes are deployed
in a network, they are difficult to replace or recharge, leading to the need for conserving battery life.
Therefore, when implementing security measures in sensor nodes, the impact on energy consumption
must be carefully considered. The power consumption of security functions, such as encryption,
decryption, signing, and verification, as well as the energy required for transmitting security-related
data and storing security parameters, all contribute to the additional power consumption. Key
establishment is particularly energy-intensive in the realm of security, while the energy consumed for
protecting each message is relatively small. Therefore, WSNs may need to be divided into different
security levels based on energy costs.

1.6.3 Memory limitations

A sensor is a small device with limited memory and storage capacity. Sensor processors require
different types of memory to perform various processing tasks. Typically, sensor nodes include flash
memory and RAM for memory storage. ROM or EPROM is used to store general-purpose program-
ming, such as embedded operating systems, security functions, and basic networking capabilities.
RAM is utilized for storing application programs, sensor data, and intermediate computations. Pro-
grammable memory, such as EEPROM and FLASH, is used for storing downloaded application code
and data during sleep periods.For instance, in the SmartDust project, TinyOS consumes approximately
4K bytes of instructions, leaving only 4,500 bytes for running security algorithms and applications .
As an example, the TelosB sensor, which is a common sensor type, features a 16-bit, 8 MHz RISC CPU
with limited resources including 10K RAM, 48K program memory, and 1024K flash storage. Due to
these resource constraints, current security algorithms are impractical to implement on such sensors .

1.6.4 Higher latency in communication

In a wireless sensor network (WSN), several factors contribute to increased latency in packet
transmission, including multi-hop routing, network congestion, and processing delays in intermediate
nodes. These latency issues can pose challenges in achieving synchronization within the network. Syn-
chronization becomes particularly crucial in security applications where timely critical event reports
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and cryptographic key distribution are necessary . The presence of higher latency in communication
can complicate the implementation of synchronization mechanisms and affect the overall efficiency
and reliability of security protocols in the WSN.

1.6.5 Unattended operation of networks

In WSNs, sensor nodes are typically placed in remote locations and are often unattended, increasing
the likelihood of physical attacks on the nodes. Managing the security of these networks remotely can
make it difficult to detect physical tampering or breaches, making security in WSNs a challenging
task.

1.7 Security in WSNs

A Wireless Sensor Network (WSN) is a specific network that has similarities to a conventional
computer network but also possesses distinct features. Security services in a WSN should ensure
the protection of transmitted data and resources against potential attacks and misbehavior of nodes.
According to [98], the primary security requirements for a WSN are enumerated below:

1. Data confidentiality: to maintain data confidentiality in a WSN, the security mechanism must
guarantee that only the intended recipient can comprehend the messages transmitted across the
network. The confidentiality requirements for a WSN should take into account the following
aspects: a sensor node should not permit its readings to be accessed by unauthorized neighboring
nodes, the key distribution mechanism should be highly reliable, and in some cases, public
information such as sensor identities and public keys of nodes should also be encrypted to
prevent traffic analysis attacks.

2. Data integrity: the security mechanism in a WSN must ensure that no entity can modify any
message as it travels from the sender to the intended recipient, which guarantees the data
integrity.

3. Availability: the availability requirement of a WSN ensures that its services remain accessible
even during internal or external attacks, such as a denial of service attack (DoS). Researchers
have proposed various approaches to achieve this objective, including utilizing additional
communication among nodes or using a central access control system to ensure the successful
delivery of each message to its intended recipient.

4. Data freshness: data freshness is a security requirement that guarantees the data’s recentness
and prevents adversaries from replaying old messages. This is particularly crucial in WSNs
where shared keys are used for message communication because an attacker can launch a replay
attack using the old key while the new key is being refreshed and distributed to all nodes in the
network. To verify the freshness of a packet, anonce or time-specific counter can be added to
each packet.

5. Self-organization: in a WSN, each node must be capable of self-organizing and self-healing,
which is a challenging task for security. Due to the dynamic nature of a WSN, it is often
impossible to deploy pre-installed shared key mechanisms between nodes and the base station.
Several key pre-distribution schemes have been proposed for symmetric encryption, but for the
application of public-key cryptographic techniques, an efficient key distribution mechanism is
crucial. It is desirable for nodes in a WSN to self-organize not only for multi-hop routing but
also for key management and developing trust relations.
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6. Secure localization: in a WSN, it is often necessary to accurately and automatically locate each

sensor node for fault detection and other purposes. However, accurate location information can
be manipulated by potential adversaries, making it necessary to secure location information.
Two techniques for securing location information are verifiable multi-lateration (VM) and secure
range-independent localization (SeRLoC). VM uses authenticated ranging and distance bound-
ing to ensure accurate location of a node, while SeRLoC is a decentralized range-independent
localization scheme that uses a shared global symmetric key pre-distributed in the sensor nodes.
Both techniques ensure accurate location information without compromising security.

. Time synchronization: time synchronization is essential for many applications in WSN, and

any security mechanism for WSN must also be time-synchronized. In some cases, a group of
sensors may require synchronization, which poses a challenge to the security mechanism.

. Authentication: authentication is a crucial security requirement in WSN, as it ensures that the

communicating node is genuine and not an adversary trying to modify or inject fabricated
packets. To achieve this, a mechanism such as message authentication code (MAC) can be used
to compute a code from a shared secret key between two nodes. Many authentication schemes
have been proposed by researchers for secure routing in WSNs.

1.8 Conclusion

In this chapter, we have provided definitions for a sensor node and a wireless sensor network

architecture. We have also explored different WSN topologies, including Bus, tree, and mesh. Ad-
ditionally, we have discussed various communication protocols like LEACH and HCR that govern
traffic flow within WSNs. These networks have wide-ranging applications in fields such as Industrial
Applications, Structural Monitoring, and Agriculture .

However Similar to any technology, WSNs face certain limitations such as energy constraints, lim-

ited memory, and unreliable communication inherent to wireless nature. Ensuring data confidentiality,
integrity, availability, and freshness are crucial considerations for WSNs. Moreover, Also they must be
self- organized and synchronized.
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2.1. INTRODUCTION

2.1 Introduction

Artificial intelligence (Al) refers to the development of intelligent computer systems that can
perform tasks that typically require human intelligence, such as visual perception, speech recognition,
decision-making, and natural language processing. Al algorithms are designed to enable machines to
learn from experience, adjust to new inputs, and perform tasks that were previously the sole domain
of humans.

The history of Al dates back to the 1940s, when computer pioneer Alan Turing proposed the
concept of a machine that could exhibit intelligence comparable to that of a human. The term "artificial
intelligence" was first coined in 1956 at a conference at Dartmouth College. Since then, Al has grown
and evolved significantly and has become an interdisciplinary field that draws upon computer science,
mathematics, psychology, philosophy, and linguistics, among other areas.

Al is becoming increasingly important in today’s world, as it has a wide range of applications
across various industries, including healthcare, finance, manufacturing, and transportation. Al
technologies such as machine learning, natural language processing, and computer vision are enabling
organizations to automate tasks, gain insights from data, and make more informed decisions. Al is
also being used to develop intelligent systems that can assist humans in various ways, such as in
medical diagnosis, autonomous driving, and virtual personal assistants. Overall, Al is expected to
play a critical role in shaping the future of many industries and society as a whole [7].

2.2 Definition

With access to large data sets of cyber resources, networks, operating systems or information
systems and meeting challenges cybersecurity, methods and techniques such as machine learning
(machine learning), data mining, statistics and other social skills used [29]. Deep learning which is
part of machine learning can be used for signature-based IDS or anomaly detection.

Classification and predictive methods can be used to determine The unique principles and practices
of various cyber attacks allow for a good cyber response. They have the ability to detect attacks when
they occur products and the ability to predict potential future attacks [72]. A deep learning approach
based on learning can help overcome challenges related to the development of effective IDS [32, 93]. On
the other hand, data collection and network traffic caused problems of large data security professionals
still need to perform better IDS which has the highest detection rate and the lowest false alarm rate.
From Therefore, deep learning approaches the scale well to large sums of data. These are introduced
for network anomaly detection to distinguish normal behavior from abnormal behavior to detect bad
or suspicious behavior [111].

Deep learning (DL) belongs to a class of methods learning (machine learning or ML), it achieves
great success and many artificial intelligence (AI) operations compared to ML algorithms classical
times. Deep modeling architecture is a recent phenomenon that exploits many non-realistic infor-
mation processing techniques, which Information is processed in a series of levels, each of which is
received and translated information from the previous layer for learning the representation of data
[25].

2.3 Machine learning

Machine learning is a specialized area of artificial intelligence (AI), which focuses on constructing
models and algorithms that facilitate computers to learn from data and make decisions or predictions.
It is a continual process where a computer program enhances its performance on a particular task
without explicit programming.
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The core concept of machine learning revolves around enabling machines to autonomously analyze
and learn from data, identify patterns, make informed decisions, and adapt to changes. This feature
enables the development of intelligent systems that can improve their performance with the availability
of additional data and may even outperform human-level performance in some tasks [9].

2.3.1 Machine learning life cycle

The machine learning life cycle refers to the series of steps involved in developing and deploying
a machine learning model as illustrated in Figure 2.1 It typically consists of the following stages:

1. Problem Definition:
Clearly define the problem you want to solve using machine learning. Understand the business
objectives, available data, and desired outcomes.

2. Data Collection:
Gather the relevant data required for training and evaluating the machine learning model. This
may involve data acquisition, data cleaning, data integration, and data preprocessing steps.

3. Data Exploration and Analysis:
Explore and analyze the collected data to gain insights and understanding. Perform descriptive
statistics, data visualization, and data quality checks. Identify patterns, trends, and relationships
in the data.

4. Feature Engineering:
Select or create meaningful features from the available data that will be used as inputs for the ma-
chine learning model. This step may involve feature selection, feature extraction, dimensionality
reduction, and transforming data into a suitable format.

5. Model Selection and Training:
Choose an appropriate machine learning algorithm or model based on the problem type and
data characteristics. Split the data into training and validation sets. Train the model using the
training data and tune its hyperparameters to optimize its performance.

6. Model Evaluation:
Evaluate the trained model’s performance using appropriate evaluation metrics and techniques.
Assess how well the model generalizes to unseen data and whether it meets the desired business
objectives. Adjust the model if necessary.

7. Model Deployment:
Once the model has been trained and evaluated, deploy it into a production environment where
it can be used to make predictions or provide insights. This may involve integrating the model
into an application or system and setting up the necessary infrastructure.

8. Monitoring and Maintenance:
Continuously monitor the model’s performance in the production environment. Collect feedback
and evaluate its performance over time. Retrain or update the model periodically to keep it up
to date and accurate. Handle issues such as concept drift or changing data distributions.

9. Model Interpretability and Explainability:
Understand and interpret the decisions made by the model. Use techniques such as feature
importance analysis, model explainability methods, or interpretability tools to gain insights into
the model’s inner workings.
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10.

Model Iteration and Improvement:

Iterate on the machine learning life cycle based on feedback, new data, or changing business
requirements. Refine the model, incorporate new features, explore different algorithms, or apply
advanced techniques to improve model performance and address limitations.

It’s important to note that the machine learning life cycle is an iterative process, where different
stages may be revisited multiple times to improve the model’s performance and address challenges.

Learning
life-cycle

Deployment

Figure 2.1: Machine learning life cycle.

2.3.2 Machine learning applications

Al and ML are being increasingly used in a wide range of industries, including healthcare, finance,
transportation, and education, among others. For example, Al and ML are being used to develop
personalized medicine, autonomous vehicles, fraud detection systems, and intelligent tutoring systems
[55]. A non-exhaustive list of applications includes:

a

a

a

a

Computer vision uses machine learning to identify objects, people, and other elements in images
and videos.

Natural language processing uses machine learning to understand and generate human lan-
guage, including translation and text classification.

Recommendation systems use machine learning to suggest products or content based on past
user behavior and preferences.

Fraud detection can benefit from machine learning algorithms to identify and prevent fraudulent
activity in credit card transactions and insurance claims.

Healthcare can benefit from machine learning by predicting disease outbreaks, identifying
potential outbreaks, and predicting patient outcomes.

Finance can benefit from machine learning by predicting stock prices, detecting fraudulent
activity, and identifying potential investment opportunities.

CHAPTER 2. DEEP LEARNING 39



2.4. BASIC TYPES OF MACHINE LEARNING

2.4 Basic types of machine learning

2.4.1 Supervised learning

Supervised learning is a type of ML in which the computer is provided with labeled example
inputs to learn from as illustrated in Figure 2.2. After the algorithm has been trained on this data,
it can make predictions on new, unlabeled data by using the patterns it has learned to predict label
values. If the model makes errors, it can be adjusted to correct them.

For example, a supervised learning algorithm could be fed data containing images of sharks labeled
as "fish" and images of oceans labeled as "water." After being trained on this data, the algorithm should
be able to identify unlabeled shark images as fish and unlabeled ocean images as water. This type of
machine learning is commonly used to predict statistically likely future events using historical data,
such as predicting market trends or filtering spam emails. Another application of supervised learning
is in image recognition, where tagged photos of an object can be used to classify untagged photos of
the same object. Overall, supervised learning is a powerful tool that can be applied to a wide range of
problems, allowing computers to make accurate predictions and decisions based on labeled data [13].
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Figure 2.2: Supervised Learning.

2.4.2 Unsupervised learning

Unsupervised learning is a type of ML algorithm where the input data is unlabeled, meaning that
there are no corresponding output labels as shown in Figure 2.3. The goal of unsupervised learning
is to find patterns and structures in the input data without the help of any external supervision or
guidance. Unsupervised learning can be used for a variety of tasks such as clustering, dimensionality
reduction, and anomaly detection. In clustering tasks, the algorithm groups similar data points into
clusters based on their similarity. In dimensionality reduction tasks, the algorithm reduces the number
of features or variables in the input data while preserving as much information as possible. In anomaly
detection tasks, the algorithm identifies data points that deviate significantly from the norm or the
expected behavior [95].

Unsupervised learning algorithms use different techniques to find patterns and structures in the
input data, such as clustering algorithms, principal component analysis (PCA), and autoencoders.
These algorithms try to find hidden structures in the input data by reducing the dimensionality, finding
similarities or dissimilarities between data points, or reconstructing the input data from a compressed
representation. Once the unsupervised learning algorithm has found patterns and structures in the
input data, it can be used for various downstream tasks such as classification, anomaly detection, and
data visualization.
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UNSUPERVISED LEARNING
High reliance on algorithm for raw data, large expenditure on manual review for review
for relevance and coding
T — O
o o0 2 ™
i‘o. AR — ®
L X ™~ > »AY (£, m
SO D iy b — D -
/l.‘;. o [ .0 “‘- - -
> ..
Raw Data Algorithm Automated Manual Production
Clusters Review
E-Discovery Concepts: Machine Learning Hudson | LecaL

Figure 2.3: Unsupervised Learning.

2.4.3 Semi-supervised learning

Semi-supervised learning is a machine learning technique that resides in between supervised and
unsupervised learning. During the training phase, it uses a mix of labeled and unlabeled data to
enhance model performance and generalization to new samples as illustrated in Figure 2.4. It is a type
of ML that utilizes a small amount of labeled data and a large amount of unlabeled data to train a
model [121]. It bridges the gap between unsupervised learning, where there is no labeled data, and
supervised learning, where only labeled data is used.

In semi-supervised learning, labeled data contributes to the learning process by delivering explicit
information, whilst unlabeled data allows for capturing the underlying data distribution and detecting
latent patterns. Semi-supervised learning attempts to enhance model performance by incorporating
both kinds of data, particularly when obtaining labeled data can be costly or time-consuming. Semi-
supervised learning algorithms can improve the accuracy of predictions and decision-making while
reducing the need for human intervention [29]. Various techniques for semi-supervised learning have
been developed, including self-training, co-training, and multi-view learning. These approaches make
use of the connections between labeled and unlabeled data in order to improve the learning process
and obtain better outcomes.

SEMI-SUPERVISED LEARNING

Reliance on analytics trained by human input, automated analysis using resulting model

e B
dadee. /N

s
o 'Y ’ ; —p }%’q—» \.‘ ‘{EH/} — A::

L)

. - ° ..
od 15
A o
°
Raw Data Sample Data Algorithm Product of trained
Code and test new sample algorithm
data - Feedback
E-Discovery Concepts: Machine Learning Hudson ‘ LEGAL

Figure 2.4: Semi-supervised Learning.
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2.4.4 Reinforcement learning

Reinforcement Learning(RL) is a type of machine learning technique that enables an agent to learn
in an interactive environment by trial and error using feedback from its own actions and experiences.
Though both supervised and reinforcement learning use mapping between input and output, unlike
supervised learning where the feedback provided to the agent is correct set of actions for performing
a task, reinforcement learning uses rewards and punishments as signals for positive and negative
behavior [11, 51].

As compared to unsupervised learning, reinforcement learning is different in terms of goals. While
the goal in unsupervised learning is to find similarities and differences between data points, in the
case of reinforcement learning the goal is to find a suitable action model that would maximize the
total cumulative reward of the agent. The figure 2.5 illustrates the action-reward feedback loop of a
generic RL model.

1

Agent —

State Reward Action
St Iy a

Environment <—

Figure 2.5: The reinforcement learning framework [51].

2.4.5 Transfer learning

Transfer learning is a machine learning technique in which the knowledge acquired from training
one model on a specific task is used to enhance the performance of a different but related task. Instead
of training a model from scratch on a new task, transfer learning uses the learned representations
and knowledge from a previously-trained model. Transfer learning can be both supervised and
unsupervised, depending on the availability of labeled data for the target task.

In an untrained deep learning model, the nodes are randomly initialized with weights, which are
then optimized using an algorithm specific to the task and dataset during training. However, the
authors in [134] demonstrated that initializing the weights based on a trained network with a distant
dataset improves the training performance compared to random initialization.

Deep transfer learning differs from semi-supervised learning in that the source and target datasets
can have different distributions and may only be related, while in semi-supervised learning, the
source and target data are from the same dataset, with the target set lacking labels [137]. Multiview
learning, on the other hand, utilizes two or more distinct datasets to enhance the quality of a single
task. In Multitask learning, the focus is on using interconnections between tasks to enhance each
other, whereas in deep transfer learning, the focus is on the target domain, with the knowledge having

already been acquired from source data and not necessarily related or functioning simultaneously
[137].
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2.5 Deep learning

2.5.1 Introduction

Deep Learning, also known as hierarchical or deep-structured learning, encompasses a range of
machine learning techniques that can be supervised or unsupervised. Inspired by the structure and
function of the human brain, as well as the processing of signals through neurons, Deep Learning
relies on artificial neural networks with multiple hidden layers, each of which responds nonlinearly to
input data. Over the past few years, Deep Learning has found widespread applications in areas such
as voice and image recognition, object detection, drug discovery, and genomics. Its ability to extract
meaningful patterns from complex data has made it a powerful tool for solving a variety of real-world
problems [65, 106].

Deep Learning has developed a structure that enables it to handle large datasets by using a
backpropagation algorithm to identify how the device modifies its core parameters to calculate
representations in each successive layer based on the previous layer [19].

Despite their enormous complexity, successful Deep Neural Networks can achieve only a slight
difference between their performance on training data and on test data. According to conventional
wisdom, the minor discrepancies in performance can be attributed to the inherent characteristics of
the network or to the training techniques used [96].

2.5.2 Definition

The original text is discussing deep learning, which is a high-level abstraction algorithm used to
model data from large datasets. The concept of abstraction assumes that there is no simple relationship
between the input and output data. The goal is to create a realistic scenario that leads to a realistic
classification or result. The process of deep learning typically involves detecting important properties
of the input data during the learning process.

The term "deep" comes from neuroscience, specifically from the idea of a neural network. A
neural network is a kind of software brain composed of thousands of units (neurons) that perform
calculations. These networks were originally called artificial neural networks (ANNSs) to distinguish
them from biological systems. They typically consist of input and output layers, a narrow network of
neurons, and several hidden layers as illustrated in Figure 2.6. These intermediate layers enable the
network to process complex problems. The number of layers is a decisive factor for the complexity of
the system and the learning process. Data is passed from layer to layer, with the results of one layer
serving as the input for the next, and so on, until a complex decision is reached. This layered approach
gives depth to the network and the learning process.

2.5.3 Applications of deep learning

Deep Learning has revolutionized the way we approach technology, and its impact on Artificial
Intelligence (AI) and its subfields, such as Machine Learning (ML), has been significant. The excitement
surrounding Deep Learning is well-justified, as it has already transformed our lives and will continue
to do so in the near future. DL has been gaining market share rapidly, and it is expected that DL tools,
techniques, and libraries will become ubiquitous in development toolkits within the next five to ten
years. In this section, we will discuss some of the Deep Learning applications that have captured the
market’s attention in 2019 and beyond.

Self-driving cars, powered by digital sensor systems trained through massive amounts of unstruc-
tured data, have been a major breakthrough in the automotive industry. DL has also made significant
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Figure 2.6: Deep Learning neural network [115].

contributions to the field of healthcare, particularly in breast cancer diagnostics and personalized
medicine based on Biobank data. Voice recognition and activation, a feature already available on
every smartphone, is another famous example of Deep Learning’s capabilities, with Google, Apple,
and Microsoft Cortana offering voice assistants. The Google Translator is a well-known example
of machine translation, with DL improving its results and expanding its capabilities to translate
images. Automatic handwriting generation is another area where Deep Learning has made significant
contributions, enabling the generation of new writing styles.

There are numerous other applications of Deep Learning, such as image and face recognition,
automatic colorization, image captioning, advertising, earthquake prediction, brain cancer detection,
price forecasting, natural language processing, gaming, and cybersecurity, among others [115].

2.5.4 Advantages of Deep Learning

Deep learning represents a significant breakthrough in the field of AI and extends beyond machine
learning. Its applications encompass a broad range of Al challenges, including but not limited to:

¢ Advancing conventional Al development tasks.
* Harnessing vast amounts of data, such as big data.
¢ Adapting to diverse problem domains.

¢ Automatically extracting relevant features.

2.6 Common issues

Machine learning and deep learning are powerful tools that can be applied to a broad range
of problems. They are not, however, without challenges [37]. Among the most frequent problems
encountered by machine learning and deep learning practitioners are:

2.6.1 Overfitting

Overfitting occurs when a model learns to perform extremely well on the training data but fails to
generalize to new, unseen data. In other words, the model becomes too complex and captures noise or
random variations in the training data, leading to poor performance on unseen examples. Signs of
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overfitting include a high training accuracy but a significantly lower accuracy on the validation or test
data. Overfitting is characterised by:

* Low bias, high variance: Overfit models have low bias because they can fit the training data very
well. However, they have high variance because they are too sensitive to the noise or random
fluctuations in the data.

¢ Captures noise: Overfit models tend to capture noise, outliers, or specific examples in the
training data that do not represent the true underlying patterns.

* Memorization: Instead of learning general patterns, overfit models can simply memorize the
training data, leading to poor generalization on new data.

e Complex models: Overfitting is more likely to occur with complex models that have a large
number of parameters relative to the available training data.

2.6.2 Underfitting

Underfitting, on the other hand, happens when a model fails to capture the underlying patterns
and relationships in the training data. It occurs when the model is too simple or lacks the capacity to
learn the complexity of the data. As a result, the model performs poorly both on the training data
and on new, unseen examples. Underfitting is often indicated by low training and validation/test
accuracy. Underfitting is characterised by:

¢ High bias, low variance: Underfit models have high bias because they fail to capture the
complexity of the data. Additionally, they have low variance because they do not vary much
between different training runs.

¢ Oversimplified: Underfit models often make simplistic assumptions or have insufficient capacity
to represent the patterns present in the data.

¢ Limited learning: An underfit model might struggle to learn from the training data and, as a
result, fails to achieve good performance on both the training and test data.

Techniques such as regularization, dropout, and reducing model complexity (e.g., using fewer
layers or parameters) can be used to combat overfitting. On the other hand, underfitting can be
reduced by increasing the model’s complexity, collecting more training data, or adopting more
expressive model architectures. The objective is to find a balance between the model’s ability to
capture underlying patterns and its tendency to emphasize noise or oversimplify the data.

2.6.3 Insufficient Training Data (Data scarcity)

The term refers to an issue in machine learning where the quantity of labeled or annotated data
available for training a model is inadequate or insufficient. A large and diverse dataset is generally
important for training accurate and robust machine learning models. Neural networks require a large
amount of data to learn effectively. If the training set is too small, the network may not be able to learn
the patterns in the data and may make inaccurate predictions.

Insufficient training data may lead to a limited generalization, overfitting, inaccurate predictions,
limited applicability in real-world scenarios, restriction of the model’s capacity to capture complex
patterns. Many solution could be applied to overcome this issue such as data augmentation, transfer
learning, active learning and introducing expert insights or domain knowledge for guiding the
learning process of the model.
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2.6.4 Nonrepresentative Training Data

It describes the situation in which the available training data does not adequately represent the
actual distribution or diversity of the real-world problem being explored. When the training data is
nonrepresentative, it may lead to biased models and poor generalization performance.

This issue could be addressed using many methods such as regularization techniques, data
augmentation, data balancing or post-hoc bias mitigation.

2.6.5 Poor-Quality Data

This means data that is noisy, incomplete, incorrect, inconsistent, or contains errors (inaccurate
Labels or annotations). The performance and reliability of machine learning models may be seri-
ously compromised by poor data quality. Several strategies can be applied to reduce the impact of
low-quality data on machine learning including data cleaning (discarding outliers and incomplete
instances), feature engineering, data augmentation or bias detection and mitigation.

2.6.6 Irrelevant Features

The system can only be able to learn if the training data comes with a sufficient number of relevant
features and a too small amount of irrelevant ones. Developing an adequate set of training features is
crucial for the success of any machine learning project and is called feature engineering. It consists of
feature selection (the most useful features are selected to train on among existing features), feature
extraction (combining existing features to create a more appropriate one, dimensionality reduction
algorithms may be useful) and creating new features by gathering new data.

2.6.7 Vanishing gradients

It occurs when the gradients of the loss function become too small to adjust the network’s weights.
This can hinder the network’s ability to learn effectively and is more likely to occur in deep neural
networks with many layers.

2.6.8 Exploding gradients

Gradient explosion refers to a phenomenon that happens when the gradients of the loss function
become excessively large, causing the network’s weights to update excessively as well. This can result
in an unstable network that is unable to learn effectively. Gradient explosion is more likely to occur in
deep neural networks that have numerous layers.

2.6.9 Computational complexity

Training neural networks can be a computationally demanding task. The time required for training
can grow exponentially as the network’s depth and the number of parameters increase.

2.6.10 Interpretability

Neural networks are often seen as black boxes, meaning that it is hard to understand how they
make predictions. This can make it harder to debug the network and to understand why it makes
some predictions.
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2.7 Neural networks

In 1943, W. McCulloch and W. Pitts pioneered the concept of neural networks, which demonstrated
the brain’s equivalence to a Turing machine. This suggested that thought could be explained by
material and logical mechanisms. Their work was instrumental in the development of cybernetics,
leading them to conclude in 1955 that organisms are not simply analogous to machines, but that the
machine itself should be considered [73].

D. Hebb introduced a learning rule in his book "The Organization of Behavior" in 1949, which
continues to inspire many network models today [45]. In 1958, F. Rosenblatt developed the Perceptron
model, a neural network that takes inspiration from the visual system and features two layers of
neurons - a perception layer and a decision-making layer. This was the first artificial system capable
of learning through experience. During the same period, B. Widrow presented the ADALINE model
(ADAptive LINear Element) [129].

An American researcher at Stanford University developed the ADALINE model, which later
became the basic model of multilayer networks. In 1969, M. Minsky and S. Papert published a review
of the properties of the Perceptron, which had a significant impact on research in this field. Research
activity declined until 1972, when T. Kohonen introduced his work on associative memories and its
potential applications to pattern recognition [63]. ]. Hopfield’s analysis of the dynamics of a completely
looped network was presented in 1982 [49].

2.7.1 Feed-Forward network

A Feed-Forward network is a type of neural network in which the flow of information moves in
one direction only, from the input layer to the output layer, without any loops or cycles. This means
that the output of each neuron in one layer serves as input to neurons in the next layer. This creates a
hierarchy of representations, with each layer extracting more abstract features from the input data.

The first layer of the network receives the input signals and subsequent layers receive inputs only
from the previous layer, along with a bias signal source. The bias signal source allows the network
to shift the activation function left or right, which can be useful in certain applications. The neurons
in each layer perform a weighted sum of their inputs, followed by an activation function, which
determines the output of the neuron.

Feed-Forward networks can be used for a variety of applications, such as ECG abnormality
detection, speech recognition, sentiment classification, balancing tasks, sensor signal processing, and
plant control. In function approximation tasks, the network is trained to approximate a mathematical
function that maps inputs to outputs. In pattern classification tasks, the network is trained to classify
inputs into one of several categories, based on their features.

In pattern classification, the network learns to distinguish between different classes of inputs
by adjusting the weights and biases of the neurons during training. The training process involves
presenting the network with a set of labeled examples, and adjusting the weights and biases to
minimize the difference between the network’s output and the true label. Once the network has been
trained, it can be used to classify new, unseen examples with high accuracy.

2.7.2 Deep neural network (DNN)

A Deep Neural Network (DNN) is a type of artificial neural network that is composed of multiple
layers of interconnected nodes, also known as neurons. It is a machine learning model inspired by
the structure and functioning of the human brain. DNNSs are capable of learning and extracting
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hierarchical representations from input data, enabling them to effectively model complex relationships
and make predictions or classifications. Each layer in a DNN consists of multiple neurons that apply
nonlinear activation functions to the weighted sum of their inputs. The hidden layers between the
input and output layers allow the network to learn increasingly abstract and complex features as
information propagates through the network. The training process of a DNN involves iteratively
adjusting the weights and biases of the neurons to minimize a specific loss function and optimize the
network’s performance on a given task. DNNs have demonstrated remarkable success in various
domains, including computer vision, natural language processing, and speech recognition [14, 30].

2.8 Deep Learning Architectures

This section covers the most famous types of deep learning networks, including recursive neural
networks (RvNNs), RNNs, and CNNs. While RvINNs and RNNs are briefly explained, CNNs are given
more in-depth coverage due to their significance and widespread use in various applications when
compared to other networks. DL architectures are broadly classified as discriminative, generative and
hybrid as illustrated in Figure 2.7.

Deep Learning Technique

Generative Discriminative

CNN + RNN
CNN + AE

Sparse AE
Deep AE RNN +AE
Denoising
AE

Stacked
AE

Figure 2.7: Classification of deep learning architectures [52].

2.8.1 Discriminative Architectures

Discriminative architectures, also known as supervised architectures, are often used with labelled
data to separate patterns for prediction applications. The most typical discriminative deep learning
architectures are listed below:

2.8.1.1 Convolutional neural networks

Convolutional neural networks, also known as convnets or CNNs, have proven to be highly
effective for tasks that involve closely related data, particularly in the field of computer vision. A CNN
consists of two main parts: the convolutional part and the classification part. The convolutional part
of the model is a multilayer neural network that is composed of four types of layers: the convolution
layer, the pooling layer, the ReLU correction layer, and the fully connected layer. The second part of
the model is a multilayer perceptron (MLP) that performs the classification task [136].

Convolutional Neural Networks for Sentence Classification CNNs are deep neural networks,
meaning that they have multiple layers that enable them to learn hierarchical representations of the
input data.
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2.8.1.1.1 Convolution layer

The convolution layer is considered the most important layer in a CNN, as it performs the most
computationally intensive operations. Its main function is to detect the presence of specific features in
the input data. The convolution layer achieves this by applying a set of filters to the input data, which
are designed to recognize certain patterns or features in the data. These filters are then convolved with
the input data, producing a set of feature maps that highlight the areas of the data where the desired
features are present. This process allows the network to learn features at different levels of abstraction,
starting with simple features such as edges and corners and building up to more complex features as
the network gets deeper.

2.8.1.1.2 Pooling layer

The pooling layer is typically placed between two convolution layers in a convolutional neural
network. Its function is to receive multiple feature maps as input and apply the pooling operation
to each of them. The pooling operation reduces the size of the feature maps while retaining their
important characteristics. This is achieved by dividing the feature map into small sub-regions, and
computing a summary statistic for each sub-region, such as the maximum or average value. This
summary statistic is then used to represent the sub-region in the pooled output. Pooling helps to
reduce the dimensionality of the feature maps, making the network more computationally efficient,
and also helps to reduce overfitting by introducing a degree of translation invariance into the network.

2.8.1.1.3 The ReLU correction layer

The ReLU correction layer in a convolutional neural network functions as an activation function that
sets all negative input values to zero and passes positive values through unchanged. In doing so, it
introduces non-linearity into the network, allowing it to model complex relationships between the
input and output data. This layer helps to speed up training by reducing the number of parameters
that need to be updated during backpropagation.

2.8.1.1.4 The fully-connected layer

The fully-connected layer is typically the final layer of a neural network, including convolutional
networks, and is not unique to CNNSs. This layer takes a vector as input and produces a new vector
as output by applying a linear combination to the input values, followed by an optional activation
function. This allows the network to learn complex patterns and relationships in the input data and
make predictions about the output.

2.8.1.2 Recurrent Neural Network (RNN) and Recursive Neural Network (RvNN)

A dynamic feed-forward neural network known as an RNN was first developed by Hopfield in
1982. It stands out thanks to its capacity for sequential data learning across timesteps. In typical
teed-forward neural networks (FFN), each unit’s output is independent of its previous output and only
relies on the current input. However, certain applications, like voice recognition, rely on sequential
data, while others use time-series data, like sensor data, where each sample relies on the interpretation
of earlier examples. Therefore, these applications are not suitable for the traditional feed-forward
neural network. RNNs solve this issue by modelling data as time series. Figure 2.8 illustrates the
difference between hidden units in RNNs and FFNs.

RNNs have been extended with different memory unit variants, including:

* Long short time memory (LSTM): The vanishing gradient issue in a basic RNN is resolved by
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Figure 2.8: Difference between hidden units in RNN and feed-forward neural networks [7].

LSTM. Using the gating mechanism, it has the capacity to learn enduring dependencies. Each
LSTM unit has a memory cell that stores previous states.

* Gated recurrent unit (GRU): A simplified variant of LSTM is GRU. It is built with a more
straightforward design that integrates the states and merges the gates.

RvNNSs are capable of making predictions in a hierarchical structure while also classifying outputs
using compositional vectors. The development of RvINN architecture was primarily inspired by
the recursive auto-associative memory [40] (RAAM) approach. RvNNs are specifically designed
for processing objects with randomly shaped structures like graphs or trees, and they generate a
fixed-width distributed representation from a variable-sized recursive-data structure. The network is
trained using a back-propagation through structure (BTS) learning system [110], which is based on
the general back-propagation algorithm and can support a tree-like structure.

RvNNSs are highly effective in the context of natural language processing (NLP) [110]. Socher et al
introduced an RvNN architecture for processing inputs from a variety of modalities and demonstrated
two applications for classifying natural language sentences [69]. RvNN computes a likely pair of
scores for merging and constructs a syntactic tree. It then calculates a score related to the merge
plausibility for every pair of units and merges the pair with the largest score within a composition
vector. After every merge, RvNN generates (a) a larger area of numerous units, (b) a compositional
vector of the area, and (c) a label for the class. The compositional vector for the entire area is the root
of the RVNN tree structure. RvNNs have been employed in several applications [69, 92, 118].

2.8.2 Generative Architectures

Deep learning architectures that are generative (or unsupervised) may autonomously learn from
unlabeled raw data to complete various tasks. The most prevalent architectures in this group are listed
below.

2.8.2.1 Auto-Encoder (AE)

An Auto-Encoder (AE) is a deep neural network commonly used for dimensionality reduction
by generating improved output data representation than the raw input data. In addition to a hidden
layer with low-dimensional feature representation, it has an equal number of feature vectors in both
the input and output layers. Backpropagation is used to train an AE, which combines an encoder and
a decoder. The encoder converts the input into low-dimensional abstraction in order to retrieve the
raw features and learn the data representation. After receiving the low-dimensional representations,
the decoder reconstructs the initial features.

Figure 2.9 illustrates the conceptual structure of an AE. There are several AE extensions, such as:

* Stacked AE (SAE): The deep network of the SAE is created by cascading many hidden layers.
In order to build a new data representation, the input features are progressively learned in in
depth.
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Figure 2.9: The conceptual structure of an AE [7].

* De-noising AE: De-noising is the process of producing a cleaner data representation by starting
with corrupted data and using only robust feature vectors in the hidden layers.

* Sparse AE: In sparse AE, the hidden layers are subject to sparsity constraints. Despite the fact
that there are many hidden units, the AE is still important for learning data representations. By
turning a large number of neurons inactive most of the time, sparsity constraints attempt to
generate low average output.

A deep autoencoder is an autoencoder with multiple hidden layers in both the encoder and decoder.
The network can learn more complex representations of the input data by adding more hidden layers.
Each hidden layer in the encoder reduces the dimensionality of the data, thereby capturing abstractions
and features at a higher level. The decoder layers then expand the representation to the dimensions of
the original input.

Deep autoencoders have been applied widely for many applications, including dimensionality
reduction, feature learning, data denoising, and outlier detection. The learned representations are
useful for further processing, such as classification or clustering, or to generate new samples that are
comparable to the input data.

Deep autoencoders are robust models that may identify meaningful representations of complex
data by using multiple layers of nonlinear transformations.

2.8.2.2 Restricted Boltzmann Machine (RBM)

Hinton and Sejnowsk proposed the Boltzmann machine (BM), a probabilistic neural network [1].
A BM network determines which binary units are active by pairing them symmetrically. But since
there are so many links between the components, the learning process is relatively slow.

Smolensky suggested RBM, a unidirectional model, in 1986 to address problems brought on by
BM'’s complexity. The purpose of RBM is to remove connections between neurons of the same layer.
RBM is often used as the preliminary stage of another learning network, either as a feature extractor
during preprocessing or to determine the other network’s parameters. RBM may also be used as a
classification model. A deep Boltzmann machine (DBM) is one that has several cascading Boltzmann
machines.

Figure 2.10 illustrates the difference between a BM and an RBM which lies in the fact that the RBM
contains fewer connections than the BM. There are no connections between nodes of the same layer in
an RBM. The number of nodes in the hidden and visible layers is denoted by p and d, respectively.
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Figure 2.10: Difference between BM and RBM architectures.

2.8.2.3 Deep Belief Network (DBN)

As shown in Figure 2.11, a deep belief network (DBN) is built up of stacked RBMs that have
undergone greedy layer-wise training.
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Figure 2.11: The conceptual structure of a DBN [7].

Each of the RBM is trained on the preceding one, with each hidden layer serving as an input for
the next RBM. An efficient and fast deep learning algorithm is produced by this training mechanism.
When an extra discriminating layer is included, a DBN is used in practical applications for both
dimensionality reduction and as a standalone classifier.

2.8.3 Hybrid Architectures

Models from both discriminative and generative domains are included in hybrid architectures. In
order to distinguish data, this uses generative features at earlier stages and discriminative features
at later stages. In deep learning, hybrid architectures are defined as the integration of different
neural network types, such as recurrent neural networks (RNNs), convolutional neural networks
(CNNSs), and/or multilayer perceptrons (MLPs), to create a single model. The purpose of these
architectures is combining the strengths of each network type to achieve better performance on a given
task. For example, a hybrid CNN-RNN model can be used for image captioning, where the CNN
extracts features from an image and the RNN generates a textual description based on those features.
Another example is a hybrid MLP-CNN model for sentiment analysis, where the MLP performs word
embeddings and the CNN extracts features from the text [44].
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Hybrid architectures have been shown to outperform single-network models in many tasks, includ-
ing speech recognition, image classification, and natural language processing. However, designing
and training these models can be challenging, and requires careful consideration of network architec-
ture, hyperparameters, and optimization techniques. Some examples of hybrid architectures in deep
learning include Deep Residual Learning for Image Recognition (ResNet), Google’s Inception-v4, and
Neural Machine Translation by Jointly Learning to Align and Translate (GNMT).

2.8.3.1 Generative Adversarial Network (GAN)

Generative Adversarial Networks (GANs) are a category of machine learning models introduced
by Ian Goodfellow and his colleagues in 2014 [41]. They are designed to generate new samples that
resemble a given training dataset. They consist of two main components: a generator network and a
discriminator network as illustrated in Figure 2.12.

A GAN is based on a minimax competition in which one network attempts to maximize the
function value and the other network attempts to minimize it. In each adversarial round, the generator
network creates synthetic samples using random noise as input. Its purpose is to generate samples
that are sufficiently convincing to fool a discriminator into classifying those samples as real. Contrarily,
the discriminator network attempts to differentiate between real and generated samples. Its purpose
is to accurately determine the input data’s source. The generator performs well when it successfully
floods the discriminator while the discriminator is trained to be an accurate classifier.

Training set d l/ Discriminator

R
Rapdom 2 j.@a*

Generator Fake image

Figure 2.12: Generative Adversarial Network framework [108].

A feedback mechanism is incorporated into the GAN training process. Alternately, gradient-based
optimization techniques, such as stochastic gradient descent, are used to update the generator and
discriminator. This training process is repeated until the generator produces synthetic samples that
are indistinguishable from real samples, or until the desired level of performance is reached.

2.9 Conclusion

The journey through the realm of deep learning has been both challenging and exhilarating.
Throughout this chapter, we have explored the foundations, applications, and advancements of deep
learning, witnessing its transformative power in various fields like security . Deep learning has
reshaped the way we perceive and interact with the world.

As we delved into the intricacies of neural networks, we discovered the immense potential of
deep learning algorithms to extract meaningful insights from complex data. We marveled at the
capabilities of convolutional neural networks, recurrent neural networks, and generative adversarial
networks, among others, in solving intricate problems like detecting intrusions in systems with
unprecedented accuracy. We witnessed the impact of deep learning in revolutionizing industries
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and fueling technological advancements. From self-driving cars to voice assistants, from medical
diagnoses to personalized recommendations, deep learning has proven to be a driving force behind
these innovations. Its ability to learn from vast amounts of data and make informed decisions has
unlocked endless possibilities for the future.

Also, we must acknowledge the challenges and limitations that accompany this cutting-edge field.
The need for substantial computational resources, concerns about data privacy, and the interpretability
of deep learning models are just a few areas that demand further exploration and refinement. As we
embark on our individual paths, armed with the knowledge and skills acquired during our study of
deep learning, let us remember the importance of ethics and responsible Al development. It is our
responsibility to ensure that the applications of deep learning are guided by principles of fairness,
transparency, and accountability. The world of deep learning is an ever-evolving landscape that holds
incredible potential. Our journey through this chapter has provided us with a solid foundation, but it
is merely the beginning.
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3.1. INTRODUCTION

3.1 Introduction

As the Internet becomes increasingly utilized by individuals and businesses, the frequency of
cyber-attacks and intrusions continues to rise. Cybersecurity must prioritize the implementation of
Intrusion Detection Systems (IDS) as a crucial measure. IDS is employed to identify successful breaches
even after they have occurred [4]. The term "intrusion detection system" was initially coined by James
Anderson [10] during the late 1970s and early 1980s. Anderson introduced the concept of identifying
misuse and predefined events, laying the foundation for future IDS design and development. An
IDS refers to software or hardware designed to detect any malicious activity or attack targeting a
system or network. It gathers data from various sources within a computer or network, such as system
commands, logs (system, security, and network), system accounting, and network logs. Subsequently,
it analyzes this data to identify potential security violations, issuing alerts to system administrators for
appropriate response to the intrusion. [12, 78] summarized the functions of IDS as follows: monitoring
and analyzing both user and system activities, evaluating system configurations and vulnerabilities,
assessing system and file integrity, recognizing patterns typically associated with attacks, analyzing
abnormal activity patterns, and tracking violations of user policies. There are two primary types of
IDS: Network-based IDS (NIDS) and Host-based IDS (HIDS) [112]. NIDS is deployed along a network
to monitor all network traffic [5], while HIDS is placed on a host to scan and monitor all processes
and devices within the network [112]. Additionally, there exist other types of IDS, although limited
research has been conducted on these variations. The objective of this paper is to compare and present
different types of intrusion detection systems based on the platform and data they collect for detecting
intrusion analysis. Furthermore, the research will outline the advantages and disadvantages of these
IDS types, aiming to identify leading trends, unresolved issues, and potential future directions for
further investigation [128]

3.2 Network intrusion

An unauthorized infiltration into a network or a specific computer address within the designated
domain is referred to as a "network intrusion.” There are two types of intrusions: inactive (where the
infiltration occurs discretely and undetected) and active (in which network resources are changed and
perceived).

Both internal and external intrusions into the network can occur (such as from an employee,
a customer, or a business partner). Some intrusions are just intended to get people’s attention by
destroying a website with abusive messages or images. Some, with greater malicious purpose, are
out stealing sensitive data, either once and for all or as part of a continuing parasitic attachment that
siphons off information until it is uncovered. Some intruders inject meticulously written code, such
as malware in the form of Trojans, for stealing passwords, keylogging, or unlocking an application’s
"back door".

Even worse, some skilled hackers can make fake websites that look exactly like a company’s
website and trick innocent users into going to them. (known as a "man in the browser attack"). Some
hackers can steal information quietly until they are found. They do this by becoming passive and
becoming part of a network, like parasites.

A system can be compromised physically (by directly getting access to a limited machine’s hard
disk and/or BIOS), externally (by targeting the web sites or figuring out a means to detour the firewall),
or internally (through own users, customers, or partners) [119].
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3.3 Types of Wireless Sensor Networks attacks

A comprehensive review has been conducted on the privacy and security concerns in wireless
sensor networks (WSNs). In the context of WSNs, two primary types of attacks are primarily attributed
to the nature of the transmission medium: Active Attacks and Passive Attacks . Active attacks involve
deliberate attempts by attackers to search for and destroy information within the network. On the other
hand, passive attacks focus on stealing valuable information such as passwords and confidential data
without altering or disrupting the network’s normal functioning. To ensure secure communication
between sensor nodes in wireless networks, both types of attacks need to be considered by users and
organizations.

Figure 3.1 provides a classification of various security attacks in WSN, offering an overview of the
different types of attacks that can occur in the network.

Security Attacks in WSN J

/\

[ Active Attacks ] [ Passive Attacks J
— DoS Attack —— Monitoring and Eavesdropping
—— Jamming Attack —— Traffic Analysis
| Physical Attack —— Camouflage Adversaries
L Tampering Attack — Homing attack

——  Routing Attacks

+— Spoofed Routing information
—— Selective forwarding

— Sinkhole / Black hole

+— Sybil attack

—— Wormhole attack

— HELLO flood

— Acknowledgement Spoofing

I Node Capture Attacks

—  Node Replication Attacks

——  Node Outage Attack

——  Passive Information Gathering
—— False Node

— Replay attack

——  Rushing attack

—— Neglect and Greed Attack

— Clock Skewing

——  Vampire Attack

Figure 3.1: Classification of WSN security attacks [58]
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3.3.1 Active Attacks

DoS Attack: Attackers disrupt network services by overwhelming the network with malicious
traffic or exploiting vulnerabilities in the infrastructure, resulting in a loss of availability and resources
[105].

Jamming Attack: Attackers interfere with legitimate wireless communication by using high-power
transmitters, preventing the transmission of packets and disrupting the network’s normal operation
[123].

Physical Attack: WSN nodes are vulnerable to physical attacks due to their distributed and
unattended nature. Attackers physically destroy nodes, leading to permanent loss and disruption in
the network [20].

Tampering Attack: Attackers modify or damage nodes, gaining control over them and compro-
mising their resources. Proper key management and frequent key changes help prevent this attack
[27].

Routing Protocol Attacks:

Spoofed Routing Information: Attackers disrupt network functionality by impersonating entities
and misleading legitimate nodes, causing communication disruptions. MAC authentication and the
use of secret keys can prevent this attack [83].

Selective Forwarding: Attackers selectively forward specific packets or nodes while dropping
others, causing disruptions in multi-hop WSNs. Defense mechanisms include multi-path routing,
node monitoring, and finding alternative routing paths [124].

Sinkhole Attack: Compromised nodes divert traffic by advertising false routing metrics, leading
neighboring nodes to forward packets to the malicious node. Certificate-based authentication can
help prevent this attack [85].

Blackhole Attack: Malicious nodes act as black holes, intercepting and manipulating data pack-
ets without forwarding them. Network monitoring, dynamic packet routing, and authentication
mechanisms can mitigate this attack [56].

Sybil Attack: Attackers create multiple identities or duplicate themselves to deceive nodes in the
network. Authentication and encryption techniques can help detect and prevent this attack [56].

Wormbhole Attack: Attackers create tunnels between distant nodes to redirect and manipulate
packet flow. Packet leashes and temporal/geographical constraints can help detect and prevent this
attack [39].

HELLO Flood Attack: Attackers flood the network with fake "Hello" messages, pretending to be
parent nodes. Identity verification protocols and packet leash mechanisms can mitigate this attack
[38].

Acknowledgment Spoofing: Attackers spoof acknowledgment messages to deceive neighboring
nodes about their status or energy levels. Bi-directional link verification can help prevent this attack
[124].

Node Capture Attack: Attackers compromise sensor nodes, perform various operations, and
manipulate information in the communication channel, leading to network-wide compromise and
attacks [20]. Node Replication Attack:
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The node replication attack, also known as a clone attack, occurs when the wireless sensor net-
work (WSN) is exposed to an insecure environment, allowing malicious nodes to be replicated into
multiple clones. These replicated nodes are equipped with legitimate IDs and keys, enabling them to
communicate with other nodes as if they were normal nodes in the operational network. This attack
poses a significant threat to the security and integrity of the network [131].

To counteract the node replication attack, a countermeasure is to provide a unique pair-wise key
that supports secure communication between neighboring nodes. By ensuring that each node has
a distinct key for communication, it becomes difficult for the attacker to replicate the nodes and
compromise the network.

Node Outage Attack:

The node outage attack aims to disrupt the functionality of wireless sensor components such as
sensor nodes, communication links, or parent nodes within the network. By completely stopping
the operation of these components, communication with other clustered nodes in different areas is
interrupted, leading to a loss of connectivity and potential data loss [20].

To mitigate the impact of node outage attacks, time protocols are designed in such a way that they
provide packets with alternate routing paths. By establishing redundancy and alternate routes in the
network, the communication can be rerouted and maintained even if some nodes or communication
links are affected by the attack.

Passive Information Gathering:

Passive information gathering attacks involve the use of powerful algorithms by attackers to
intercept messages within the wireless sensor network. Through this interception, the attacker can
gather sensitive information, including the physical location of sensor nodes and access to application-
specific message contents. This attack exploits unencrypted information within the network [89].

To counteract passive information gathering attacks, several measures can be taken. These include
using well-designed antennas with encrypted data transmission to enhance the security of the network.
Additionally, the use of powerful encryption algorithms can help protect the confidentiality of the
transmitted data, making it difficult for attackers to extract meaningful information from intercepted
messages.

False Node Attack:

In a false node attack, a malicious node is inserted into the network with inaccurate data or by
impeding the channel of correct data transmission. The false node then sends incorrect data that
reaches all nodes in the operational network, potentially compromising the entire network or causing
its complete failure [89].

To counteract false node attacks, an en-routing scheme is employed. This scheme involves
implementing mechanisms that verify the authenticity and integrity of the nodes within the network,
such as using digital signatures or cryptographic techniques. By ensuring that only legitimate nodes
are allowed to participate in the network, the risk of false node attacks can be mitigated.

Replay Attack:

In a replay attack, the attacker repeatedly replays malicious nodes within the wireless sensor
network, leading to increased energy consumption and domination of communication channels. This
attack becomes more challenging to mitigate due to the dynamic nature of the network’s topology,
influenced by the mobility of sensor nodes. One effective approach to overcome replay attacks is to
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introduce session tokens and include timestamps with the messages. Session tokens help ensure the
freshness and integrity of the messages, while timestamps provide a means to detect and discard
replayed messages [53].

Rushing Attack:

A rushing attack occurs in on-demand routing protocols when a malicious node rushes to obtain
data from a neighboring node and deliver it to another destination node through a different tunnel.
This attack is similar to a wormhole attack, where packets are tunneled through the network at a faster
rate than usual multi-hop routes, potentially bypassing normal routing protocols [16].

To defend against rushing attacks, a countermeasure is to provide route records by embedding a
node list. By maintaining a list of nodes traversed by the packets, the network can detect and identify
anomalies in the routing paths. This helps ensure that packets are delivered through legitimate routes
and prevent malicious nodes from rushing data through unauthorized tunnels

Neglect and Greed Attack:

In a neglect and greed attack, a malicious node deliberately selects the longest path to send packets
within the wireless sensor network. By routing the packets to the wrong node, the attacker aims to
cause information loss and disrupt the availability of the network. The malicious node receives the
packets but refuses to forward them to neighboring nodes, leading to communication failures and
potential data loss [124].

To prevent neglect and greed attacks, a combination of authentication mechanisms and malicious
node detection techniques can be employed. Authentication mechanisms help ensure that only
legitimate nodes are allowed to participate in the network, reducing the chances of malicious nodes
performing such attacks. Additionally, implementing mechanisms to detect and identify malicious
nodes, such as anomaly detection algorithms or behavior-based analysis, can help mitigate the impact
of neglect and greed attacks.

Clock Skewing Attack:

In a clock skewing attack, the attacker manipulates the timestamps of forwarding packets within
the wireless sensor network. By altering the timestamps, the attacker can disrupt the synchronization
of devices and compromise the accuracy of time-sensitive operations. The clock skew of each physical
device in the network may vary based on the application’s requirements [50].

To defend against clock skewing attacks, the flooding time synchronization protocol (FTSP)
can be utilized. FTSP adjusts the time synchronization period, which helps detect and prevent
clock skew attacks. By periodically synchronizing the clocks of sensor nodes and adjusting the
synchronization frequency, the network can maintain accurate timekeeping and defend against
timestamp manipulation.

Vampire Attack:

A vampire attack is a type of Denial-of-Service (DoS) attack that targets the power consumption of
sensor nodes, ultimately disabling the network. In this attack, the attacker exploits vulnerabilities in
the network’s routing protocols or energy management mechanisms to drain the battery power of
sensor nodes, rendering them unable to perform their intended functions [102].

To counteract vampire attacks, various validations and safeguards are implemented. These
measures include ensuring that packets are not transmitted in infinite loops, as this can lead to
excessive power consumption and network disablement. Additionally, implementing energy-efficient
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routing protocols and optimizing energy management strategies can help mitigate the impact of
vampire attacks by conserving power and prolonging the network’s operational lifespan.

3.3.2 Passive Attacks:

Passive attacks in wireless sensor networks involve unauthorized monitoring and eavesdropping
on the communication channels without altering or damaging the messages. These attacks serve as a
preliminary stage for potential active attacks [20]. Here are some common passive attacks:

1. Monitoring and Eavesdropping:
Malicious nodes intercept and listen to the communication within the network, violating the
privacy of the transmitted data. This attack aims to gather information without modifying the
network’s integrity.

2. Traffic Analysis:
Attackers analyze communication patterns to gain insights into network behavior and exploit
vulnerabilities for potential active attacks. Regular monitoring and detection mechanisms can
help mitigate this attack.

3. Camouflage Adversaries:
Attackers hide and mimic legitimate nodes within the network to misroute packets and disrupt
communication channels.

4. Homing Attack:
Attackers aim to gain insights into the network’s internal resources without modifying the
packets. This information can be later utilized to launch active attacks. Traffic pattern analysis
and header encryption techniques can help detect and prevent homing attacks [124].

Passive attacks are focused on gathering information and understanding the network’s behavior,
laying the groundwork for potential active attacks. Implementing security measures such as encryp-
tion, traffic monitoring, and anomaly detection can help protect against these attacks and ensure the
privacy and integrity of the wireless sensor network.

3.4 Detection methodology

Generally, IDS systems may be classified into two groups: Signature-based Intrusion Detection
Systems (SIDS) and Anomaly-based Intrusion Detection Systems (AIDS).

3.4.1 Signature-based detection

Signature detection is a type of intrusion detection that uses pre-defined patterns or signatures
to identify known attacks. It is also known as Knowledge-based Detection or Misuse Detection. In this
approach, the deep learning model is trained on a dataset of labeled network traffic containing known
attack patterns. The aim of Signature-based Intrusion Detection System (SIDS) is to identify these
known attack patterns in real-time when they occur in the network. Signature detection is particularly
useful when there is prior knowledge of the types of attacks that might occur on the wireless sensor
network.

The steps involved in signature detection using deep learning are:
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1. Data preprocessing: The data collected from the wireless sensor network is preprocessed in the
same way as in anomaly detection.

2. Feature extraction: This step involves identifying relevant features from the preprocessed data
that can be used to train the deep learning model. However, in signature detection, the features
may be specific to the known attack patterns.

3. Model selection and training: The deep learning model is selected and trained on the dataset of
labeled network traffic containing known attack patterns.

4. Model evaluation: The performance of the model is evaluated on a test dataset containing
known attack patterns and normal network traffic.

5. Model deployment: If the model performs well on the test data, it can be deployed in the
wireless sensor network to detect known attacks.

Signature detection using deep learning has several advantages. It can detect known attacks with
high accuracy and low false positives. It is also effective in detecting new variants of known attacks.

Both anomaly detection and signature detection using deep learning have their strengths and
weaknesses. The choice of which approach to adopt depends on the specific needs of the network.
The architecture of a signature-based intrusion detection system is illustrated in figure 3.2.
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Figure 3.2: Architecture of signature-based IDS [100].

3.4.2 Anomaly-based detection

Anomaly detection is a type of intrusion detection that uses deep learning models to detect
deviations from normal behavior. Due of its ability to bypass SIDS’s limitations, AIDS has attracted
the attention of many academics. The aim of an Anomaly-based Intrusion Detection System (AIDS) is
to detect any behavior that deviates from a model’s learned normal pattern. To detect such anomalies,
the deep learning model is trained on a dataset of normal network traffic to establish a baseline. The
model learns the statistical patterns that are inherent in the normal traffic, and when deployed in
the network, it can identify any traffic that deviates from these normal patterns. There are different
types of deep learning models that can be used for anomaly detection, such as autoencoders, recurrent
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neural networks, and convolutional neural networks. Autoencoders are a popular choice for anomaly
detection because they can be trained in an unsupervised manner, without the need for labeled data.

The steps involved in anomaly detection using deep learning are:

1. Data preprocessing: In this step, the data collected from the wireless sensor network is cleaned,
transformed, and normalized to prepare it for deep learning.

2. Feature extraction: This step involves identifying relevant features from the preprocessed data
that can be used to train a deep learning model. For example, in network traffic data, features
such as packet size, time between packets, and number of packets per second may be used.

3. Model selection and training: Once the features have been extracted, the deep learning model
needs to be selected and trained on the data. There are several deep learning models that can
be used for anomaly detection, and the choice will depend on the specific requirements of the
system.

4. Model evaluation: Once the model has been trained, it needs to be evaluated to determine its
performance on detecting anomalies in the network traffic. This involves comparing the model’s
predictions to a test dataset containing both normal and abnormal traffic.

5. Model deployment: If the model performs well on the test data, it can be deployed in the
wireless sensor network to monitor network traffic and detect anomalies.

Anomaly detection using deep learning has several advantages. It can detect new or unknown
attacks that do not fit any pre-defined signature or rule-based approach. Also, it can adapt to changing
network conditions and detect anomalies in real-time.
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Figure 3.3: Anomaly based IDS [52].

Alarms

The distinctions between anomaly-based and signature-based detection are summerized in Table
3.1.

3.5 General architecture

There has been many proposed architecture in the literature but they could be generally summa-
rized as bellow :

Sensors: These are responsible for collecting data from various sources in the network, such as
routers, switches, firewalls, and servers. The data can include network traffic, system logs, and other
system events.
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Table 3.1: Comparisons of intrusion detection methodologies based on [59].

Detection Advantages Drawbacks
method

SAIDS L . e .

* Very effective in identifying intrusions with mini- * Needs frequent updateds for new signatures.
mum false alarms (FA). * Designed to detect attacks for known signatures.

¢ Promptly identifies the intrusions. Previous intrusion altered slightly to a new variant
e Superior for detecting the known attacks. would not be detected.
¢ Simple design. e Zero-day attack is not detected.

¢ Inappropriate for multi-step attacks detection.
e Little comprehension of the attacks’ insights.

AIDS
® Could be used to detect new attacks. ¢ Can’t handle encrypted packets (undetected attack:

¢ Could be used to create intrusion signature. presents a threat).
¢ High false positive alarms.
¢ Hard to build a normal profile for a highly dynamic
system.
¢ Unclassified alerts.
¢ Needs initial training,.

* Analysis Engine: The analysis engine is responsible for processing the data collected by the
sensors and generating alerts based on predefined rules or patterns. It uses various techniques
such as signature-based detection, anomaly detection, and behavior-based detection to identify
potential threats and anomalies.

¢ User Interface: The user interface provides a way for security analysts to view and manage alerts
generated by the analysis engine. It can include a dashboard that displays real-time information
about the network and system activity, as well as tools for investigating and responding to alerts.

* Centralized Management: In some cases, the IDS may be managed centrally, which allows for
easier management and coordination of security policies across multiple locations or systems.

|Knowledge basel | Configuration | ..................

: System
: State
System State v
\ 4 R
B esponse
| Detector — ID Engine I—> P
Alarms Component
Events 1
1
|Data gathering (sensors)l : Actions
|
Raw data *

Information Source - Monitored System

Figure 3.4: Basic architecture of intrusion detection system (IDS). [66]

The figure 3.4 illustrates the basic architecture of intrusion detection system.

3.6 Types of intrusion detection systems

While achieving all the same objective, intrusion detection systems operate slightly in different
ways. A comparison of different types of IDS is shown in Table 3.2. According to intrusion data
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sources, many IDS types are proposed:

3.6.1 Network-based Intrusion Detection Systems (NIDS)

NIDS, which stands for Network-based Intrusion Detection System, is utilized for monitoring and
analyzing network traffic within a specific network section to detect abnormal activities. Figure 3.5
illustrates the architecture of NIDS and the steps involved in detecting attacks. NIDS performs packet-
level analysis for all systems within the network segment by examining IP, transport-network, and
application protocol-level activities, as well as packet headers, to identify IP-based denial-of-service
(DOS) attacks such as TCP SYN attacks and fragment packet attacks [74]. NIDS primarily focuses on
the exploitation of vulnerabilities, while HIDS centers around the abuse of privileges [64]. In terms of
cost and response time, NIDS is generally more affordable and faster than HIDS since there is no need
to maintain sensor programming at the host level, and it monitors network traffic in real-time or near
real-time [135]. Consequently, NIDS can detect attacks as they occur. However, NIDS does not provide
information on whether these attacks were successful or not, as it does not analyze the system log.
The limitation of NIDS lies in its restricted visibility within the host machine and the lack of effective
methods to analyze encrypted network traffic for attack detection [74]. To address these challenges,
extensive research has been conducted to develop effective approaches for NIDS. Various products for
network intrusion detection exist, such as Snort [90] and NetSTAT [125], which are tools designed for
real-time NIDS. To date, numerous research studies have proposed methods for NIDS, including:

¢ SKlavounos et al introduced a new method for DOS attack detection in NIDS based on the
tabular cumulative sum (CUSUM) chart and the exponential weighted moving average (EWMA)
chart, focusing on UDP and ICMP source bytes using the NSL-KDD experimental dataset [109].

¢ Suad Othman et al proposed an intrusion detection model for big data environments using the
SVM machine learning algorithm for classification and the Chi-selector for feature selection to
reduce dimensionality in network traffic [79]. The KDD dataset was employed to evaluate the
proposed model.

* Parvat et al proposed a NIDS using deep learning. The method utilized an ensemble of multiple
binary classifiers with a deep learning model and employed a divide and conquer strategy [81].
The NSL-KDD dataset was used to evaluate the system.

Internet Connected
- Router Firewall IDS Devices
= B0
e == E
Connected
Devices

Figure 3.5: Architecture of a network-based intrusion detection system (NIDS) [2].

3.6.2 Network Node Intrusion Detection System (NNIDS)

Technically, a Network Node Intrusion Detection System (NNIDS) is a variant of a NIDS. However,
due to its distinct operation, it is regarded as a separate type of intrusion detection system. Unlike a
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NIDS, which relies on a central device to monitor all network traffic, a NNIDS scrutinizes each node
connected to the network by analyzing the packets that pass through it. This approach yields several
benefits, such as :

* Faster processing speeds and lower resource consumption, as each NNIDS agent scrutinizes a
smaller volume of traffic.

* Moreover, NNIDS uses fewer system resources and can be easily installed on current servers.

Its primary drawbacks are:

* The need for multiple installations. Unlike a NIDS, which requires only one device, each server
you want to monitor with NNIDS necessitates an individual installation.

* Additionally, all NNIDS agents must report to a central dashboard.

3.6.3 Host-Based Intrusion Detection Systems (HIDS)

HIDS, which stands for Host-based Intrusion Detection System, was the first type of intrusion
detection system to be developed. HIDS focuses on monitoring and analyzing the internal activities of
a single host, including system configuration, application activity, wireless network traffic (specifically
for that host), system logs or audit logs, running user or application processes, and file access
and modification. The capabilities of HIDS encompass integrity checking, event correlation, log
analysis, policy enforcement, rootkit detection, monitoring processor, memory, hard-disk, and battery
utilization, as well as generating alerts [22, 127]. Compared to network-based IDS, HIDS tends to be
more accurate and produces fewer false positives because it analyzes log files, allowing it to determine
the success or failure of an attack [94]. However, HIDS requires the installation of programs or agents
on the system to generate reports indicating any malicious activity. One drawback of host-based
systems is their resource-intensive nature since they rely on the host’s computer resources and lack
operating system independence, unlike other types of IDS [64]. Various host-based intrusion detection
systems have been developed, such as OSSEC [18] and Tripwire [60].

HIDS analyzes audit log files to detect and identify any malicious system processes. However,
analyzing a large amount of data to differentiate between normal and malicious processes can be
time-consuming and resource-intensive. Several research studies have proposed methods to address
this issue. For example, Marteau [71] introduced a new similarity measure for symbolic sequential
data to detect unknown attacks. The author focused on sequences of system calls and utilized the
Sequence Covering algorithm for Intrusion Detection (SC4ID). The SC4ID algorithm aims to optimally
cover a sequence by a series of subsequences extracted from a predefined set of sequences. The
algorithm was evaluated using well-known system call datasets such as UNM and ADFA-LD.

Subba et al presented a framework to enhance computation efficiency in HIDS [113]. The proposed
framework transforms system calls into n-gram vectors and reduces the size of input feature vectors
through dimensionality reduction. The reduced feature vectors are then analyzed using various
machine learning classifiers, including Naive Bayes, MLP, C4.5 Decision Tree, and SVM, to identify
intrusive processes. The benchmark dataset ADFA-LD was utilized to evaluate the proposed model.

Deshpande et al proposed a model that selectively analyzes system call traces to detect malicious
activities within the system, providing alerts to the cloud user when malicious processes are identified
[26].
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Table 3.2: Different types of IDS [80].

IDS HIDS NIDS WIDS NBA
(Host IDS) (Network IDS) (Wireless IDS) Network Behavior Analysis
Components | Agent, Sensor: (inline/passive), | Sensor: (passive), Sensor: (most passive),
Management server, | Management server, Management server, | Management server,
Database server Database server Database server Database server
Detection Host Network or Host WLAN, Network or Host
scope WLAN client
Network Managed networks | Managed networks Managed networks | Managed networks
Architecture | or or or
Standard networks Standard networks Standard networks

3.6.4 Hybrid Intrusion Detection Systems

HIDS, which stands for Hybrid Intrusion Detection System, combines two or more types of IDS
to leverage the advantages of each and achieve accurate detection [67]. An example of a HIDS is
Double Guard [97], which utilizes both host-based IDS (HIDS) and network-based IDS (NIDS). By
integrating these two types of IDS, HIDS aims to enhance the overall detection capabilities. However,
one drawback of HIDS is that it often requires a significant amount of time for data analysis.

3.7 Conclusion

Intrusion detection systems (IDSs) are an important part of the security of wireless sensor networks
(WSNs). IDSs can detect attacks on WSNss, which can help to protect the data and infrastructure that
WSNSs collect and control. There are two main types of IDSs for WSNs: signature-based IDSs and
anomaly-based IDSs. Signature-based IDSs look for known attack patterns, while anomaly-based
IDSs look for unusual behavior.

Deep learning is a promising new approach for building IDSs for WSNs. Deep learning models
can learn to recognize attack patterns from data, even if the attack patterns are not known in advance.
Deep learning based IDSs are still under development, but they have the potential to be more effective
than traditional IDSs
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4.1. DATASETS FOR INTRUSION DETECTION SYSTEM

4.1 Datasets for Intrusion Detection System

A dataset refers to a group of interconnected, distinct pieces of data presented in rows and columns.
These columns, often referred to as features, represent different variables that can be of various types,
such as numerical or categorical. Each row represents an individual instance of these variables within
the dataset.

Evaluation datasets are essential to the validation of any IDS technique since they allow measuring
how efficiently the proposed technique can identify intrusive activity. Due to privacy concerns, the
datasets used for network packet analysis in commercial solutions are not readily available. However,
there are a few publicly accessible datasets that are often used as benchmarks, including DARPA,
KDD, NSL-KDD, and ADFA-LD [21].

Table 4.1 summarizes the most used datasets for intrusion detection.

Table 4.1: Most used Datasets for intrusion detection.

Dataset Developer Features  Attack types Description Year
DARPA 98 MIT-L Lab 41 Denial of Service, Root to Local, - Not an accurate network traffic rep- 1998
[24] User to Root (U2R) and Probe resentation
- Irregular data attack instances
- No false positive examples
KDD-Cup99  California 41 Denial of Service, Root to Local, - Includes Repeated and plagiarized 1999
[116] University User to Root (U2R) and Probe samples
CAIDA Center of 20 Distributed Denial of Service - Includes for a single attack type, 2007
[46] Applied Internet extremely unique cases
Data Analysis
NSL-KDD California 41 Denial of Service, Root to Local - Better than KDD-Cup99 2009
[87] University (R2L), User to Root (U2R) and - Limited number of attack types
Probe
ISCX-2012 New  Brunswick IPFlows Denial of Service, Distributed De- - Labeled data instances and net- 2012
[107] University nial of Service, Bruteforce and In-  work examples with intrusive activi-
filtration ties.
AFDA University of New  System Zero-day attacks, Stealth attack, - Consists of 10 attack vectors with 2013
[23] South Wales call C100 Webshell attack the traces of other data instances.
traces - Limited range of attacks.
UNSW-NB15 UNSW 49 Fuzzers, Analysis, Backdoors, - Created by the IXIA PerfectStorm 2015
[75] Canberra  Cyber DoS, Exploits, Generic, Recon- tool.
Range Lab naissance, Shellcode and Worms. - Real modern normal activities
(32%) and synthetic contemporary
attack behaviors (68%).
CICIDS 2017 Canadian 80 Brute force, Portscan, Botnet, De- - Datasets generated in a particular 2017
[99] Institute of nial of Service, Distributed De- way from network profiles.
Cyber Security nial of Service, Web and Infiltra- - Classes: 15.
tion. -Attackers: 4 PCs, 1 router, 1 switch.
- Victims: 3 server, 1 firewall, 2
switches, 10 PCs.
- Duration: 5 Days of capture.
CSE-CIC-IDS Canadian 80 Brute force, Portscan, Botnet, De- - Datasets generated in a particular 2018
2018 Institute of nial of Service, Distributed De- way from network profiles.
[42] Cyber Security nial of Service, Web and Infiltra- - Classes: 18.
tion. - Attackers: 50 PCs.
- Victims: 420 PCs, 30 servers.
- Duration: 10 Days of capture.
Bot-IoT UNSW 43 Denial of Service, Distributed De- - Mix of regular and Botnet traffic 2018
[82] Canberra  Cyber nial of Service, Operating Sys-
Range Lab tem and Service Scan, Keylog-
ging, and Data Ex-filtration
TON-IoT UNSW 44 Denial of Service, Distributed - Contains a range of information 2019
[31] Canberra Cyber IoT Denial of Service, Back- collected from telemetry datasets for
Lab door, Injection, Man-in-the- industrial-IoT and IoT sensors
middle, Password, Ransomware,
Scanning and Cross-Site -
Scripting
MOQTT-IoT- IEEE Data Port 3  Ab- Aggressive Scan (Scan A), User - Generated using an artificial MQTT = 2020
1DS2020 stract Datagram Protocol Scan (Scan network architecture
[48] Features U), Sparta Secure Shell Brute

force (Sparta), MQTT Brute force
attack (MQTT-BE)
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41.1 KDD Cup 99

Since 1999, this dataset has been extensively used for evaluating anomaly detection systems. It
was prepared based on the data collected in the DARPA’98 IDS evaluation program by Stolfo et al
[116]. The DARPA’98 dataset consists of approximately 4 gigabytes of compressed raw tcpdump data,
representing the network traffic of 7 weeks. This data can be represented into 5 million connection
records of around 100 bytes per record. The test data specifically spans two weeks and includes
approximately 2 million connection records.

The KDD training dataset consists of approximately 4 900 000 individual connection vectors. Each
one is composed of 41 features labeled as either attack or normal, with a specific attack type assigned.
The dataset’s simulated attacks may be divided into four categories:

1. Denial of Service Attack (DoS): This type of attack aims to overload or exhaust computing or
memory resources, making it difficult for legitimate requests to be processed or denying access
to authorized users.

2. User to Root Attack (U2R): In this exploit, the attacker initially gains access to a regular user
account on the system and then exploits vulnerabilities to escalate privileges and gain root
access.

3. Remote to Local Attack (R2L): This attack occurs when an attacker, who can send packets
over a network to a target machine but does not have an account on that machine, exploits
vulnerabilities to gain local access and operate as a user on the target machine.

4. Probing Attack: Probing attacks involve attempts to gather information about a network of
computers, typically with the intention of identifying vulnerabilities and bypassing security
controls.

These attack categories are used to evaluate and classify the connections in the KDD Cup 99
dataset, providing a valuable resource for studying and developing anomaly detection techniques.

4.1.2 NSL-KDD

The older KDD Cup99 dataset was transformed into the publicly accessible NSL-KDD dataset [87].
The KDD Cup99 dataset has significant flaws that have a significant impact on intrusion detection
accuracy, as revealed by a statistical examination, and result in an erroneous evaluation of AIDS [116].

Researchers addressed the challenges present in the KDD-99 cup dataset by introducing a new
dataset called NSL-KDD. Unlike the complete KDD dataset, NSL-KDD was carefully constructed
to include only specific records and does not exhibit the same issues. Tavallaee et al. developed
NSL-KDD as a solution to rectify the problems associated with KDD-99 and mitigate its limitations.
Nevertheless, it is important to note that NSL-KDD still has certain limitations, such as the omission
of low footprint attacks in its representation.

The use of the NSL-KDD dataset according to [84], has the following advantages:

1. The test set has no duplicate records, which offers greater reduction rates.

2. The proportion of records in the original KDD dataset that are chosen from each difficult level
category is inversely correlated with the number of records chosen from those categories.

3. Compared to KDD-99, NSL-KDD includes fewer data points, but each of them is unique.
Consequently, using it to train machine learning models requires fewer resources.
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Table 4.2: NSL-KDD train and test data distribution [84].

Class | Training Set | Percentage | Test Set | Percentage
Normal 67342 53.458% 9710 43.075%
DoS 45927 36.458% 7457 33.080%
Probe 11656 9.253% 2421 10.740%
R2L 995 0.790% 2754 12.217%
U2R 52 0.041% 200 0.887%
Total 125972 100% 22542 100%

4.2 Performance metrics used for DL-based IDS

Every machine learning pipeline has indicators of performance. They indicate whether efforts are
making progress and provide a numerical value for it. To measure performance, all machine learning
models, whether linear regression or a SOTA approach like BERT, need a metric. Any machine-learning
problem may be divided into two categories: regression and classification. Metrics of performance
are similarly classified. There are many indicators for both issues, however, we’ll experience the
most prevalent ones and the details provided about the model’s performance. Understanding how
the model interprets the data is necessary. Metrics serve for monitoring and evaluating a model’s
performance (during training and testing).

For ML-based IDS, there are various classification metrics. The confusion matrix for a two-class
classifier, which may be used for evaluating the performance of an IDS, is shown in Table 4.3.

Table 4.3: Confusion Matrix for IDS System.

Actual Class Predicted Class
Class Normal Attack
Normal True Negative (TN) | False Positive (FP)
Attack False Negative (FN) | True Positive (TP)

The instances in each row of the matrix reflect the occurrences in the actual class, while each
column represents the instances in the predicted class. The following standard performance metrics
are commonly used to evaluate ML-based IDSs.

4.2.1 Classification metrics

Because classification models provide discrete output, we require a measure that compares discrete
classes in some way. classification Metrics measure the performance of a model and indicate whether
it is good or bad, depending on its classification, but they measure it in different ways.

* True Positive Rate (TPR, Recall, Hit-Rate, Detection Rate or Sensitivity):
It is the ratio between the number of properly predicted attacks and the total number of attacks.
When all intrusions are correctly detected then the TPR is 1 which is very rare. It explains how
sensitive the model is towards identifying the positive class. Accuracy in making positive pre-
dictions is measured by a recall. It has values in the range [0, 1] and is expressed mathematically

as: TP

e True Negative Rate (TNR or Specificity):
Corresponds to the proportion of normal instances that are correctly predicted, with respect to
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all normal instances and have values in the range [0, 1]. It is expressed mathematically as:

TN

TNR = 57Fp

(4.2)
* False Positive Rate (FPR):
It is the ratio between the number of normal instances improperly classified as attacks and the
total number of normal instances and expressed as:

Fp
FPR= 157N “3)
We have :
TNR + FPR = 1 (4.4)

* False Negative Rate (FNR):
False negative means when a detector fails to identify an anomaly and classifies it as normal.
The FNR can be expressed mathematically as:

FN
FNR = eN 1P (*9)
We have :
TPR+FNR =1 (4.6)

¢ (Classification rate (CR) or Accuracy:
It measures how accurate the IDS is in detecting normal or anomalous behavior. It is the
percentage of all those properly predicted instances to all instances:

Accuracy — Number of correct predictions TP+ TN 7
Y= Total number of input samples TP+ FP+ TN + FN '
The balanced accuracy is given by:
TPR+TNR
Balanced Accuracy = %N (4.8)

* Precision:
It is the success probability of making a correct positive class classification. It is the ratio between
the properly predicted attacks and the total number of instances classified as attacks. Identifying
all positive occurrences in the data is quantified by precision. It is expressed as:

TP

TP+ FP (49)

Precision =

* Receiver Operating Characteristic (ROC) curve:
The ROC curve has TPR and FPR on the axes, respectively. For various cut-off points, the TPR
is displayed in ROC curves as a function of the FPR. A FPR and TPR pair corresponding to
a certain decision threshold is represented by each point on the ROC curve. A new point on
the ROC is chosen with a different False Alarm Rate (FAR) and TPR when the classification
threshold is changed. A test with 100% sensitivity and 100% specificity has a ROC curve that
goes through the top left corner (no overlap between the two distributions).

¢ F-Score:
F-Score (also known as the F1-score or F-measure) is the Harmonic Mean between precision and
recall in the range of [0, 1]. It tries to find the balance between precision and recall and illustrates
how precise the classification is (how many instances are correctly classified). It can be expressed
mathematically as:

F-Score — 2 x 1 P Precz.sz.on X Recall (4.10)
P% I Precision + Recall
recision Recall
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e F2-Score:

It is a variant of the F1-score used to evaluate the performance of a Machine Learning model by
combining precision and recall into a single score in the range of [0, 1]. Higher values indicate
better performance. The F-2 score emphasizes recall compared to the standard F-1 score. The
F2-score is defined as:

Precision x Recall

F2-S =5 4.11
core % 4Precision + Recall ( )

4.2.2 Regression metrics

The output of regression models is continuous. As a result, we need a metric that is based on

computing some form of distance between expected and actual reality.

e Mean Absolute Error:

It is the average of the difference between the Original Values and the Predicted Values. It shows
the measure of how far the predictions were from the actual results without giving any idea of
the direction of the error (under pridicting or over pridicting). It is expressed as:

1 N
Mean Absolute Error = MAE = N Y lvi — il (4.12)
i=1

Mean Squared Error:

The only distinction between Mean Squared Error and Mean Absolute Error is that MSE takes
the average of the square of the difference between the original and predicted values. Its main
advantage is that it is easier to compute the gradient, whereas Mean Absolute Error requires
complicated linear programming tools to compute it. As we square the error, the influence of
larger errors gets bigger than that of smaller errors; as a result, the model can now concentrate
more on larger errors. Mean Squared Error is expressed mathematically as:

N
Mean Squared Error = MSE = % Z(yi —1;)? (4.13)
i—1

Root Mean Squared Error (RMSE):
It is equal to the square root of the average of the squared difference between the target and
predicted values by the regression model. It may be expressed mathematically as:

N
Root Mean Squared Error = RMSE = % Y (i —9:)? (4.14)
i=1

Coefficient of Determination (R?):

It is the best indicator of how good our model is in terms of performance whether it is accuracy,
Precision or Recall. It is the measure of the variance in response variable y that can be predicted
using predictor variable §j and is expressed as:

MSE N (i —9)?
Coefficient of Determination = RZ = 1 — =1- w

4.15
Variance of inputs leil (vi—79)? ( :
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4.2.3 General metrics

¢ Training time is the time it takes to train a model on a dataset. This can be much longer than
testing time, especially for large datasets or complex models.

* Testing time is the time it takes to make a prediction using a trained model. This is typically
very fast, as the model has already been trained and does not need to be re-trained every time a
prediction is made.

4.3 Related Work

ML-based IDSs have been shown to be effective in detecting a variety of attacks. However, there
are still some challenges that need to be addressed. One challenge is that ML algorithms can be
computationally expensive. Another challenge is that ML algorithms can be easily fooled by attackers
who deliberately try to evade detection .

In the article[100] the authors introduced a network Intrusion Detection System (IDS) using the
ANDAE (Autoencoder-based Nonlinear Dimensionality Reduction with Adaptive Neighbors) feature
extraction technique. The ANDAE model utilized an Autoencoder (AE) for feature extraction and
integrated it with the Random Forest (RF) algorithm for classification. The IDS was evaluated on the
NSL-KDD dataset, and it achieved a high recall rate and F1 score for detecting four types of attacks.
Compared to the SNDAE model, the ANDAE model demonstrated improved detection accuracy
while reducing feature extraction time.

In 2021, researchers utilized the Azure ML (Machine Learning) platform for Intrusion Detection Sys-
tem (IDS) [47]. They employed a meta-classification approach for both binary and multi-classification
purposes. The study utilized three datasets: UNSW-NB15, CICIDS2017, and CICIDS2018. The
achieved accuracy rates were 99.8% on UNSW-NB15, 99% on CICIDS2017, and 98% on CICIDS2018.
The train and test split ratio used in the research was 40:60, indicating that 40% of the data was used
for training the models and 60% for testing their performance.

In a study conducted by some researchers used the KDD CUP 99 dataset to train a machine
learning model that achieved an accuracy of 95%. The model used a multilayer perceptron (MLP)
algorithm and fifteen features. A study conducted by authors in (2022) they used machine learning
(ML) techniques to develop an intrusion detection system (IDS). The study used information gain
and gain ratios to select features from the IoTID20 and NSL-KDD datasets. The study then evaluated
several ML algorithms, including multilayer perceptron (MLP), J48, IBK, and bagging. The study
achieved an accuracy of 99%.

In another study, researchers used machine learning (ML) techniques to develop an intrusion
detection system (IDS). The study used information gain and gain ratios to select features from
the IoTID20 and NSL-KDD datasets. The study then evaluated several ML algorithms, including
multilayer perceptron (MLP), J48, IBK, and bagging. The study achieved an accuracy of 99%.

In a 2019 study, the authors evaluated the performance of three machine learning (ML) algorithms
on the KDDCUP99 dataset: linear discriminate analysis (LDA), classification and regression tree
(CART), and random forest. Random forest achieved the highest accuracy of 99.8%, followed by LDA
with 98% and CART with 98.1%.

The authors concluded that random forest is the most accurate ML algorithm for the KDDCUP99
dataset. They also noted that LDA and CART are both effective algorithms, but they are not as accurate
as random forest.
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Researchers have moved from machine learning to deep learning for intrusion detection systems
(IDSs) for a number of reasons:

¢ Deep learning models can learn more complex features from data than machine learning
models:This is because deep learning models use multiple layers of artificial neurons to learn
features, while machine learning models typically only use a single layer.

* Deep learning models can be trained on larger datasets than machine learning models:This
is because deep learning models are more computationally expensive to train, so they require
more data to learn effectively.

* Deep learning models can be more accurate than machine learning models:This is because
deep learning models can learn more complex features from data, and they can be trained on
larger datasets.

Deep learning models offer a number of advantages over machine learning models for intrusion
detection. These advantages include the ability to learn more complex features from data, the ability
to be trained on larger datasets, and the ability to be more accurate. As a result, deep learning models
are becoming increasingly popular for IDSs.

Previous work has shown that deep learning (DL) methods outperform other machine learning
algorithms, such as Support Vector Machine (SVM) and Traditional Neural Network (ANN), in
anomaly detection [57].

Research on deep learning for intrusion detection began in 2011 when Salama et al. presented a
hybrid method that combines Deep Belief Network (DBN) and SVM to classify network intrusion into
two categories: normal or attack [93]. The DBN network utilizes a restricted Boltzman machine (RBM)
as a method of minimization to enhance the learning experience. The SVM classifier is then applied to
the DBNs to perform binary classification (normal/attack) on NSL-KDD data records. The proposed
DBN-SVM method achieves over 90% accuracy and outperforms other data analysis methods such as
ACP, Gain Ratio, and Chi-Square.

Kang et al proposed an intrusion detection system based on Deep Neural Networks (DNN) for
securing vehicular networks [57]. The system addresses conflict situations caused by malicious
data packets injected into the network bus of the bus controller. The proposed method uses a DBN
algorithm to train the hidden layers” parameters, with subsequent layers combining the results using
the ReLU activation function. The method achieves a false positive rate (TPR) of less than 1% or 2%
and a detection rate (DR) of 99%.

Sandee et al developed a DNN for Network Intrusion Detection Systems (NIDS) with unsupervised
plan learning and regression analysis for binary classification on the NSL-KDD dataset [43]. By
considering 115 input features, a sparse auto-encoder is used to generate and learn new characteristics,
reducing them to 50 and then 10. These characteristics are assigned to the regression classifier for
classification. The model achieves an overall accuracy of 87.2%.

Tang et al applied a deep neural network (DNN) in the implementation of an IDS for Device
Defined Network (SDN) management, capable of monitoring all traffic passing through OpenFlow
switches [114]. They trained the model on the NSL-KDD dataset for binary classification (nor-
mal/anomalous), considering four categories: DoS attack, R2L attack, U2R attack, and honest fighting.
Only six main features out of the 41 are used. The model is optimized by finding the best hyper-
parameter, ‘ce’, for classification results. The authors experiment with different learning coefficients
ranging from 0.1 to 0.0001, finding the best result with a learning rate of 0.001. The model achieves
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a performance and accuracy of 75.75%. This experience demonstrates the strong potential of deep
DNNs in anomaly detection and NIDS.

Network intrusion detection systems (NIDS) based on deep learning have been studied by various
researchers. Javaid et al utilized self-directed learning (Selftaught Learning STL) for classification [54].
The approach involved two steps: unsupervised learning to obtain representations from unlabeled
data and applying the learned representations to labeled data for classification. STL was tested on the
NSL-KDD dataset, achieving an accuracy of 85.44% and a recall of 95.95% for binary classification
(normal traffic/bad traffic). Compared to simple soft-max regression and other previous works, STL
showed promising results.

In the realm of intrusion detection, there have been few studies using Convolutional Neural
Networks (CNN). CNN offers advantages such as shared convolutional kernels, reducing parameters
and computational training.

Vinayakumar et al explored the performance of CNN for anomaly detection by modeling network
traffic as a time series of data [126]. They used a 1D Convolution layer to process the temporal data.
The authors found that CNN-LSTM performed well, achieving 99% accuracy on the KDDCup 99
dataset.

Kim et al proposed an RNN-based IDS, representing TCP/IP network traffic as a system. They
employed the Hessian-Free method to address the bursting/disappearing gradient problem of RNN
[61]. Using the DARPA database with 41 features and 22 different attacks, their approach achieved a
detection rate of 95.37% and a false alarm rate of 2.1%.

GAO et al applied the Deep Belief DBF network, combining unsupervised multi-layered learning
networks (Blocked Boltzmann Machine) with a supervised learning network (back-propagation
network) for intrusion detection [35]. The DBN model outperformed SVM and ANN when tested on
the KDD CUP 99 dataset.

Rezvy et al employed the AutoEncoder method, where the model first trained to transform features
and then used a DNN classifier for differentiation. The authors tested the model for intrusion detection,
but further details were not provided in the given text [88].

Alom et al utilized Deep Belief Network for input detection. The proposed method successfully
detected attacks and classified network activities into five groups based on finite, incomplete, and
non-linear data sources [8]. It achieved a high detection accuracy of 97.5% with only 50 iterations.

Wu et al introduced an IDS model based on a Convolutional Neural Network (CNN) that au-
tomatically selected features from raw traffic data [130]. They employed the NSL-KDD dataset for
monitoring and addressed the issue of imbalanced datasets by adjusting the cost function weight for
each class based on its number. To reduce computational costs, they converted the raw traffic data into
a vector format. The proposed model improved classifier accuracy, particularly for small numbers,
and reduced the false alarm rate (FAR).

Torres et al investigated the effectiveness of Recurrent Neural Networks (RNNs), specifically
Long Short-Term Memory (LSTM), for identifying network traffic behavior modeled as a dynamic
system [117]. They proposed an LSTM detection method and analyzed two different types of network
traffic data, CTU13-42 and CTU13-47, which contained two classes: botnet connections and normal
connections. Botnet connections refer to a group of compromised computers controlled remotely to
execute coordinated attacks or maneuvers. The authors also examined the number of states per link
for the model. The experimental results demonstrated that the RNN-based approach achieved a high
detection rate (ADR) of 97.0% and a low false alarm rate (FAR) of 0.018%. The impact of sampling
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methods (over-sampling /under-sampling) on misclassification was also investigated, revealing no
significant differences in ADR values across the three cases. However, the experiments highlighted
the challenges faced by RNN detection models in handling diverse and redundant network behaviors.

4.4 Feature selection

Enhancing the effectiveness of Feature selection algorithms requires careful consideration of feature
selection. This crucial process involves choosing a subset of relevant features based on specific criteria.
Feature selection plays a significant role in reducing dimensionality and is widely employed in data
mining. Many datasets contain superfluous or irrelevant features, which can hinder analysis. By
reducing the number of features and eliminating irrelevant, redundant, or noisy ones, feature selection
yields tangible benefits in various applications. It accelerates data mining algorithms, improves
learning accuracy, and enhances model interpretability [68].

4.5 Data preprocessing

Data preprocessing is an essential step in data mining known as the Knowledge Discovery from
Data process. It involves conducting preliminary procedures before applying data mining techniques.
Data is prone to imperfections like inconsistencies and redundancies, making it unsuitable for direct
analysis. Moreover, with the increasing generation rate and size of data in various domains, advanced
mechanisms are needed to handle larger volumes of data for analysis. Data preprocessing plays a
crucial role in adapting the data to meet the specific requirements of each data mining algorithm,
allowing the processing of otherwise impractical data [36].

* Data cleaning

¢ Data cleaning involves various procedures to enhance the quality of data. These procedures
include filling in missing values, reducing noise in the data, identifying and eliminating outliers,
and resolving any inconsistencies present [132].

* Data transformation Normalization and aggregation [132].

* Label encoding Label encoding, also known as integer encoding, is applied to nominal variables
that contain a limited number of distinct classes. These classes do not possess any inherent
relationship with each other. In label encoding, each category within the variable is assigned a
numerical value ranging from 1 to N, where N represents the total number of unique classes
present in the feature [86].

* One-hot encoding One-hot encoding is commonly employed when dealing with nominal
categorical variables that lack any ordinal relationship, and when label (integer) encoding is in-
sufficient. Suppose we have a random categorical variable X with n distinct values x1,xy, ..., x;.
In one-hot encoding, a specific value x; is represented by a vector v, where all components are
zero except for the ith component, which is assigned a value of 1. For instance, if X can take
values from the set S = 4,b, ¢, and x; = a, x, = b, x3 = ¢, the corresponding one-hot encodings
would be (1,0,0), (0,1,0), and (0,0, 1) respectively [86].

* Classification The classification stage holds significant importance among all the proposed
methods as its objective is to categorize (identify) packets into two groups: normal and malicious.
Hence, binary classification is employed for this purpose.
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4.6 Implementation and experimentation on NSL-KDD

4.6.1 NSL-KDD Preprocessing

* NSL-KDD features: naming every features :

Code Listing 4.1: NSL-KDD features naming

1 features = ["duration", "protocol_type", "service", "flag", "src_bytes", "
dst_bytes", "land", "wrong_fragment
" 7
2 "urgent", "hot", "num_failed_logins", "logged_in", "num_compromised"”, "
root_shell", "su_attempted"
,
3 "num_root", "num_file_creations", "num_shells", "num_access_files", "
num_outbound_cmds" ,
4 "is_host_login", "is_guest_login", "count", "srv_count", "serror_rate",

"

"srv_serror_rate",
rerror_rate",

5 "srv_rerror_rate", "same_srv_rate", "diff srv_rate", "srv_diff_host_rate
", "dst_host_count",
6 "dst_host_srv_count", "dst_host_same_srv_rate", "dst_host_diff_srv_rate"

"

dst_host_same_src_port_rate
7 "dst_host_srv_diff _host_rate", "dst_host_serror_rate",
dst_host_srv_serror_rate",
"dst_host_rerror_rate",
8 "dst_host_srv_rerror_rate", "label", "difficulty"]

n

e Data cleaning: we removed the attribute named "difficulty level" because This column was
created by the authors of the dataset to help researchers assess the difficulty of detecting attacks,
this column is not used by most intrusion detection systems (IDSs). This is because IDSs are
typically designed to detect attacks regardless of their difficulty. The difficulty level column is
not very reliable. This is because it is subjective and it can be difficult for human experts to agree
on the difficulty of an attack .

There are other reasons why we delete the difficulty level column:

It is not used by most IDSs. It is subjective and unreliable. It can introduce bias into the dataset.
Deleting the difficulty level column does not affect the accuracy of IDSs. This is because the
difficulty level column does not contain any information that is not already contained in the
other columns of the dataset.

Deleting the difficulty level column can actually improve the accuracy of IDSs. This is because it
can help to reduce the number of false positives.

* Binary Label Conversion
Transforming Attack Labels into Normal and Abnormal Categories

¢ Data transformation we did normalization for the numeric columns using the ‘StandardScaler’
class from scikit — learn.

¢ Label encoding: we change column called /abel (abnormal,normal) to another column named
intrusion contain the values (0,1) so that normal turned 1 and abnormal turned 0.

* One-hot encoding in this step, We transformed categorical columns (protocol;ype, service, and
flag) into numerical representations using one-hot encoding. Each unique value in the categori-
cal columns will be transformed into a separate binary column, with a value of 1 indicating the
presence of that category and 0 indicating its absence.
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4.6. IMPLEMENTATION AND EXPERIMENTATION ON NSL-KDD

Binary classification The aim of this task is to divide elements into two categories based on a
classification rule. In the context of this thesis, the goal is to classify traffic as either "normal"
or "abnormal" !. One question that arises is whether it would be more effective for a wireless
sensor network IDS to detect the specific nature and details of each attempted attack. This could
be achieved by implementing a multi-classification model capable of distinguishing different
types of attacks individually. While this hypothesis seems reasonable and would enable prompt
responses to detected intrusions, it is important to consider the constraints inherent in wireless
sensor networks, as discussed in the first chapter. These constraints include limited power
consumption, low computing capacity, and low memory performance. Therefore, installing
a complex and resource-intensive IDS within the network can negatively impact the overall
system quality, leading to higher latency in communication and a decrease in the accuracy of
network services. As a result, binary classification is the preferred solution for such systems.
Alternatively, an additional IDS could be installed on an external server separate from the WSN.
This external IDS would be responsible for identifying the nature of attacks on the network
without impacting the overall functioning of the network and while adhering to the constraints
of the WSN.

4.6.2 Design of the suggested deep neural network (DNN)

4.6.2.1 DNN model generation

The architecture of the proposed DNN is illustrated in figure 4.1 and the Python code that creates
this DNN is provided in listing 4.2.

mlp

mlp .
mlp.
mlp.
mlp .
mlp.
mlp.
mlp .
mlp.
mlp.
mlp .
mlp.
mlp.

Code Listing 4.2: DNN Model code

= Sequential ()

add (Dense (units=256, input_dim=X_train.shape[1], activation="relu’))
add (Dropout(0.2))

add (Dense (units=128, activation="relu’))
add (Dropout(0.2))

add (BatchNormalization () )

add (Dense (units=64, activation="relu’))
add (Dropout(0.2))

add (BatchNormalization () )

add (Dense (units=32, activation="relu’))
add (Dropout(0.2))

add (Dense(units=16, activation="relu’))
add (Dropout(0.2))

mlp.add (Dense(units=1, activation='"sigmoid’))
optimizer = Adamax(learning_rate=0.001)
mlp.compile(loss="binary_crossentropy’, optimizer=optimizer, metrics=["accuracy’])
mlp.compile(loss="binary_crossentropy’, optimizer='adam’, metrics=[ "accuracy’])
1. Input Layer: The first layer added is a Dense layer with 256 units. The input shape is determined

2.

3.

by the number of features in the training data. The activation function used is ReLU (relu).

Dropout: A Dropout layer with a dropout rate of 0.2 is added after the first Dense layer. Dropout
randomly sets a fraction of input units to 0 during training to reduce overfitting.

Hidden Layers: Additional Dense layers with 128, 64, 32, and 16 units are added, each followed
by a Dropout layer with a dropout rate of 0.2. These layers introduce non-linearity and help the
model learn complex patterns in the data.

1Remark: for each instance in the dataset, the label column is set to "1" in case of normal traffic and "0" in case of any
attack of any category.
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Figure 4.1: model DNN

4. Batch Normalization: BatchNormalization layers are inserted after the second and fourth Dense
layers. Batch normalization helps normalize the inputs to each layer, stabilizing the learning
process and potentially improving performance.

5. Output Layer: The final Dense layer consists of 1 unit and uses the sigmoid activation function
("sigmoid").

6. Optimization: Two compilation statements are present, The initial compilation statement sets
the optimizer as Adamax with a learning rate of 0.001. The subsequent compilation statement
the optimizer as adam, which is a different optimization algorithm. The model is compiled
with the binary cross-entropy loss function binary crossentropy suitable for binary classification
problems. The model’s performance is evaluated using the accuracy metric.

4.6.2.2 Activation functions

Activation functions are utilized in artificial neural networks to convert input signals into output
signals, which are then passed as input to the subsequent layer in the network [103]. Within an
artificial neural network, the inputs and their respective weights are multiplied and summed, and an
activation function is subsequently applied to obtain the output of the current layer. This output is
then forwarded as input to the next layer in the network.

* ReLU One advantage of utilizing the ReLU function is that it ensures not all neurons are activated
simultaneously. This means that a neuron is deactivated only when the output of the linear
transformation is zero. ReLU is considered more efficient compared to other functions because it
activates only a specific number of neurons at a given time.

¢ sigmoid The sigmoid function is highly popular as an activation function due to its non-

linear nature. It transforms input values into a range between 0 and 1. Mathematically, it
can be represented as f(x) = ﬁ The sigmoid function is characterized by its continuous

differentiability and smooth, S-shaped curve. Its derivative is given by f'(x) = 1 — sigmoid(x).
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However, it should be noted that the sigmoid function is not symmetric around zero, resulting in
all output values of neurons sharing the same sign. This limitation can be addressed by scaling
the sigmoid function to improve its behavior.

4.6.2.3 Optimization functions

The optimization function, in the context of machine learning and deep learning, refers to the
algorithm or method used to update the parameters of a model during the training process in order
to minimize the loss function and improve the model’s performance. The optimization function
determines how the model’s parameters are updated based on the computed gradients of the loss
function with respect to those parameters. It aims to find the optimal set of parameter values that
minimize the loss and improve the model’s ability to generalize to new data:

¢ Adam (Adaptive Moment Estimation): Adam is an optimization algorithm that combines
the benefits of both adaptive learning rates and momentum-based optimization. It computes
adaptive learning rates for each parameter based on estimates of first and second moments of
the gradients. Adam adjusts the learning rates for different parameters individually and allows
the model to converge quickly and handle sparse gradients effectively ().

Adaptive Learning Rates: Adam computes adaptive learning rates for each parameter based on
estimates of the first and second moments of the gradients.

First Moment (Mean) : Adam calculates the first moment, which is the mean of the gradients,
using an exponential moving average. It keeps track of the past gradients to adapt the learning
rate for each parameter individually.

Second Moment (Variance): Adam calculates the second moment, which is the variance of
the gradients, also using an exponential moving average. It provides information about the
magnitude of the gradients.

Bias Correction: Since the first and second moments are initialized as zero, there could be bias
towards zero at the beginning of training. Adam applies bias correction to address this issue.

Update Step: Adam combines the first and second moments to calculate the update step for each
parameter. It also introduces a hyperparameter called the learning rate to control the step size
[62].

¢ Adamax: Adamax is a variant of the Adam optimizer that replaces the second moment estimation
with the infinity norm. It uses the infinity norm to normalize the gradient instead of the L2 norm,
which allows it to handle very large gradients. Adamax is particularly useful when dealing with
sparse gradients or in models with a large number of parameters().

Infinity Norm: Adamax replaces the second moment estimation of Adam with the infinity norm
(maximum norm) of the gradients. It uses the infinity norm to normalize the gradient values.

Handling Large Gradients: The infinity norm allows Adamax to handle very large gradients
effectively, making it suitable for models with sparse gradients or a large number of parameters.

Update Step: Similar to Adam, Adamax calculates the update step using the first moment (mean)
and the infinity norm of the gradients. It also incorporates the learning rate hyperparameter.

The main idea behind both Adam and Adamax is to adaptively adjust the learning rates for
different parameters based on the gradients’ characteristics. By considering the past gradients and
their magnitudes, these algorithms improve the optimization process by converging faster and
avoiding getting stuck in local minimal[62].
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4.7 Environment

4.7.1 Python

One of the most widely used and popular programming languages in the field of data science
is Python. Python is a high-level programming language that emphasizes code readability and has
a syntax that enables programmers to express concepts concisely. It was developed under an OSI-
approved open source license, which means it is freely available for use and distribution, including
commercial use. Python has been successfully employed in numerous real-world applications across
various industries, including large-scale and mission-critical systems in the security field. Its versatility
and extensive ecosystem of libraries and frameworks make it a preferred choice for data scientists
and developers working on data analysis, machine learning, and other data-intensive tasks. We used
Python version 3.10.11.

Entrée [1]: import sys

print(sys.version)
3.18.11 | packaged by Anaconda, Inc. | (main, Apr 20 2823, 18:56:5@) [MSC v.1916 64 bit (AMDSE4)]

Entrée [ ]: |

Figure 4.2: Python version.

4.7.2 Anaconda

Anaconda is a free software package tailored for research and science. It provides access to
environments for coding in Python or R, known as integrated development environments (IDEs),
which simplify the coding process. These IDEs offer features such as code editing, debugging, data
visualization, and collaboration. The syntax of Python remains consistent across IDEs, making it easy
to switch between them. The choice of IDE depends on personal preference, as each has its own pros
and cons [91].
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Figure 4.3: Anaconda environment.

CHAPTER 4. DEEP LEARNING BASED INTRUSION DETECTION SYSTEMS (DL-IDS) 85



4.7. ENVIRONMENT

4.7.3 Jupyter Notebook

The Jupyter Notebook application allows you to create and edit documents that display the input

and output of a Python or R language script. Once saved, you can share these files with others?.

This page provides a brief introduction to Jupyter Notebooks for AEN users. For the official
3

Jupyter Notebook user instructions, see Jupyter documentation °.
For information on the notebook extensions available in AEN, see Using Jupyter Notebook exten-
sions.

4.74 Numpy

NumPy is a scientific package for Python that enables efficient scientific computing. It offers
N-dimensional array objects for handling large datasets and supports mathematical functions for
advanced computations. NumPy’s broadcasting feature allows convenient operations on arrays of
different shapes. It also allows integration with code from other languages. NumPy is widely used in
data science for numerical computations, data analysis, and machine learning*.

4.7.5 Pandas

Pandas is a Python library for data analysis that simplifies the data analysis workflow by providing
convenient data structures and functions. It eliminates the need to switch to other data analysis
languages and offers tools for data manipulation and analysis, making it popular among data scientists
and analysts®.

4.7.6 Scikit-learn

Scikit-learn, also known as Sklearn, is a widely used machine learning library developed by David
Cournapeau as a Google summer of code project in 2007. It provides a range of simple and efficient
tools for predictive data analysis, making it accessible to everyone and applicable in various contexts.
Sklearn is built on top of popular scientific computing libraries such as NumPy, SciPy, and matplotlib.

It is an open-source library that can be freely used for both personal and commercial purposes °.

4.7.7 TensorFlow

TensorFlow is a popular open-source library for numerical computation, released by Google on
November 15, 2015. It gained rapid success within the Machine Learning community and received
significant support from Google and other community projects. TensorFlow’s unique feature is its
workflow based on data flow graphs, where nodes represent mathematical operations and edges
represent the multidimensional data arrays exchanged between them. This data structure is referred
to as a tensor, which inspired the library’s name. In May 2016, TensorFlow was utilized in the
AlphaGo project, and Google even developed specialized hardware to enhance its performance. The
user experience of TensorFlow was prioritized, leading to a strong foundation of basic support and a
thriving GitHub community. Despite being relatively new compared to other established communities,

2NOTE: Python and R language are included by default, but with customization, Notebook can run several other kernel
environments.

Shttps://docs.anaconda.com/ae-notebooks/user- guide/basic-tasks/apps/jupyter/index.html/

4https://numpy.org/

Shttps://pandas.pydata.org/

bhttps://scikit-learn.org/
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4.8. DNN CLASSIFICATION RESULTS

TensorFlow has made significant disruptions in the field of Deep Learning, demonstrating its immense
potential for the future ”.

4.7.8 Keras

The utilization of Keras has greatly simplified the development workflow for ML practitioners at
Waymo. Keras provides numerous benefits, including a significantly simplified API, standardized
interface and behaviors, the ability to easily share model building components, and improved debug-
gability. These advantages have enhanced the efficiency and effectiveness of the ML development

process at Waymo 8.

4.8 DNN classification results

In this section, we will discuss the results obtained from the epochs as shown in the table 4.4:

Tnble 4.4: Example table

Epoch | Time | Loss | Accuracy | Epoch | Time | Loss | Accuracy | Epoch | Time | Loss | Accuracy
1 5s | 0.4409 | 0.8260 45 2s | 0.0115 | 0.9959 91 2s | 0.0077 | 0.9974
2 2s | 0.1777 | 0.9500 46 2s | 0.0116 | 0.9957 92 2s | 0.0070 | 0.9976
3 2s | 0.1080 | 0.9702 47 2s | 0.0116 | 0.9958 93 2s | 0.0076 | 0.9974
4 2s | 0.0777 | 0.9763 48 2s | 0.0116 | 0.9961 94 2s | 0.0072 | 0.9974
5 2s | 0.0585 | 0.9800 49 2s | 0.0109 | 0.9960 95 2s | 0.0072 | 0.9975
6 2s | 0.0472 | 0.9828 50 2s | 0.0110 | 0.9962 96 2s | 0.0067 | 0.9978
7 2s | 0.0388 | 0.9874 51 2s | 0.0114 | 0.9958 97 2s | 0.0064 | 0.9977
8 2s | 0.0335 | 0.9893 52 2s | 0.0113 | 0.9956 98 2s | 0.0072 | 0.9975
9 2s | 0.0299 | 0.9898 53 2s | 0.0108 | 0.9961 99 2s | 0.0066 | 0.9979
10 2s | 0.0284 | 0.9905 54 2s | 0.0109 | 0.9964 100 2s | 0.0063 | 0.9978

Table 4.4 shows the loss, accuracy, and time for 30 selected epochs out of the 100 epochs (10 first,
10 middle, and 10 last)Our DNN that we used for the NSL-KDD data set. The highest accuracy is in
epoch 99 of 0.9979 and the lowest is in epoch 1 of 0.8260. The highest loss rate occurred in era 1 of
0.4409 and the lowest in era 100 of 0.0063.
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Figure 4.4: Accuracy evolution in terms of epochs on training and test data.

The curve in the figure 4.4 represents the evolution of Accuracy over time from an epoch to another.

"https://www.tensorflow.org/
8https://keras.io/
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It shows two lines: one for the accuracy on the train data (blue) and the other for the accuracy on the
test data set (orange).

The train accuracy line shows how well the model performs on the training data. The test accuracy
line indicates the model’s ability to generalize to unseen data. A small gap between training and
testing accuracy indicates better generalizability.

—— train
test

epoch

Figure 4.5: Loss evolution in terms of epochs on training and test data.

The curve in the figure 4.5 represents the Loss evolution over time for each Epoch and consists of
two lines: one representing the Loss in the train data set and the other representing the loss in the
test data set.The blue line corresponds to the loss on the train dataset, showing how the model’s loss
decreases over epochs during training, The orange line represents the loss on the test dataset, which
measures the model’s performance on unseen data. the train and test losses decrease and converge, it
indicates that the model is learning effectively and generalizing well.

4.8.1 The most important metrics

The table 4.5 shows the obtained results of the proposed approach when applied on the NSL-KDD
dataset:

Table 4.5: The proposed model’s performance metrics on NSL-KDD dataset.

Accuracy | F1 score Precision False Positives | False Negative
0.9965 0.9967 0.9973 35 52
Loss Recall | True Positive | True Negative R2 Score
0.01390 0.9961 13370 11738 0.9888

Recall is the most critical performance metric in the context of network intrusion detection. This is
so that intrusion detection can detect as many attacks as it can, even though some normal traffic may
also be considered an attack.

While recall is more important in the case of intrusion detection, precision is still a key factor. This
is because it is more essential to recognize all attacks than to prevent identifying regular traffic as
an attack, even if some of it is. Recall is more important than precision in the context of intrusion
detection because:

* The cost of a false negative is high. A false negative is an attack that is not detected by the
intrusion detection system. This can allow an attacker to gain access to a network or system,
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which can have serious consequences.

* The cost of a false positive is low. A false positive is legitimate traffic that is classified as an
attack by the intrusion detection system. This can cause some inconvenience, but it does not
have the same serious consequences as a false negative.

In addition to recall and precision, other important performance measures for network intrusion
detection include:

* False positive rate: This is the proportion of legitimate traffic that is classified as an attack.

* True positive rate: This is the proportion of attacks that are correctly classified as attacks.

4.8.2 Discussion

The table 4.6 summarizes the results obtained by similar intrusion detection systems studies in the
literature.

Table 4.6: results Comparison with literature

Model Dataset Performance
ML[47] UNSW-NB15 Accuracy = 99.2%
ML[47] CICIDS2017 Accuracy = 99%
ML[47] CICIDS2018 Accuracy = 98%
ML [47] KDD CUP 99 Accuracy = 95%
MLP [47] NSL-KDD Accuracy = 99%
STL [76] NSL-KDD Accuracy = 88.39% F1 score= 90.40% Recall = 95.95%
SMR [76] NSL-KDD Accuracy = 78.06% F1 score= 76.80% Recall = 63.73%
2-class RNN [133] | NSL-KDD Accuracy = 83.28% F1 score= 83.24% Recall = 72.95%
DNN [43] NSL-KDD Accuracy = 87.2%
DNN [114] NSL-KDD Accuracy = 75.75%
STL [54] NSL-KDD Accuracy = 85.44% Recall = 95.95%
RNN [61] DARPA Accuracy = 95.37%

By comparing our results with those extracted from previous studies and research, we compare
our results with those who worked on NSLKDD datasets and using the DNN model, we found that
we achieved a very good accuracy ratio considering available time and hardware resources

4.9 Conclusion

This chapter provides an introduction to deep learning-based intrusion detection systems (DL-IDS)
and discusses various aspects related to their implementation and evaluation. The chapter focuses on
the NSL-KDD dataset, which is commonly used for training and testing DL-IDS models.

The performance metrics used for evaluating DL-IDS models are categorized into classification
metrics, regression metrics, and general metrics. These metrics help assess the effectiveness of the
models in detecting and classifying different types of network intrusions accurately.
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The chapter also presents related work in the field of DL-IDS, highlighting previous studies
and approaches in this area. This helps provide context and understanding of the existing research
landscape.

Feature selection and data preprocessing techniques are discussed, as they play a crucial role in
improving the performance of DL-IDS models. Proper selection and preprocessing of features can
enhance the model’s ability to learn meaningful patterns and make accurate predictions.

The implementation and experimentation section specifically focus on the NSL-KDD dataset. The
preprocessing steps required for this dataset are explained, followed by the design of a suggested deep
neural network (DNN) architecture. The architecture includes details about the algorithm, activation
functions (such as ReLU and sigmoid), and optimization functions used for training the DNN model.

The chapter also covers the software and library dependencies required for implementing DL-IDS
models, including Python, Anaconda, Jupyter Notebook, NumPy, Pandas, Scikit-learn, TensorFlow,
and Keras.

The classification results of the DNN model on the NSL-KDD dataset are presented, along with
the evaluation metrics used to assess the model’s performance (precision = 99.73%, accuracy = 99.65%,
F1 score = 99.67% and recall = 99.61%) . Additionally, a comparison of the obtained results with the
existing literature is presented to understand the effectiveness of the proposed approach.

In conclusion, this chapter provides a comprehensive overview of the proposed DL-based IDS,
including dataset selection, performance metrics, related work, feature selection, data preprocessing,
implementation details, and evaluation results. This information serves as a foundation for building
and evaluating DL-based IDS models for intrusion detection in network security.
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General conclusion

The focus of our work was to explore the effectiveness of deep learning techniques in detecting
malicious traffic and accurately classifying it into corresponding attack classes. Our study employed a
deep learning technique known as a deep neural network (DNN) to construct a flexible and efficient
model for Network Intrusion Detection Systems (NIDS).

To validate and evaluate the accuracy of our proposed model, we utilized the NSL-KDD standard
network penetration dataset. This dataset contains a variety of indicators representing multiple attacks
mixed with normal network traffic. Each sample in the dataset is labeled, enabling the model to
recognize attack patterns compared to normal traffic.

In our implementation, we utilized binary classification to assess the efficiency of our DNN-based
IDS model. The objective was to evaluate its effectiveness in binary classification scenarios. Our
findings demonstrated that our model achieved high accuracy in binary classification and exhibited
lower false alarm rates compared to the state of the art in machine learning and deep learning-based
methods.

Although the Advanced Intrusion Detection System (DNN-IDS) we developed is designed for
deployment in real network environments, time constraints prevented us from realizing this implemen-
tation. Nonetheless, we believe this project has been a remarkable and exciting endeavor. It addresses
an open-ended problem encompassing a broad range of topics, presenting ample opportunities for
expansion and new challenges.

Looking ahead, one of the most significant directions for future research involves designing a
solution that does not rely on preexisting datasets like NSL-KDD. Instead, the focus would be on
working directly with raw traffic packets to detect malicious packets. This approach would have
its own set of complexities but holds great potential for enhancing the accuracy and robustness of
intrusion detection systems.

In conclusion, this project has been a rewarding journey, and it has opened doors to further
exploration in the field of network security. We are excited about the possibilities that lie ahead and the
potential impact our work can have on developing more advanced and resilient intrusion detection
systems.
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