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Abstract

Supply chain risk management (SCRM) is a vital component of contemporary supply chain
management. This is because supply chain disruptions (SC) can have significant and detri-
mental effects, such as financial losses, reputational damage, and even the failure of a business.
Nonetheless, implementing SCRM can be difficult due to the intricate and unpredictable
nature of SC operations. These operations involve a variety of entities, geographies, and
processes, thereby introducing complexity and uncertainty to the task of SCRM. In order to
implement effective SCRM, it is necessary to identify, evaluate, and mitigate various sources
of risk in real-time, including control, process, demand, and supply risks. However, currently
there is no comprehensive decision support system (DSS) that can assist decision-makers in
all the stages of the SCRM process. Although several risk assessment mechanisms exist, they
are not capable of handling the complexity of SCRM-related issues in real-time. Furthermore,
existing DSSs tend to focus on specific aspects of SCRM and do not take into account the entire
process. Therefore, there is a need for a more holistic approach that can deal with the intrica-
cies and uncertainties of SCRM-related issues, and provide decision-makers with up-to-date
information to make well-informed decisions. The proposed framework, NeutroMAS4SCRM,
combines Neutrosophic Data AHP with a multi-agent system (MAS) to manage supply chain
risks (SCRs) more effectively. It leverages the MAS for prompt coordination and response,
and the NDAHP technique for event extraction from current datasets and risk evaluation.
The framework can identify potential risks that require comprehensive risk management and
classify them based on predefined criteria using the NDAHP approach, which surpasses
the limitations of vagueness, uncertainty, and complexity. Moreover, it immediately notifies
relevant individuals of unexpected changes and utilizes simulation methods to establish a
quantitative risk assessment and control system. The proposed MAS for the supply chain
is implemented on the JADE agent platform, where message content based on FIPA-ACL is
specified using a dedicated AgentSCRM ontology. The simulation-based DSS evaluates the
framework by assessing cost risks and harmful effects, determining its efficacy in assisting
companies to manage risks efficiently. The simulation results demonstrated that the Neutro-
MAS4SCRM framework can effectively decrease risk costs. In conclusion, NeutroMAS4SCRM
is a promising tool for decision-makers seeking to enhance their SCRM strategies and improve
their capabilities to address unforeseen risks.

Keywords: Supply Chain Risk Management; Ontology; Neutrosophic Data AHP; Multi
Agent System; Simulation.
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Résumé

LA gestion des risques de la chaine d’approvisionnement (SCRM) est un élément essentiel
de la gestion contemporaine de la chaine d’approvisionnement. Cela s’explique par les
perturbations de la chaine d’approvisionnement (SC) qui peuvent avoir des effets significatifs
et néfastes. Néanmoins, la mise en ceuvre de la SCRM peut étre difficile en raison de la nature
complexe et imprévisible des opérations de sc. Ces opérations impliquent une variété d’entités,
de géographies et de processus, introduisant ainsi complexité et incertitude dans la tache de
la SCRM. Afin de mettre en ceuvre une SCRM efficace, il est nécessaire d’identifier, d’évaluer
et de atténuer diverses sources de risque en temps réel, notamment les risques de contrdle, de
processus, de demande et d’approvisionnement. Cependant, il n’existe actuellement aucun
systeme complet de soutien a la décision (DSS) capable d’assister les décideurs a toutes les
étapes du processus de la SCRM. Bien que plusieurs mécanismes d’évaluation des risques
existent, ils ne sont pas capables de gérer la complexité des problemes liés a la SCRM en
temps réel. De plus, les DSS existants ont tendance a se concentrer sur des aspects spécifiques
de la SCRM et ne tiennent pas compte de I’ensemble du processus. Il est donc nécessaire
d’adopter une approche plus holistique qui puisse traiter les complexités et les incertitudes
des problemes liés a la SCRM et fournir aux décideurs des informations a jour pour prendre
des décisions éclairées. Le cadre proposé, NeutroMAS4SCRM, combine Neutrosophic Data
AHP avec un systéme multi-agent (MAS) pour gérer plus efficacement les risques de la chaine
d’approvisionnement. Il tire parti du MAS pour une coordination et une réponse rapides,
ainsi que de la technique NDAHP pour 'extraction d’événements a partir de jeux de données
actuels et I’évaluation des risques. Le cadre peut identifier les risques potentiels nécessitant
une gestion complete des risques et les classer en fonction de criteres prédéfinis en utilisant
I'approche NDAHP, qui surpasse les limitations du flou, de I'incertitude et de la complexité.
De plus, il informe immédiatement les personnes concernées des changements inattendus
et utilise des méthodes de simulation pour établir un systeme d’évaluation quantitative des
risques et de contrdle. Le MAS proposé pour la chaine d’approvisionnement est implémenté
sur la plate-forme d’agent JADE, ot le contenu des messages basé sur FIPA-ACL est spécifié a
I'aide d"une ontologie dédiée, AgentSCRM. Les résultats de la simulation ont démontré que
le cadre NeutroMAS4SCRM peut réduire efficacement les cofits liés aux risques alors c’est
un outil prometteur pour les décideurs cherchant & améliorer leurs stratégies de gestion des
risques de SC et a renforcer leurs capacités a faire face aux risques imprévus.

Mots-clés: Gestion des risques de la chaine d’approvisionnement; Ontologie; Neutrosophic
Data AHP; Systeme multi-agent; Simulation.
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1.1. INTRODUCTION

1.1 Introduction

Supply chain disruptions can lead to significant losses for companies, as seen with Boeing’s
experience over the past ten years, during which it recorded losses of $2 billion [6]. In 2010,
typhoons, floods, and earthquakes claimed the lives of 297,000 people, resulting in more than
$ 123.9 billion in direct economic losses worldwide [7]. Moreover, [8] provides additional
examples of financial losses caused by supply chain disruptions. While the globalization of
the supply chain can bring significant benefits to businesses, it also exposes them to increased
risks, some of which could lead to interruptions.

Globally, the vulnerability of supply chains has never been more apparent than now, due
to the recent emergence of the COVID-19 virus [9]. Each significant disruption inspires
the scientific community to refocus its efforts on prevention and recovery, considering the
dynamism and complexity of the modern business environment.

A wide range of events can disrupt a supply chain, including operational problems,
disruptive events [10], supply-side difficulties, demand-side uncertainty, growing global
competition, rising cost pressures, increasing customer expectations, and ever-increasing
complexity [11]. Demand and lead-time uncertainty risks are linked to operational risks and
are often examined in the context of the bullwhip effect [12]. Supply chain disruptions and
risks can result in various consequences, including reduced product quality, lower service
levels, delayed deliveries, increased recovery costs, damage to corporate image and reputation,
compromised security and health, and financial deficits, as discussed in [13].

The recent pandemic has disrupted trade flows among countries, particularly between
border-sharing nations, resulting in lower export earnings [14]. A study presented in [15]
revealed that among a sample of 209 companies, 113 had their financial performance negatively
affected by supply chain disruptions, while the rest experienced a decline in their level of
service. Moreover, risks can disrupt not only a company’s direct operations but also those of
its trading partners, thus affecting the company itself. The Business Continuity Institute found
that most supply chain disruptions experienced by a company originate outside its borders:
48.9 % of disruptions occurred at a first-tier supplier, 24.9 % at a second-tier supplier, and
12.2% at a level beyond second-tier suppliers [16]. Addressing and mitigating the negative
effects generated by such risks requires a considerable amount of work to achieve in the area
of supply chain risk management (SCRM) in both practitioner and academic circles [17].

Supply chain managers aim to create plans for detecting, evaluating, managing, and
overseeing potential hazards within their supply chains [17]. However, despite these efforts,
several knowledge gaps still exist [18]. Decision makers have achieved significant improve-
ments in managing supply chains and mitigating their recurrent risks through enhanced
coordinated planning and execution using techniques such as Vendor Managed Inventory
(VMI) or Collaborative Planning Forecasting and Replenishment (CPFR) [19, 20]. However,
support for decision-making requires prior knowledge and understanding of the problems
and processes leading to a decision. Therefore, there is a significant interest in tools and
strategies that encourage making well-informed decisions, assist in evaluating and analyzing
their direct and indirect implications, and provide a robust basis for subsequent choices and
decisions. The complexity of SCRM issues requires that all available technologies be used in
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an integrative and collaborative manner. Indeed, as informed by the study conducted by [15],
59 % of the companies studied have not implemented proactive or flexible processes to deal
with adverse events.

Although the availability of real-time information in combination with corresponding
data processing and intelligent tools allows a faster reaction to changing conditions along the
supply chain, according to [21]. This provides a new opportunity for managers to react and
manage SC risk in a shorter time frame, in addition to shifting from decision support only to
predicting what decisions need to be made. But little literature work goes into this context.

In conclusion, the management of supply chain risks is critical for businesses in today’s
dynamic and complex business environment. However, despite significant efforts by practi-
tioners and academia to develop frameworks and strategies for supply chain risk management,
there are still several gaps in knowledge and understanding of how to effectively manage
these risks. Decision-makers have made significant progress in managing supply chain risks
through coordinated planning and execution, but support for decision-making requires prior
knowledge and understanding of the problems and processes leading to a decision. Ad-
ditionally, while the availability of real-time information and intelligent tools provides an
opportunity for faster reaction to changing conditions along the supply chain, there is little
literature on this subject. Therefore, further research and development of new tools and strate-
gies are needed to effectively manage supply chain risks and minimize their negative impacts
on businesses. Additionally, it is imperative to shift focus from solely providing decision
support to accurately predicting which decisions need to be made. Furthermore, given that
decisions often rely on contradictory, incomplete, and uncertain data, and must be made in
real-time, a proactive approach is crucial for successful supply chain risk management.

1.2 Motivation

Despite the research revolution in the field of SCRM, several research gaps have been
revealed. One of these gaps is the lack of attention given to collaboration between companies.
Only with the right risk assessment can companies find the appropriate solution to manage
the risk in a limited time. A process of know-how is needed to choose the right risk assessment
method and guide decision-makers in implementing these risk management methods in the
presence of incomplete, conflicting, and uncertain information.

The necessary values can be found in the database or by consulting subject-matter experts
and their knowledge and experience. In addition, specialists prefer to offer their knowledge
of linguistic characteristics, since it is extremely difficult to accurately quantify such data.

Generally, expert assessments are subjective estimates, and numerous theories, like the
fuzzy theory, have been utilized to address this subjectivity. Nonetheless, the fuzzy theory
falls short in accounting for the occurrence of indeterminacy in practical scenarios, resulting
in inadequate management of vague, conflicting, and uncertain information.

There is a need for a model that can capture the details of real systems by retrieving data
from company databases and assessing risks in real time. This information must then be
disseminated across company networks without relying on the expertise of domain specialists
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for decision-making. However, there is currently no literature that addresses these needs
simultaneously.

This integration is essential for developing a comprehensive risk assessment model that
can handle complex and unpredictable situations in real-time decision-making. Furthermore,
such a model can be implemented in the supply chain management process to provide
decision-makers with accurate and timely information to support risk mitigation efforts.
Therefore, more research is needed to address this research gap and develop an integrated
risk assessment model that combines both the assessment of risk in complex settings and
real-time decision-making.

Our proposed model aims to make significant contributions to the field of industrial
risk management by developing a comprehensive system that models risk assessment and
facilitates real-time collaboration among companies in the supply chain. However, it is crucial
to acknowledge that the information used in risk assessment is often uncertain, incomplete,
and conflicting. Therefore, our model must account for these factors to provide an accurate
evaluation of potential risks.

1.3 Context and Problematic

What makes risk management challenging is that the current business climate is rapidly
changing, and decision-making time frames are becoming shorter. The field of SCRM has
received significant attention from researchers in recent years [ 18, 22, 23]. Various measures
of SC performance have been considered, such as [24], which determined how incorporating
a backup supply location in a network can increase performance in the event of disruptions.
Similarly, the authors in [25] evaluated the performance of single and dual-sourcing strategies
in a supply network subject to disruptions, while the authors in [26] used redundancy and
flexibility strategies in an automotive supply network to assess their performance against
disruptions. It has been shown that SC complexity has a positive relationship with disruption
frequency [27, 28].

Even if a number of remarkable studies have been published on disruption-related per-
formance measures such as resilience, robustness, stability, and flexibility, there is still a
gap between practical needs and research results. New markets, lower costs, internet op-
portunities, commercial treaties, and developing communication are some of the benefits of
globalization. However, political instabilities, cultural diversities, extended distances, and
standardization difficulties make SC more vulnerable to risks [29].

Most SCRM literature focuses on a central company and its closest business partners
instead of the larger supply network. Even so, there are some cases where studies on multi-
tiered supply networks have been conducted.

Unfortunately, the understanding of what exactly is meant by SCR, which information
should be monitored, and how risk management and mitigation can be designed in light of
these risks is heterogeneous [23]. So far, despite the efforts of researchers, the SC still suffers
from more shortcomings and a lack of understanding, as well as the difficulty of identifying the
elements directly leading to problems and dangers. As illustrated by [30], this research area
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is evolving and growing strongly and, thus, merits further scientific awareness. Quantitative
and qualitative analyses, as well as empirical studies and theoretical contributions, are in
balance.

Many researchers have suggested supporting SC managers in decision-making [31, 32].
The development of models and decision support (DS) tools in the field of supply chain risk
management can significantly improve decision-making regarding resilient and sustainable
supply chains [33, 34]. The effective utilization of decision support systems in SCRM can
lead to significant benefits. However, currently, there is a lack of a comprehensive framework
and holistic approach to the use of DSS that covers all four stages of SCRM. Furthermore, the
application of DSS in SCRM is often limited to risk mitigation, neglecting other risk treatment
options such as risk avoidance or risk sharing. A comprehensive approach to managing
supply chain risks is essential for understanding the adoption of certain DSS that benefit from
a holistic approach to SCRM [35].

As far as we know, there is no complete and quantitative decision support system (DSS)
for supply chain management (SCM) that can handle the challenges of intense competition. A
model that offers a solution to address the current gap is needed. Currently, there is a lack of
a method for modeling multiple risks related to purchasing, manufacturing, and sales, which
can assist managers in making optimal decisions to balance cost, profit, and risk management
processes. Such a model would provide managers with the necessary tools to make informed
decisions in the face of complex supply chain risks.

The aim of this research project is to propose a versatile simulation model that addresses
specific identified gaps discussed in the current literature. This model is designed to provide
answers to the following questions:

e Which method should be chosen for risk assessment in the presence of uncertain, in-
complete, and imprecise information?

e How can decision-makers be supported in responding to risks with the most appropriate
and optimal decision?

e How can decision support be provided throughout all stages of the risk management
process?

e How can real-time collaboration between supply chain organizations be ensured to
respond to risks?

1.4 Theoretical background

1.4.1 Supply chain and its management

The supply chain is a relatively new concept. It is quite often defined as "the following
stages of production and distribution of a product from the suppliers of the suppliers of the
producers to the customers of its customers".
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To better understand the supply chain concept (see figure 1.1), we propose to review the
definitions of this term used in the literature. Christopher in [36] defines the supply chain
s "the network of companies that participate, upstream and downstream, in the various
processes and activities that create value in the form of products and services delivered to the
end consumer. In other words, a supply chain is made up of several companies: upstream
(supply of materials and components), downstream (distribution), and the end customer".

SHPPIV i Subcontracting i Distribution

~ Range 5 Range 4 Range 3 Range 2 Range 1

Raw materials
Finished products

Supply Chain

Figure 1.1: Example of supply chain.

To further explore the definitions of the supply chain in literature, Lummus [37] defined
the supply chain as " the network of entities through which the material flow passes. These
entities include suppliers, carriers, assembly sites, distribution centers, retailers, and customers
". A more general definition is that proposed by Poirier [38] "A supply chain is the system
through which companies bring their products and services to their customers". For our
work, we retain the definition from [39] which defines the supply chain as follows: "a supply
chain consists of all the steps involved directly or indirectly in the satisfaction of a customer’s
request. The supply chain includes not only the manufacturer and its suppliers but also
carriers, storage centers, retailers, and the customers themselves".

In this manuscript, the supply chain is defined as the network of partners involved in the
production of a given product or family of products. Partnerships in the supply chain are
based on a client-supplier relationship, where each partner is free to make their own decisions
and accept or refuse requests from other partners.

It is important to distinguish between the terms "supply chain" and "supply chain manage-
ment". While the supply chain refers to the network of partners involved in the production
and distribution of a product or family of products, supply chain management encompasses
the approaches, processes, and functions necessary for reducing costs, increasing flexibility,
and optimizing performance within the supply chain.

There are several definitions of supply chain management in the literature, and many
authors highlight the difficulty of defining SCM. Vakharia [40] defines SCM as "the art and
science of creating and enhancing synergistic relationships between partners in the same
supply chain with the common goal of delivering, just in time, the right products and right
services to the right customer with the best quantity".

Simchi-Levi presents an alternative definition of SCM in his work [41]. He defines SCM
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as "The SCM is a strategy which aims at the same time at the reduction of the global costs,
allowing a more competitive position to all the various parts of the supply chain, and the
optimization of the end customer satisfaction through greater adaptability of production and
distribution systems".

1.4.2 Supply chain management in a high-disruption environment

In recent years, as noted by Harland [42] and Hillman [43], working relationships be-
tween companies have become more complex and turbulent. This growing complexity has a
significant impact on supply chain management, which involves the management and control
of the flow of goods and information between members of a supply chain.

This complexity is further exacerbated by newer pressures and issues, such as cost pres-
sures, "short-termism," the technicality of goods and services, the shortening of lead times
(time to market, time to business, time to benefit, and lead time), and the search for flexibil-
ity and productivity. These pressures often lead to lean management practices at all levels,
according to Fabbe [44].

The issue of information uncertainty in the supply chain (SC) is mainly related to dealing
with uncertain and imprecise orders. The development of uncertainty in the supply, produc-
tion, and distribution functions contributes significantly to the complexity of decision-making
in the SC. Various uncertainties specific to each function are therefore present in the chain.
According to research addressing this problem, the most challenging source of uncertainty
relates to demand uncertainty [45]. This uncertainty is expressed in terms of quantity, dis-
tribution among suppliers, dates of need, and so on. If we consider producers’ roles in the
SC, uncertainty at the production level is related to breakdown rates, scrap, delivery times,
and so on. Uncertainty at the distribution level leads to delivery delays, additional quantities
delivered in case of incorrect transport, and so on [46].

The performance of many distributed systems is affected by the instability caused by their
decision-making and informational structures. Each entity in such systems acts autonomously
without a clear view of how its decisions affect the rest of the system. One significant effect of
the fluctuation of demands from one partner to another in the supply chain is the bullwhip
effect [47]. The bullwhip effect can lead to various problems, including scheduling difficulties,
labor management issues, challenges in controlling inventory and warehousing requirements,
poor customer service (such as delivery delays, discrepancies between the quantities ordered
and delivered, and billing errors), as well as excessive administrative efforts.

In a high-pressure environment such as a pandemic, natural disaster or economic crisis,
the supply chain becomes more vulnerable to disruptive events. The challenges faced by
companies in managing the supply chain become even more pronounced due to the lack
of coordination, uncertainties, and bullwhip effect. These factors can result in disruptions,
delays in deliveries, excess inventory, and loss of customers. To manage the supply chain
in such an environment, it is crucial to establish strong relationships between partners, im-
prove coordination and communication, develop contingency plans, and leverage digital
technologies to enhance visibility and agility. Addressing these issues is essential to building
a resilient and efficient supply chain that can withstand disruptions and emerge stronger

8 CHAPTER 1. GENERAL INTRODUCTION



1.4. THEORETICAL BACKGROUND

from the challenges.

1.4.3 Risk and risk management in the supply chain

According to the standard ISO 31000 [1] and as presented in Figure 1.2, risk is perceived
as the consequence of events of internal or external origin that may affect the achievement of
the initially set objective. For a risk to exist, these events must occur in an uncertain manner,
whether due to their nature (unknown, unimaginable, etc.), occurrence (unplanned, etc.),
or intensity. To comply with the previously cited standard, risk refers to the impact of these
events on the target (or objectives).

A first definition of risk in the field of supply chain management was given by [48]. They
define risk as "a variation in the distribution of possible supply chain outcomes, their likelihood, and
their subjective values”. Therefore, a risk is a disruption in the flow between the supply chain’s
components. This potential variability can thus affect the flow of information, materials,
and products and can modify the use of resources (human and equipment). Through an
empirical study, [49] examined the connection between business performance and risk level
for a sample of 1004 publicly listed Indian companies between the years 2000 and 2015.

Induces one or

. more, .~ Has Target a _
| Source |—>| Risky event —r-{ Consequence —>| Purpose ‘
“E[as Belongs to a
| Origin ‘ Event category |" ‘ Positive impact |"
‘ : Has - " |Characterized by
Is | likelihood “-’ | Negative impact “‘

‘ External context |‘

Is

| Internal context “-’

Figure 1.2: Risk and vocabulary around risk, according to [1].

At the end of this study, they proved that the worst performing companies, or those that
fall below the industry median in the performance rankings, have a negative or paradoxical
risk-return association.

The concept of risk has two sides: a threat and an opportunity. While risk is often associated
with negative outcomes, it can also present opportunities for growth and success. Decision-
makers who take calculated risks and embrace a positive view of risk can assess potential
strategies and determine which risks are worth taking. Taking on a certain level of risk
can lead to potential benefits or rewards, such as investing in a new market or technology.
Although there is always uncertainty involved, those who are willing to take risks based on
their own understanding of the future and decision-making processes can reap the rewards
of their efforts.
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In risk management, the idea of risk having two sides is also common. On the one hand, risk
can represent a potential threat to an organization or individual, such as the risk of financial
loss, reputational damage, or physical harm. These risks must be identified, assessed, and
managed to minimize their negative impact on the organization.

However, finding the right balance between these two sides of risk is crucial. Too much risk
can lead to excessive exposure to threats, while too little risk can lead to missed opportunities
for growth and innovation. Effective risk management involves identifying and assessing
both the threats and opportunities associated with different types of risk, and then developing
strategies to manage these risks in a way that maximizes the benefits while minimizing the
negative impacts.

According to [50], risk management can be defined as the systematic process of analyzing,
identifying, and responding to risks. It aims to maximize the chances and impact of positive
events while minimizing the probability and impact of negative events in order to achieve
objectives. In the context of supply chain management, risk management is an emerging
discipline that seeks to understand and avoid the effects of adverse disruptions that may
occur in a supply chain.

In a complex environment, complete awareness of what will happen is impossible. There
is always a risk that certain events will occur and disrupt the smooth running of activities.
When this risk is questioned before its realization, it becomes clear that different people may
perceive the situation in different ways. Risk management can help improve decision-making
related to the evaluation and selection of alternative strategies. In other words, a key objective
of risk management is to enhance the organization’s decision-making process.

Supply Chain Risk Identification

[ Brainstorming l
( Checklists |
( Delphi method |

[ Fault tree analysis ]

Fail d d effects lysi
Supply Chain Risk Monitoring [ ailure mode and effe ana;r5|5]

Supply Chain Risk Assessments

[ Hazard and operability study ]
) [B[™_ Supply chain mapping | [ Probability/severity matrix |

dentifying opportunities for continuous] i . [ Event tree analysis ]
improvement [ Bayesian analysis ]

Expert opinion combined with
historical data

Updating risk register

supply chain and environment

Ifonitor early warning signals, businessl,

Evaluate risk treatements Supply Chain Risk Mitigation [Failure mode and effects analysis]
Evaluate partners’ performance to [ Hazard and operability study ]
commitments
[ Risk acceptance ] [ Simulation ]
[ ] [ Risk avoidance ] [ ]
[ Risk transfer ]

( )

Figure 1.3: SCRM process with the most used methods.
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In this regard, it should be recalled that SCRM is "the identification and management of
risks originating from inside or outside the supply chain, through a coordinated approach
involving the members of the chain and seeking to reduce the vulnerability of the latter, that
is to say of the supply chain as a whole" [18].

The collaborative approach to risk management is achieved through the implementation
of tools and methods (as presented in Figure 1.3) that the various actors in a supply chain
define together. The objective is to optimize decision-making against the risks that threaten
the supply chain. Therefore, the management of risk is the best choice for the supply chain to
achieve its objectives efficiently and effectively.

1.4.4 Collaborative risk mitigation in Supply Chains

From now on, supply chain managers must integrate into their problems and decisions
the fact that their organizations are interconnected with many industrial partners, such as
suppliers, subcontractors, co-contractors, and distributors. This growing number of partners
is particularly linked to the phenomenon of outsourcing, which has resulted in many activities
that were previously managed internally. In addition, the globalization of the economy, with
the internationalization of production processes and the relocation of activities, has led to a
geographical (and cultural) distance between industrial partners. This distance often makes
coordination and collaboration between actors more difficult.

Managing the distributed supply chain requires adopting a cooperative approach. Indeed,
when the decision-making power is equitably distributed, cooperation is an effective way
to satisfactorily manage the distributed decision-making process underlying supply chain
management.

Cooperation is the way to go beyond the limits of individual action. In this sense, compa-
nies opting for a cooperative mode of operation expect in return a minimization of risks and a
reduction of uncertainty, as well as an increase in industrial performance [51]. So, as we have
previously pointed out, the implementation of a successful approach to risk management
in the supply chain requires the deployment of cooperation policies along the chain. The
interest of such policies lies in:

o Additional visibility: By implementing cooperation policies, different levels of the
supply chain can interact with each other more effectively. This allows companies to
gain additional visibility into the operations of their partners and suppliers, enabling
them to better identify and mitigate potential risks.

e Anticipation of risks: Cooperation policies can also help companies anticipate potential
risks by facilitating the exchange of information and allowing for joint risk manage-
ment strategies. This can help companies be more proactive in their approach to risk
management, reducing the likelihood of costly disruptions.

o Enrichment of work methods and tools: Collaboration between partners can also lead
to the development of new work methods and tools. By sharing knowledge and best
practices, companies can learn from each other and improve their operations. For
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example, a manufacturer might learn about a more efficient production technique from
a supplier, leading to increased efficiency across the supply chain.

o Increased flexibility: Cooperation policies can also enable companies to be more flexible
and responsive to changes in the market. By working closely with partners, companies
can more easily adjust their operations to changes in demand or disruptions in the
supply chain.

o Improved customer satisfaction: A well-managed and cooperative supply chain can
also lead to improved customer satisfaction. Companies can build stronger relationships
with their customers and improve their reputation on the market by making sure that
their products are delivered on time and are of the quality that their customers want.

® Reduced costs: Finally, cooperation policies can lead to cost savings for companies. By
working closely with partners, companies can identify areas where costs can be reduced,
such as through joint procurement or the consolidation of shipments. This can help
improve the overall profitability of the supply chain.

Indeed, addressing one risk alone while ignoring their relationships can exacerbate other
disruptive events. The actions taken by a factory to address a risk may also increase the level
of risk for its partners.

Finally, it is important for supply chain managers to recognize that risks in the supply chain
are interconnected, and addressing them in isolation can lead to unintended consequences.
Instead, a collaborative approach that takes into account the relationships between risks and
involves all partners in the chain can be more effective in mitigating risks and ensuring the
success of the supply chain. By working together and sharing information, companies can
minimize risks and uncertainty, enhance their performance, and achieve better outcomes for
all parties involved.

1.4.5 The decision-making procedure in SCRM

Basic problems in decision-making are optimality, multiple objectives, risk, uncertainty,
and complexity. To increase credibility and thereby reduce complexity, decisions must be
made even in the face of complete uncertainty. In the last few decades, the direction of decision
support systems (DSS) has changed drastically towards emphasizing risk. Both practitioners
and academicians are advocating for the development of DSS to assist companies in assessing
their supply chain risks and choosing suitable mitigation strategies [52].

To our knowledge, there is no complete and quantitative DSS for supply chain management
that is capable of addressing the constraints of the current gap. A model is needed that offers
a solution to address the restrictions of the current gap, including the absence of a method for
modeling multiple risks related to purchasing, manufacturing, and sales. This model should
assist the manager in making optimal decisions in real-time to balance cost, profit, and risk
management processes, especially in the presence of contradictory and uncertain information
flows.
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1.5 Objectives and Contributions

The impact of SCRs on organizational performance can be attributed to the rising preva-
lence of high complexity and instability in the global supply chain. The ability to withstand
external threats and potential risks within the supply chain is of primary concern. Unfortu-
nately, understanding what SCRM means and which information should be controlled can be
difficult. By considering these risks, we can design risk reduction and management strategies.
Addressing these essential knowledge gaps, this review shows that achieving a sustainable
supply chain is not a destination but a journey [53]. Actions in one area frequently influence
actions in another area. For these reasons, it makes sense to address sustainability and SCR
cooperatively.

The proposed thesis work aims to develop a decision-support system that can effectively
take risks into account for supply chain managers. The system will simulate the supply
chain in real-time and ensure cooperation and risk response. It will also provide methods
for evaluating risks in a contradictory, uncertain, and incomplete environment. With this
system, supply chain managers can make informed decisions that balance cost, profit, and
risk management processes. This will lead to a more sustainable and resilient supply chain
that can withstand external threats and potential countermeasures.

Our research goals and contributions are:

e The present work gives a global overview of SCRM and displays different works that
combine the latest scientific summaries showing the contribution of decision-making
systems and multi agent systems in the development and resolution of SC problems.
For multi-agent systems and their contribution to SCRMs, if we are talking about the
rating of their current use, we can say that it is modest, but if we are talking about their
capacity as an intelligent decision-making support system, they are really countable and
can be said to be such that their methods can get the SCs out of their problem through
their ability and characteristic.

e The proposition of NeutroMAS4SCRM, a new framework for supply chain risk manage-
ment based on a multi-agent system (MAS) for coordination and real-time response.
This system enables the provision of support during the various phases of risk analysis,
from the identification of threats to the quantification of the scenarios selected. Our
distributed system has the capacity to communicate all risk information among network
partners; in contrast to traditional corporate systems where risk-generating event data is
held in an isolated and centralized way, this elimination of information asymmetries
provides a transition to real-time risk management.

e In order to attain this objective, the research also makes a contribution to the proposal
of a communication mechanism among agents for Supply Chain Risk Management
(SCRM) that is based on ontology.

e The neutrosophic logic has been employed in this thesis to address the challenge of eval-
uating risks based on contradictory, uncertain, and incomplete data. By leveraging the
capability of neutrosophic logic to handle indeterminate and inconsistent information, a
comprehensive risk assessment framework has been developed. This framework allows
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decision-makers to make informed and effective decisions in the face of incomplete and
uncertain data, leading to more robust risk management strategies.

The suggestion of a strategy that prioritizes risk management during the decision-
making process is made, which involves utilizing the Neutrosophic Data Analytical
Hierarchy Process method that aims to extract events from existing datasets and evaluate
the associated risks.

The proposal of detailed validation scenarios for our agent-based system for risk man-
agement in a distributed supply chain.

1.6 Structure of the thesis

The thesis unfolds through a series of intricately well-crafted chapters, each dedicated

to exploring various facets of supply chain risk management, ontology-based approaches,
simulation methodologies, and the development of the NeutroMAS4SCRM system.

e Chapter 1 of the thesis begins with an introduction, followed by a discussion of the

motivation behind the research. The chapter then discusses the context and problematic
of managing supply chains in a high disruption environment, providing a theoretical
background on supply chain management, risk management, and the decision-making
procedure for supply chain risk management (SCRM). The chapter also explores the
importance of cooperation and collaboration as a risk mitigation strategy. Finally, the
objectives and contributions of the thesis are outlined, and the chapter ends with a
summary of the thesis structure.

Chapter 2 provides an introduction to supply chain risk management (SCRM), covering
the basic concepts, the SCRM process (risk identification, assessment, mitigation, and
monitoring), and the scope of risk management in the supply chain. The chapter
also presents an overview of independent techniques such as qualitative, quantitative,
simulation, artificial intelligence, and hybrid approaches, and their application in SCRM.
Additionally, the chapter compares decision support systems (DSS) and SCRM, and
presents a literature mapping through bibliometric network and a literature review. The
chapter concludes with a summary of the main points discussed in the chapter.

Chapter 3 of the thesis is focused on introducing the concept of Neutrosophic Logic,
which is a generalization of fuzzy logic and intuitionistic fuzzy logic. The chapter
starts by discussing the basics of fuzzy sets and intuitionistic fuzzy sets, followed by
the introduction of Neutrosophic sets and their various operations. The concept of
Single Valued Neutrosophic Sets (SVNS) is then introduced, along with its operations,
including complement, containment, union, intersection, and difference.

The classic Analytic Hierarchy Process (AHP) method is then introduced and explained
in detail, including its strengths, steps, and limitations. Finally, the chapter concludes
by introducing the Neutrosophic Data AHP, which is an extension of the classic AHP
method that can handle uncertain, incomplete, and inconsistent data. Overall, Chapter
3 provides a comprehensive overview of Neutrosophic Logic and its application in
decision-making processes.

14
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o Chapter 4 deals with simulation through multi-agent systems. It first defines the general
framework of simulation and a general view of multi-agent systems. Then, a presentation
of design methods and simulation platforms of an existing multi-agent system is given.
This is followed by a comparison between implementation platforms to choose the
appropriate platform for our problem. Finally, the proposal of a multi-agent architecture
of the model that aims to evaluate risks based on the use of data from a current and
real-time database. already proposed in the third chapter is realized.

e Chapter 5 of the thesis focuses on the development of an ontology-based approach
for SCRM using smart multi-agent systems. The chapter starts with an introduction,
followed by a discussion on the AgentSCRM ontology, highlighting its advantages for
MAS and its use in SCRM. The formal specification of the problem is then presented, in-
cluding definitions, statements, and implications. The potential benefits of the approach
are discussed, including cost reduction related to risk, automation of event management,
and propagation of risk effects throughout the supply chain network. The implemen-
tation of the approach is then described, and the chapter concludes with a summary
of the key findings. The chapter highlights the importance of using an ontology-based
approach in SCRM to achieve more effective risk management and improved supply
chain performance.

e Chapter 6 of the thesis ends with a general conclusion which summarizes the main
strengths of this work. We also present perspectives and recommendations for the
evolution of this work.
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2.1. INTRODUCTION

2.1 Introduction

MAnaging risk has become a crucial challenge for supply chain managers owing to several
factors. The literature in the domain of SCRM is chaotic and disorganized, as indicated by
[54], but recently significant advancements have been observed, and the basic reasons for the
disruptions and their influence on SC execution and performance are revealed in [17, 55, 56].

As researchers further engage in this emergent research topic, a natural first step is to
define and classify SCRs [57], SCRM is aimed at developing strategies for the identification,
assessment, treatment, and monitoring of risks in SCs [17].

Several contemporary studies have provided thorough reviews to synthesize numerous
SCRM research articles. Some studies have focused on the risk management process, such as
Sodhi and Son’s review of approaches to mitigate risks in SCRM, including both proactive
and reactive strategies [8]. Other researchers have conducted in-depth systematic literature
reviews of SCRM strategies, such as Kilubi et al.’s review of peer-reviewed academic journal
articles from 2000 to 2015 [58]. Mitigation strategies can be decided based on the expected
level of management, which could be operational, tactical, or strategic, depending on the
nature of the problem and requirements [59].

Other extensive research has investigated the different kinds and origins of risks in SCRM.
For instance, Manuj and Mentzer conducted a literature review aiming to identify the cate-
gories and sources of global supply chain risks [52]. Rangel and Machado [60] proposed a
classification system for supply chain risks, which comprises 14 types of vulnerabilities that
may affect a supply chain. In a study conducted by Ho et al. [17], a comprehensive analysis
was performed on 224 international journals published from 2003 to 2013. The researchers
focused on categorizing these journals according to various aspects such as the definition of
supply chain risk, the different types of risks identified, the factors that contribute to these
risks, as well as the strategies recommended for managing or mitigating these risks.

Some literature reviews are general and broad, while others are more focused on specific
areas within SCRM. For instance, studies such as [61] have focused on the risk of supplier
non-conformance, while others like [34, 62] have examined reputational risk. Other research,
such as [63] has studied the challenges arising from changing market conditions due to
new competitors or rivalry among current ones. Additionally, [64] examined publications
from 2014-2016 and categorized them from different perspectives, concluding that stochastic
modeling approaches are now more common in SCM, contradicting previous research that
favored deterministic approaches. Quality risk, specifically product risk, has been analyzed
in [65]. While SCRM mainly focuses on risk mitigation, some researchers have also discussed
SC resilience and its significance in SCRM research [55].

This section aims to give an overview of risk management in logistics chains by looking at
the most important points that are directly or indirectly related to risks in SC. The management
of risks in logistics chains is essential to ensuring the continuity of activities and customer
satisfaction.
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2.2 Supply chain risk management

Supply chain management encompasses a multifaceted collection of operations and func-
tions that are inherently accompanied by an extensive array of interconnected risks. The
concept of risk is subject to various definitions. In decision theory, risk is a measure of the set
of feasible negative outcomes from a single rational decision and their probabilistic values. In
the field of supply chain management, the term "risk" is also replaced with "vulnerability",
which means "at risk" as presented by [66].

Table 2.1: Main SCRM definitions.

Reference SCRM Definition

[67] "SCRM is defined as the identification and management of risks for the supply
chain, through a coordinated approach among supply chain members, to reduce
supply chain vulnerability as a whole."

[52] "Global SCRM is the identification and evaluation of risks and consequent losses
in the global supply chain, and implementation of appropriate strategies through a
coordinated approach among supply chain members with the objective of reducing
one or more of the following - losses, probability, speed of event, speed of losses,
the time for detection of the events, frequency, or exposure - for supply chain
outcomes that in turn lead to close matching of actual cost savings and profitability
with those desired. "

[68] "To evaluate, control and monitor risk in order to safeguard supply continuity
and maximize profitability, The process of planning, organizing, leading and
controlling the activities of an organization in order to minimize the effects of risk
on an organization’s capital and earnings (includes financial, strategic, operational,
accidental losses and other risks)."

[69] "Supply chain solutions that ensure supply continues to meet demand in case of a
disruption or soon after the occurrence of such a disruption."

[18] "The identification, assessment, treatment, and monitoring of supply chain risks,
with the aid of the internal implementation of tools, techniques and strategies and
of external coordination and collaboration with supply chain members so as to
reduce vulnerability and ensure continuity coupled with profitability, leading to
competitive advantage."

SCRM is a relative and multifaceted concept. In the literature, it has no unique, universal,
or common definition, and each author discusses SCRM according to his own point of view.
In [70], authors focused on the concepts of vulnerability and resilience. Some definitions
focused on the risk management process, including identification, evaluation, treatment,
and monitoring [17, 71]. Other definitions highlighted the importance of selecting and
implementing appropriate SCRM strategies [72]. Table 2.1 summarizes the most common
definitions used in the literature.

After reviewing the most commonly cited definitions in the literature, it has been deter-
mined that the definition of SCR is often imprecise, unclear, and lacking in a comprehensive
definition. Some researchers have suggested that SCR is solely focused on events. This tra-
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ditional view of risk has been developed over the past few centuries, defining risk in terms
of the likelihood of disruptive events occurring and their subsequent consequences. As a
result, SCR is still challenging to evaluate, track, manage, and incorporate into mathematical
decision-making models. This viewpoint was expressed in [23].

2.3 Supply chain risk management process

SCRM is essentially a decision-making process whereby managers evaluate the sources
of SCR and make decisions on whether to accept an assessed risk or implement strategies
to diminish the probability and potential consequences of its occurrence [52]. The primary
objective of supply chain risk management is to decrease the susceptibility of the supply chain
and enhance its ability to recover from disruptive events.

( \ Setting the context ( \
Fd ,
'
-+ Risk identification }
-
To communicate r L Monitor and
and consult < r o Risk analysis = review

Risk Assessment

Risk treatment

Figure 2.1: The risk management process [1].

Risk management is a method to find a compromise between performance on the one
hand and risk on the other [73]. The goal is by no means to avoid all possible risks. Not
only is this theoretically impossible, but it would inevitably be at the expense of performance.
Rather, risk management seeks to trace the source of each risk and determine whether there
is a suitable measure to manage it.

SCRM is a risk management approach applied to the supply chain. According to the
standard ISO [1], risk management consists of a set of "coordinated activities aimed at guiding
and controlling an organization (in this case, the supply chain) with respect to risks". The
approach is based on a process consisting of a series of steps integrated into a continuous
process, as shown in the figure 2.1.

The model in Figure 2.1 represents a dynamic structure for the overall risk management
process, which has a hierarchical structure comprising different levels, with higher levels
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further divided into stages and sub-stages. The processes are interactive and adaptable to
changes, reassessment, and improvement.

Although the model presents a sequential and transparent order of steps, such as risk
analysis, risk assessment, and risk management, some of these processes can be performed si-
multaneously. Skipping processes and returning to previous steps is also possible, depending
on various factors such as the availability and accessibility of additional risk-related data and
information, the depth and scope of analysis, study outcomes, and the needs and redefinitions
of decision makers. In many situations, this flexibility is essential to providing a timely and
effective response to emerging risks.

One of the key aspects of the SCRM process is that it is interactive and responsive to change.
This means that the process is not a static one and may involve skipping processes, reverting
to previous processes, or performing processes simultaneously. This is due to the fact that
new risk-related data and information may become available, leading to a reassessment and
redefinition of decision-makers’ needs and priorities.

Another important aspect of the SCRM process is that it involves stakeholders from across
the supply chain. This includes suppliers, customers, and other partners involved in the
supply chain. Collaboration and communication between stakeholders are essential to the
success of the SCRM process.

Overall, the SCRM process is a complex and multifaceted approach that requires careful
planning, implementation, and monitoring to be effective. It involves a range of different
tools and techniques, including risk assessment, risk mitigation strategies, and continuous
monitoring and evaluation. By successfully implementing the SCRM process, organizations
can reduce the impact of supply chain disruptions and enhance their resilience in the face of
uncertainty.

In the following section, we will provide a detailed explanation of each step of the SCRM
process, accompanied by a description of the appropriate and most commonly used methods
for each step.

2.3.1 Risk Identification

Risk identification is the first and most important step in the SCRM process. For efficient
risk management, SC must be separated into elements such as manufacturers, warehouses,
suppliers, and distribution channels, and the risks associated with each component should be
examined specifically [29]. This step involves the identification of risk types, factors, or both
[17].

Risk identification is a crucial step in the SCR process, as it involves identifying potential
risks that could impact the organization’s supply chain operations. This process allows
companies to anticipate potential disruptions, develop mitigation strategies, and enhance
their resilience to supply chain disruptions.

Several classifications of risks faced by organizations in SC have been presented. For ex-
ample, [74] had presented a review of some risk characteristics and their definitions through
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a literature review. However, their review was not exhaustive in identifying all different
types of potential risks. Also [75] had contributed to identify and assess SCR across multiple
product categories using cognitive maps and Analytic Hierarchy Process (AHP) methodology.
Another study by Samvedi [76] proposed an approach that integrates fuzzy TOPSIS and
fuzzy AHP to quantify supply chain risk. Some studies have focused on identifying both
types and factors of supply chain risks, such as the qualitative value-focused process engi-
neering methodology proposed by [77]. Some researchers had focused on the development
of qualitative or quantitative methods for identifying SCRs, such as [54, 78, 79].

By reviewing current SCRM research. An exceedingly developed literature was found
regarding the mitigation of SCRs. Finally, and as a conclusion, the step of risk identification,
and specifically their categorization, is incomplete. The future research should move from
typologies to taxonomies, as presented in [80]. The idea behind this is that future research in
SCRM should focus on developing a more systematic and structured way of classifying and
categorizing risks.

Typologies are a simple way of grouping risks based on common characteristics or features,
but they can be limited in their ability to provide a comprehensive understanding of risk.
Taxonomies, on the other hand, involve a more detailed and structured classification system
that can help identify the underlying causes of risk and how they are interconnected.

By moving from typologies to taxonomies in SCRM research, scholars can gain a deeper
understanding of the complex interrelationships among different types of risks and develop
more effective strategies for managing them. This shift can help organizations better antici-
pate and respond to risks, ultimately improving their resilience and competitiveness in the
marketplace.

It is also important to note that risk identification should not only focus on internal risks
but also on external risks that may arise from suppliers, customers, and other stakeholders in
the supply chain. This could include risks such as natural disasters, geopolitical instability,
economic downturns, supplier bankruptcy, product quality issues, and cyber-attacks.

Overall, effective risk identification is a critical aspect of SCRM, as it enables organizations
to proactively manage supply chain risks, reduce the impact of disruptions, and enhance their
overall supply chain resilience.

2.3.1.1 Supply chain risk identification methods

The success of SCRM depends on the identification and assessment of potential risks that
could disrupt the supply chain. To achieve this, various methods have been proposed to
identify SCRs. However, the choice of the appropriate method depends on the scope of the
application and the case under study. Before starting to identify risks, it is necessary to map
the system accurately to understand its components and processes. Additionally, it is essential
to consider multiple perspectives to ensure comprehensive risk identification.

In this section, we discuss some of the methods proposed in the literature to identify SCRs.
These methods range from qualitative to quantitative approaches, with some combining
both approaches as presented in Table 2.2. Each of these methods has its advantages and
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limitations, and choosing the most appropriate method requires careful consideration of the
objectives and scope of the study.

2.3.2 Risk assessment

Risk assessment is a crucial step in the SCRM process that involves identifying and an-
alyzing potential risks and their potential impacts on the supply chain. It is the process of
evaluating the likelihood and potential consequences of a risk event and its impact on the
supply chain. Risk assessment is typically conducted by collecting data on potential risks,
analyzing the data, and developing a risk profile that outlines the probability and potential
impact of each risk event. The purpose of risk assessment is to provide decision-makers with
the information they need to make informed decisions about risk mitigation strategies and to
develop a risk management plan that prioritizes risks based on their probability and potential
impact on the supply chain.

Qualitative risk assessment involves assessing the likelihood and impact of each risk based
on expert judgment and subjective analysis. This method relies on subjective data, such as
the opinions and experiences of individuals involved in the supply chain, to evaluate risks.

Quantitative risk assessment, on the other hand, involves the use of statistical and mathe-
matical models to quantify the probability and impact of each identified risk. This method
uses objective data, such as historical data and scientific evidence, to evaluate risks.

Both qualitative and quantitative methods can be used alone or in combination, depending
on the nature and complexity of the SCRs being assessed. The chosen risk assessment method
should be appropriate for the specific context of the supply chain being evaluated.

A framework for the identification, measurement, and prioritization of SCRs has been
planned by [81] and it combines both quantitative and qualitative techniques to effectively
assess SCR. Another study proposed the fault tree approach to analyze and assess the op-
erational risk at the drilling, primary transport, and refining stages of an oil supply chain
[82].

A large variety of quantitative methods have been used to address this problem, including
mathematical programming and data envelopment analysis approaches [83, 84, 85]. Addi-
tionally, multi-criteria decision-making and analytic hierarchy process approaches [17], the
decision tree approach [86], and fuzzy-based failure mode and effect analysis with ordered
weighted averaging approach [87] have been utilized. Furthermore, [81] presented a frame-
work for risk evaluation that employed probability theory and fuzzy logic. Similarly, a fuzzy
inference system for SCRM has been proposed [88].

2.3.2.1 Supply chain risk assessment methods

Most assessment methods (as presented in Table 2.3) classify risks based on two key factors,
namely the impact and the occurrence of the risk. These factors can be measured quantitatively
in terms of probabilities and effective measures of impact (such as costs measured in currencies

CHAPTER 2. SUPPLY CHAIN RISK MANAGEMENT 23



2.3. SUPPLY CHAIN RISK MANAGEMENT PROCESS

Table 2.2: SCR identification methods.

Method

Description

Brainstorming

The brainstorming method consists of bringing together a group of chosen people
who are asked to freely express their ideas, thoughts, and intuitions on one or more
themes.

The goal is to generate a maximum of ideas, suggestions, and proposals on a topic,
knowing that it is easier to make an overly creative idea applicable than to generate a
creative solution from a banal idea.

A moderator leads the discussion and records the ideas put forward, which will then be
analyzed, classified, and possibly deepened. The method is based on the establishment
of a good group dynamic that helps remove inhibitions and encourages everyone
to reciprocate the ideas put forward by the other participants. The brainstorming
technique is quite easy to implement and requires a minimum of resources.

Checklists

This method is considered simple to use. It consists of building a list, as complete as
possible, of adverse events likely to constitute threats.

Delphi method

The purpose of the Delphi method is to identify convergences of opinion and reach
a certain consensus on certain topics by interviewing experts using successive ques-
tionnaires. The most common objective of Delphi studies is to provide experts with
insight into areas of uncertainty to support decision-making.

Fault tree analysis

It is used to identify the causes relating to the feared events. Starting from a single
event, it is a question of looking for the combinations of events leading to its realization.
Fault tree analysis can also be continued in the context of reconstructing the causes of
an accident.

The method consists of a graphical representation of the multiple causes of a feared
event. It visualizes the relationships between equipment failures, human errors, and
environmental factors that can lead to accidents.

HAZOP

Systematic review of design and operating principles based on:

o The search for all the causes of drift of the various operating parameters,

e Analysis of the consequences linked to these deviations,

o The means of correction or protection to be applied, if necessary.
This review allows the systematic identification of operating and maintenance prob-
lems, and facilitates studies to make corrections or protections to the system under
study.

Ishikawa cause and
effects diagram

The Ishikawa diagram is a tool that makes it possible to identify the possible causes of
an observed effect and, therefore, to determine the means to remedy it. It is presented
in the form of fishbones, classifying the categories of causes inventoried according to
(material, labor, equipment, method, and environment).

Surveys and inter-
views

Using questionnaires and structured or semi-structured interviews to ask experts to
identify supply chain vulnerabilities.

Expert Panels Expert panels are groups of individuals who have expertise in different areas of the
supply chain. They can provide insights into potential risks and suggest ways to
mitigate them.

Supply Chain Map- | This method involves mapping out the entire supply chain to identify potential risks

ping and their impact on the supply chain. By mapping the supply chain, it is possible to
identify the risks that are associated with each component of the supply chain.

Root Cause Analy- | This method involves identifying the underlying cause of a problem rather than just

sis addressing the symptoms. By identifying the root cause of a risk, it is possible to

develop effective mitigation strategies that address the underlying problem.

Risk Scenarios

This method involves creating hypothetical situations that could cause disruption
in the supply chain. By examining these scenarios, risks that might not have been
considered previously can be identified.
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or ruptures measured in coins) or qualitatively, typically expressed in terms of an ordinal
scale like very high, high,low, and very low.

The assessment methods commonly used in the risk assessment phase, such as brain-
storming and scenario analysis, are similar to those used in the identification phase. However,
another popular method for assessing SCRs is the risk matrix. This involves plotting the
likelihood of a risk occurring against its potential impact, typically on a two-dimensional grid.
The resulting matrix is then divided into categories that indicate the level of risk associated
with each scenario. The risk matrix approach enables organizations to prioritize risks based
on their severity and develop appropriate response strategies.

In contrast, the Failure mode and effects analysis (FMEA) approach associates each risk
with a measure of criticality, which is determined by multiplying the probability of occurrence,
impact, and detectability. This method is particularly useful for identifying potential failure
modes and determining the likelihood and impact of each failure.

Both the risk matrix and FMEA approaches provide a structured framework for assessing
and prioritizing risks, which helps organizations make informed decisions about risk mitiga-
tion and management. By using these methods, organizations can gain a better understanding
of potential risks and their impact, enabling them to take proactive measures to manage those
risks.

2.3.3 Risk mitigation

Countermeasures must be established at this SCRM phase in order to address the risks that
have been examined. The elements required for the design of countermeasures are provided
by the risk assessment phase, and the manager can decide whether to transfer, reduce, or
accept the risk. Further study is required in order to identify the best countermeasure.

Also, this phase consists of choosing a solution to deal with the risk and implementing it.
It is also defined as a "process intended to modify a risk". The standard ISO [1] cites several
examples of possible options:

e Risk avoidance: refraining from engaging in activities that entail risk. While this is the
least risky and least expensive strategy, it may hinder the development of the company.
Typically, the risk is transferred to other companies or deferred. Possible strategies for
risk avoidance include discontinuing the sale of a product that poses a risk to consumer
health or safety, changing suppliers to avoid delivery delays or defective products, or
withdrawing from a geographic market where political or economic conditions are
unstable [52]. Refusing to do business with a customer who represents too great a
financial risk, implementing strict security procedures to prevent cyber attacks or fraud,
and avoiding risky commercial activities in countries with unreliable or complex laws
and regulations are also examples of risk avoidance strategies for businesses. Typically,
this involves making a decision not to go to the beach in hazardous weather conditions
(to go or not to go?).

o Accept the risk: "maintenance of the risk based on a reasoned choice." Acceptance
consists of not intervening on the event itself or even on the vulnerability. Generally,

CHAPTER 2. SUPPLY CHAIN RISK MANAGEMENT 25



2.3. SUPPLY CHAIN RISK MANAGEMENT PROCESS

Table 2.3: SCR assessments methods.

Method

Description

Bowtie analysis

This method makes it possible to consider a probabilistic approach to risk management.
It is a connection between a fault tree and an event tree, generally used in the study of
highly critical events.

Bayesian analysis

Bayesian analysis is a statistical method that uses Bayes’ theorem to update the proba-
bilities of hypotheses based on new information. It provides a framework for modeling
uncertainty and updating beliefs based on observed evidence. The probabilities in
a Bayesian analysis are expressed as probabilities, not point estimates, and they can
be updated as new data becomes available. The approach is particularly useful in
situations where prior knowledge is available and where it is important to take that
knowledge into account when making predictions.

Event tree analysis

Itis a technique for identifying and analyzing the frequency of hazards using inductive
reasoning to convert various initiating events into possible consequences relating to
the operation or failure of technical, human, or organizational safety devices.
Unlike fault tree analysis, event tree analysis assumes the failure of a component or
part of the system and attempts to determine the resulting events. The event tree
analysis takes place in several preliminary steps:

o Consideration of an initiating event.
Identification of security functions to control its evolution.
Building the tree.
Description and exploitation of the sequences of events identified.

Monte Carlo Simu-
lation

Monte Carlo simulations are used to simulate deterministic systems with stochastic
input parameters. Their essence is the use of repeated experiments to evaluate the
system. MCS make it possible to generate by random drawing a large number N of
values respecting the probability distributions associated with the various random
variables. Indeed, at each simulation, the values of the uncertain input variables are
randomly sampled from the probability distributions that will have been described as
input. At each random draw, the response of the system is evaluated.

The sample and the results obtained for an iteration are saved. This operation is
repeated hundreds or even thousands of times. In our case, 1000 iterations are per-
formed. The result of all the iterations is a distribution of the probabilities of the
different possible outcomes.

The Monte Carlo simulation therefore makes it possible to consider all the possible
consequences of a decision and assess its impact for a better approach in the face of
uncertainty.

Failure mode and
effects  analysis
(FMEA)

Is a fundamental hazard frequency identification and analysis technique that analyzes
all the failure modes of a given piece of equipment and their effects on both other
components and the system itself. This analysis aims first to identify the impact of
each mode of failure of the components of a system on its various functions and then
to prioritize these modes of failure according to their ease of detection and treatment.
This method deals with detailed aspects to demonstrate the reliability and security of
a system, and it contains 3 primary parts;

o Identification of failure modes.

o Identification of potential causes of each mode.

o Estimation of the effects generated.

SWIFT (Structured
What-if Technique)

SWIFT is a qualitative method that involves brainstorming potential scenarios and
evaluating the consequences of each scenario. The method is designed to identify the
most significant and likely scenarios and their potential impacts.
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acceptance is established when the probability of occurrence is so low that the organi-
zation bets that it will not happen and decides not to invest in another strategy. The
other scenario is when the cost of prevention exceeds the cost of the risk occurrence
itself. Note that in the latter case, a crisis management plan may be relevant. Here are
some examples to illustrate risk acceptance:

o A company that decides not to install a fire suppression system in a small office
because it considers the probability of fire to be very low and the cost of installing
such a system to be disproportionate to the risk involved.

¢ An investor who decides to purchase shares in a company with highly volatile
results because he believes that the long-term growth prospects justify the risk
taken.

¢ A municipality that decides to build a bridge in a known seismic zone, despite the
risks of earthquakes, because it believes that the benefits to the local community
far outweigh the costs and risks involved.

These examples show that risk acceptance can be justified in certain circumstances,
depending on the risk assessment, probability of occurrence, and costs and benefits
involved. However, it is important to remember that risk acceptance does not mean that
the organization or individual involved should completely ignore the risk, but rather
that they should be aware of it and be prepared to take measures to manage it in the
event of its occurrence.

e Risk Transfer: Organizations may choose to transfer the risk to an individual or entity
that is capable and willing to assume it. The cost of risk transfer is generally higher than
the cost of internal risk management, which is the main justification for pursuing this
strategy. It is important to note, however, that transferring the risk does not necessarily
diminish or eliminate it. In fact, if the risk is transferred to an entity that is unable to
effectively manage it, the transferred risk may actually increase. The most common
method of risk transfer is through insurance. Here are some detailed examples of risk
transfer:

¢ An individual may purchase health insurance to transfer the risk of large medical
expenses to an insurance company.

¢ A company that operates in a high-risk industry may purchase liability insurance
to transfer the risk of potential lawsuits to an insurance company.

¢ A construction company may transfer the risk of damages caused by accidents on
a building site to a third-party contractor through a contract that assigns liability.

o A small business may outsource its IT operations to an external company that
specializes in cybersecurity to transfer the risk of data breaches and cyber attacks
to the external company.

¢ Aninvestor may transfer the risk of a potential loss in the stock market by purchasing
put options, which give them the right to sell a stock at a predetermined price.

e Risk Mitigation: Since the significance of a risk depends on the likelihood of occurrence
and the impact of the risk, an organization can choose to mitigate the risk by either
reducing the likelihood that the risk will occur or by reducing the impact of the risk. In
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an ideal situation, managers would aim to reduce both the likelihood and impact of the
risk.

When an organization decides to reduce risk, it should make changes to the design that
remove the risks without introducing new risks. This can be achieved by implementing
protective measures or controls. One of the key aspects of mitigation strategies is creating
flexibility to adapt to sudden or unexpected events and changes at minimal cost and
without disrupting the rest of the system.

o A company that operates in an area prone to earthquakes may decide to build
its headquarters in a building designed to withstand seismic activity, or it may
implement an earthquake early warning system to alert employees to evacuate in
time.

¢ A financial institution that wants to reduce the risk of fraud may implement a
two-factor authentication process for its online banking system, which requires
customers to provide two forms of identification to access their accounts.

¢ An airline company that wants to reduce the risk of a terrorist attack may implement
additional security measures such as passenger and baggage screening, and random
searches to identify potential threats.

¢ A software development company that wants to reduce the risk of data breaches
may implement data encryption and regularly backup its systems to protect against
cyber attacks.

¢ A manufacturing company that wants to reduce the risk of workplace injuries
may implement safety training for its employees, provide protective gear, and
install safety equipment such as alarms and sensors to alert employees of potential
hazards.

According to research conducted by the Business Continuity Institute in 2013, 75% of
companies experiment with at least one significant SC disruption a year [89]. Considering
potential losses from disruptions, mitigation strategies could be critical for the survival of a
company [90].

Safety stocks, collaboration, multiple sourcing, and the sharing of information have been
identified in [91] as some of the most significant ways to deliver countermeasures to risks.
Similarly, the authors in [92], had added flexible transportation as an appropriate measure
to mitigate SCRs. Increasing collaboration with partners, including supply and process
flexibilities, increasing demand, risk sharing, and building buffers or redundancies across SCs,
has been suggested by [8] as general strategies to be adopted for mitigating risks. However,
the present advancement exhibits a lack of consistency among different strategies, which
may hinder the implementation of SCRM effectively. Hence, a better agreement on particular
terms and notions concerning SCRM strategies is required.

Models for sourcing and inventory mitigation have been reviewed simultaneously by
[93, 94]. Furthermore, a two-stage DSS that assists managers to select not only mitigation
strategies for SCR but also mitigation tactics when risks happen has been proposed in [35].
A non-linear mixed-integer programming model has been developed and used to simulate
resilience strategies to mitigate the risk of correlated disruptions [95]. Adding to all this work,
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a quantitative DSS to select appropriate mitigation measures for SCR has been proposed in
[96].

The leading limitation of current studies is their restrained focus on capturing interdepen-
dencies between SCRs and mitigation strategies. Keeping in view the significance of modeling
systemic risks and capturing non-linear complex interactions [97]. Researchers have started
modeling SCRs interdependency [98, 99]. In this context as well, a model has been introduced
for prioritizing strategies within a probabilistic network of interacting risks and strategies
[100]. To capture the risk appetite of a decision-maker, another study has proposed an ex-
pected utility-based method to select optimal strategies [101]. Furthermore, the authors in
[99], claimed that, among the most remarkable drawbacks, the major limitation of existing
models is their inability to capture the holistic nature of SCRs. Many techniques are incapable
of considering risk propagation. In the same direction, the authors in [89], had observed the
existence of gaps in considering supplier selection and risk mitigation simultaneously.

It is possible to classify risk mitigation strategies into two groups: proactive and reactive.
In a reactive approach, no action is taken earlier than the incidence of a risky event, but
it’s applied to mitigate its probability and impact after it occurs. Yet it doesn’t achieve its
maximum capacity on the grounds that it concentrates on minimizing the consequence of
a risk instead of the likelihood of its event [102]. In a proactive approach, schemes are
implemented to mitigate the risks before they happen. Proactive SCRM means arranging
ahead to diminish hazards before they arise [58].

An investigation conducted by the authors of [59] has shown that SCRM using both
strategies when appropriate positively affects organizational performance. Because agility
achieved through flexibility is necessary to adapt to customer-related risks, and robustness
obtained through redundancy is a necessary premise to handle supplier-related risks.

Eight top SCRM strategies have been identified by [58]. Recently, Ivanov has mentioned
that reactive approaches can be based either on purely recovery policies without any SC
proactive protection or integrated with proactive approaches [66].

2.3.3.1 Supply chain risk mitigation methods

The table 2.4 outlines various methods for mitigating supply chain risks, which involve
taking steps to minimize the negative impact of unforeseen events on the flow of goods and
services from suppliers to customers. Some of these methods include:

2.3.4 Risk monitoring

The final stage involves continuously monitoring the effects of the response strategy for
a particular risk [34]. In this stage, which comprises both observations about changing
situations and environments and supervision about previous assessments, new risks can be
identified, and new judgments about previously specified risks may be revised by means of
this phase [29], after which new solutions may be proposed.
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Table 2.4: SCR mitigation methods.

Method Description

Diversification of suppliers Using multiple suppliers for the same goods or services to
reduce the risk of disruption to the supply chain if one sup-
plier experiences difficulties.

Risk assessment and planning | Identifying potential risks and vulnerabilities in the supply
chain, and developing contingency plans to address these
risks before they occur.

Supply chain visibility Using technology and other tools to gain better visibility
into the supply chain, so that potential disruptions can be
identified and addressed more quickly.

Collaborative  relationships | Building strong relationships with suppliers based on trust

with suppliers and collaboration, so that they are more likely to work with
you to mitigate risks and respond to unexpected events.
Inventory management Maintaining appropriate levels of inventory to ensure that

there are enough goods or services available to meet demand,
even if there are disruptions in the supply chain.
Continuous improvement Regularly reviewing and improving the supply chain pro-
cesses to reduce the risk of disruptions and increase the effi-
ciency of the overall supply chain.

Monitoring supply risk is essential, as it can provide an early alert when risk levels are
rising, granting firms time to react and behave to these changing situations by altering their
alleviation strategies, as highlighted in [103].

Comparatively, risk monitoring has received less awareness in the literature [17, 18, 103,
104]. Only ten papers out of 354 had paid explicit attention to monitoring, according to the
work led by [18].

In contrast, there are recent works that incarnate risk monitoring through performance
measurement systems [104]. Also, a SC visualization scheme with real-time monitoring and
risk management has been proposed in [105].

Until now, the question of what method to use for risk monitoring as a truly independent
stage in the SCRM process isnt yet addressed. In addition, the decision-making tools for
helping the decision-maker in the process of risk monitoring remains unclear and are not
addressed in the literature.

2.3.4.1 Supply chain risk monitoring methods

The modern global economy relies heavily on complex supply chain networks that can
span multiple countries, continents, and industries. While these networks can provide sig-
nificant benefits in terms of efficiency and cost savings, they can also pose significant risks.
Disruptions to the supply chain can arise from a range of factors, including natural disasters,
geopolitical events, labor disputes, and technology failures. These disruptions can lead to de-
layed deliveries, increased costs, and reputational damage. To mitigate these risks, companies
need to implement effective methods for monitoring their supply chains.
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The table 2.5 presents a selection of methods that can be used to monitor and manage
risks in the SC, enabling companies to maintain a reliable and resilient supply chain network.

Table 2.5: SCR monitoring methods.

Method Description

Regular Communication with | Maintain regular communication with suppliers to stay informed

Suppliers about potential risks in the supply chain.

Continuous Risk Assessment | Conduct continuous risk assessments to identify potential risks in
the supply chain.

Performance Monitoring Monitor the performance of suppliers to identify any potential
risks.

Diversification of Suppliers | Consider diversifying suppliers to reduce the risk of disruption in
the event that one supplier experiences a disruption.

Scenario Planning Develop and test different scenarios to assess the impact of poten-
tial risks on the supply chain.
Technology Integration Utilize technology, such as data analytics and machine learning, to

monitor the supply chain and identify potential risks in real-time.
Collaboration and Trans- | Foster collaboration and transparency with suppliers to promote a

parency shared understanding of risks and a willingness to work together
to mitigate them.

Early Warning Systems Use data analytics to identify early warning signals of potential
disruptions in the supply chain.

Supplier Audits Conduct audits to assess supplier compliance with quality, safety,
and environmental standards.

Supply Chain Mapping Map the entire supply chain to identify potential vulnerabilities
and risks.

Contingency Planning Develop contingency plans for potential supply chain disruptions,
such as alternative sourcing or inventory management.

Continuous Improvement Implement a continuous improvement program to identify and

address supply chain risks on an ongoing basis.

2.4 The scope of risk management in the supply chain

It is important to remember that supply chains are complex networks, not simple linear
chains. Physical flows and information flows move within and between nodes in the networks
that connect organizations. The source of risk can therefore be located within the scope of the
organization as well as with its partners, upstream or downstream in the chain, and on any
type of flow.

Thus, from a practical point of view, we observe that cooperation in risk management
is particularly difficult at the supply chain level and that this difficulty increases with the
number of partners involved. Moreover, managing risks is a long-term process that involves
investments. However, evaluating the real benefit of this management is complex since its
objective is precisely to prevent loss. The distribution of costs and benefits between actors is
therefore problematic, especially when the chain might need to reconfigure and exclude an
unreliable partner, as may be the case in a logic of resilience.

To properly assess risks along the supply chain, information must be shared throughout
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the chain. However, a company that is vulnerable to an element will be reluctant to report
it to its partners. These partners will then be able to set up efficient information systems to
increase visibility into the functioning of the different organizations. However, these systems
rarely allow an outside eye to identify risks that are often difficult to assess even internally.
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Figure 2.2: Supply Chain Risk Analysis Framework [2].

As aresult, when considering supply chain risk and logistics risk, different units of analysis
can be considered. In this point, we rely on the analysis framework proposed by [2], illustrated
by Figure 2.2. It should be noted that the logistics of an organization (company logistics) and
operational events (operational accidents) are present as relevant levels of analysis.

To determine the most appropriate unit of analysis for logistics risk management, a dis-
tinction must be made between atomistic logistics risk and holistic logistics risk. If the risk is
atomistic, only a part of the logistics chain needs to be assessed and managed. However, if the
risk is holistic, then the entire logistics chain must be included in the assessment and manage-
ment. Atomistic logistics risk management can be performed by a single organization alone,
while holistic logistics risk management requires the involvement of multiple organizations.
For instance, if the logistics risk relates to an organization’s internal information system, it
can be managed by the organization alone.

For each risk, risk management therefore leads to a choice between four strategies: avoid-
ance, reduction, acceptance, or transfer. The choice of one or the other of these strategies
may be influenced by the scope of risk management. Depending on the nature of the latter,
either atomistic or holistic, it will be possible to favor an organizational framework or an
inter-organizational framework for this management.
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2.5 Opverview of independent techniques

Supply Chain Risk research employs a diverse range of methodologies and tools, en-
compassing both empirical studies such as case-based research [106] and mathematical and
simulation models [107]. Research can range from general investigations, such as the develop-
ment of a SCRM framework [108], to more specialized inquiries, such as the examination of
procurement risk management [109]. Classification of modeling approaches and methodolo-
gies is employed to gain a better understanding of the various tools and techniques utilized
in SCRM research.

According to our literature overview, the following classification can be proposed, which
represents an extension of the works of [110]. They had proposed a classification of solution
methods into four categories that determine different solution techniques.

The first category, "General Solver Exact Solution" is a method of solving supply chain
risk management problems using mathematical programming software. This method aims to
provide the best possible solution for a given problem or reach a solution within a specified
acceptable range of quality. It is an approach that involves using algorithms and mathematical
models to find optimal or near-optimal solutions for complex problems [110]. This type of
solution method is often used in supply chain optimization problems that involve multiple
constraints, such as limited resources, delivery deadlines, and inventory levels. The General
Solver Exact Solution method is particularly useful in identifying the most efficient and
cost-effective solutions for supply chain risk management problems.

The principal benefit of the optimization approach is the pursuit of the best solution
and achieving optimality. However, employing optimization-based decision-making poses
challenges due to uncertainty, complexity, and multiple objectives. Moreover, decision-making
is a dynamic process that requires adaptation and fine-tuning. Hence, it is difficult to develop
a general selection function for Multiple Criteria Decision Making (MCDM). While finding
optimal solutions is feasible, it can be time-consuming, as pointed out by [66].

Optimization is the process of finding the best solution to a given problem, and it is
often used in a variety of fields such as engineering, economics, and operations research. The
resolution obtained is either optimal or adequate enough based on a predetermined acceptable
gap specified by the decision-maker. By imposing computational time constraints, an off-the-
shelf solver provides solutions of the second category, namely, heuristic solutions. Specific
solution algorithms offer exact or heuristic solutions. The former is obtained by using special-
purpose techniques such as decomposition methods, column generation, branch-and-cut, and
branch-and-bound.

Decomposition methods involve breaking down a complex optimization problem into
smaller, more manageable sub-problems that can then be solved separately. Column genera-
tion is a technique used for solving linear and mixed-integer programming problems where
the problem is divided into a master problem and a subproblem. The master problem is
solved iteratively by adding new variables to the solution until the optimal solution is found.
Branch-and-cut and branch-and-bound are methods used for solving combinatorial optimiza-
tion problems where the search space is too large to explore exhaustively. Branch-and-cut
involves systematically eliminating infeasible solutions, while branch-and-bound involves
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dividing the search space into smaller sub-spaces and exploring each sub-space until the
optimal solution is found.

When the number of discrete variables is considerable, which often occurs, then the
resulting models are comparatively more complicated, and realistically sized problems can
only be solved with a heuristic method. Heuristics are algorithms that provide good solutions
in a reasonable amount of time but do not guarantee optimal solutions. They are often used
when the problem is too complex to be solved exactly within a reasonable time frame or
when an approximate solution is acceptable. Heuristics are smart rules that often lead to
beneficial, but not necessarily the best solutions. Examples of heuristic methods include
nature-based heuristics such as ant colony optimization and genetic algorithms, as well as
linear programming-based heuristics and meta-heuristics like Lagrangian relaxation.

Heuristic approaches are usually easier to implement and require much less data than
exact optimization methods. However, the quality of the solution is commonly unknown,
and heuristics may fail to find the optimal solution, particularly for very large and complex
problems. In situations where problem sizes are large, heuristic-based approaches are often
used, as exact methods may be too computationally intensive. While heuristics can be a
powerful tool for solving optimization problems, it is important to carefully consider the
trade-offs between the quality of the solution and the computational resources required to
obtain it.

Simulation involves imitating the behavior of one system with another. By making changes
to the simulated system, it is expected to gain a better understanding of the dynamics of the
physical system. The tools and principles of discrete-event simulation are used to implement
discrete models.

Simulation provides a set of features that compensate for the limitations of optimization. In
particular, simulation models allow for the analysis of systems and the discovery of solutions
where methods such as mathematical programming and analytic calculations fail. Simulation
models also enable the measurement of values and the tracking of entities within the level
of abstraction, as well as the addition of measurements and statistical analysis at any time.
Additionally, simulation models can manipulate and animate the system behavior in real-time.

Therefore, simulation is an ideal tool for further analyzing the performance of a proposed
design derived from an optimization model [56].

One promising aspect of model-based decision-making is the combination of simulation
methods with optimization methods in an iterative way, which is referred to as optimization-
based simulation [111, 112]. For example, Meisel et al. [113] utilized simulation and opti-
mization methods to analyze the performance of a make-to-order strategy in the presence
of uncertainties, while Ivanov et al. [114] applied a hybrid optimization-based simulation
approach to analyze supply chain disruptions and recovery strategies.

Incorporating simulation and optimization methods in an iterative way provides several
advantages over using them individually. Optimization-based simulation allows for the eval-
uation of a wide range of system configurations and decision alternatives while considering
the inherent uncertainties and dynamic behavior of the system. It can also identify optimal
solutions that may not be found through traditional optimization methods alone. Additionally,
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optimization-based simulation can provide insights into the system’s behavior under different
scenarios, enabling decision-makers to evaluate and compare the performance of different
strategies before implementation. Overall, the integration of simulation and optimization
methods in an iterative approach can help decision-makers make more informed and effective
decisions.

In the following sections, we will discuss these five methods in detail and review recent
literature.

2.5.1 Qualitative approaches

Managing one type of risk may additionally exacerbate other risks. The qualitative ap-
proach simplifies the recognition and examination of the level of risk. The calculation methods
are simple to understand and implement.

A more intensive qualitative method, the Structured What-If Technique, uses a lead ques-
tion "What if?" systematically to identify deviations from normal conditions using a predefined
checklist [115]. With Hazard and Operational studies, another qualitative approach, hazards
and weaknesses are identified by evaluating deviations from original designs [98]. However,
both methods are time and resource consuming and only identify risks that need further
analysis using a different method. Moreover, they do not allow direct comparisons of different
scenarios.

Failure mode and effect analysis (FMEA) is a technique used to identify possible failures
and predict their effects on the system as a whole [116]. FMEA provides the basis for more
in-depth analyses, such as Fault Tree Analysis (FTA), which can be conducted using either a
qualitative or quantitative approach [117, 118]. Although FTA has been used for multiple
applications, it is not suitable for systems with dynamic properties, such as SC.

Cause and effect analysis is another risk analysis technique used in several fields. Its appli-
cation to SC can provide interesting insights into risks [119]. However, the tool’s usefulness
in proactively managing SCR is limited to cases with historical data.

The application of a decision support system in supply chains by employing Multiple
Criteria Decision Making is a constant challenge. MCDM methods can consider the outcomes
of uncertainties at every phase of the decision-making process and examine the sensitivity
of results to the inputs. Therefore, MCDM has become increasingly widespread in decision
making.

Several MCDM tools are implemented, such as Analytical Hierarchy Process (AHP),
Analytic Network Process (ANP), Technique for Order Preference by Similarity to Ideal
Solution (TOPSIS), and VIKOR. [120] has also proposed a built-in approach using a combined
AHP and Quality Function Deployment.

AHP-based approaches are usually applied to the prioritization of risk factors in SCM
[121]. In addition, the TOPSIS approach can evaluate a large number of choices and criteria.

Risk checklist and risk taxonomy are two qualitative tools applied in risk factor identifica-
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tion [122]. The risk taxonomy provides a structure to arrange the checklist of risk factors into
general classes. However, the two methods consider less about the interconnections of risk
factors. Several MCDM approaches are exposed in Figure 2.3.

MCDM analysis methods are more appropriate when the various alternative choices are
known, and the decision maker needs a structured way of making choices among them. In
addition, qualitative methods do not allow for the determination of probabilities and results
using numerical measures. The evaluation of risk and its results are subjective, making cost-
benefit analysis more difficult, and the results depend on the quality of the risk management

team.
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Figure 2.3: The MCDM analysis methods.

Here are some additional disadvantages of qualitative methods in risk analysis:

o Lack of precision: Qualitative methods are often imprecise and subjective, which can
lead to inconsistencies and inaccuracies in the analysis.

o Limited scope: Qualitative methods are typically limited in scope and may not cover all
possible risks, leading to incomplete risk assessments.

o Difficulty in comparing risks: Qualitative methods do not provide a clear basis for
comparing the relative importance or severity of different risks, making it difficult to
prioritize risks.

e Reliance on expert judgment: Qualitative methods rely heavily on the judgment and
expertise of the risk management team, which may introduce biases and errors into the
analysis.

o Time-consuming: Qualitative methods can be time-consuming and resource-intensive,
especially when using more intensive methods such as the Structured What-If Technique
or Hazard and Operational studies.

o Lack of standardization: Qualitative methods are often not standardized, which can
make it difficult to compare results across different studies or organizations.

2.5.2 Quantitative approaches

The principal purpose of the quantitative strategy is to make an most efficient decision by
employing mathematical and statistical models in a situation when the chance of all outcomes
is uncertain.
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Researchers have investigated a range of methods to reflect on-consideration on uncertainty
within the framework of mathematical programming, two main approaches are stochastic and
deterministic. In the deterministic approach, the out-turn of the model is fully determined
by the parameter values and the initial conditions. However, the stochastic approach has
inherent randomness and is a general method for finding optimal decisions prior to learning
some of the random variables [123].

Quantitative approach to decision-making brings better results when the problem is
precisely defined, several alternatives exist and decision outcomes are effortlessly assessable.
However, in the situation where countless external factors are outside of the decision-maker’s
control and their probability is obscure, the quantitative methods can become untrustworthy.

Quantitative approach techniques, particularly the ones relying on statistical software,
have the feature of proposing the best resolution of the problem without even identifying all
potential alternatives. This feature is quite useful in problems where the number of possible
alternatives is large though only a few are worth considering for selection so once the problem
and conditions are determined the decision making process becomes quick.

In their explanation, [23] emphasized the importance of quantifying risk in stochastic
optimization problems to make decisions that mitigate its extent. To assess and compare
various solutions for limiting risk, decision-makers must quantify imprecise parameters
using risk measures such as mean-variance approaches, standard deviation, value-at-risk,
conditional-value-at-risk, and premiums. Risk measures are statistical tools used to describe
the relationship between uncertainty and the extent of its associated harm or benefit. For
instance, the value-at-risk measure is the maximum potential loss that can occur over a
specified period with a given confidence level. Similarly, the conditional value-at-risk measure
combines the potential loss beyond the value-at-risk with the probability of that loss occurring.
Using these measures, decision-makers can quantify the potential risk involved in various
decisions and identify the best course of action to mitigate risk [64].

In recent literature, mathematical modeling in supply chain management has mostly
utilized the stochastic approach, as noted by [64]. In a similar vein, Aqlan et al. [124]
undertook a study that involved quantifying risks within the supply chain domain and
effectively achieving risk reduction with minimal cost implications. Notably, they also took
into consideration the correlations between different risks. However, it is important to note
that they did not establish a direct connection between the impact of risks and operational
metrics like inventory levels. Similarly, [125] addressed uncertainty in location and capacity
decisions for manufacturers and assemblers, but did not consider the potential risks that
may arise from disruptions in connections between different facilities. On the other hand,
[126] developed a multi-scale superstructure for the biofuel supply chain, enabling systematic
decision-making across three production strategies. In the stochastic approach, uncertainty
is represented by a set of scenarios, as the modeling process takes into account the inherent
uncertainty and risk in the system.

Mathematical programming has been extensively used to support risk management in the
SC field. For instance, mixed integer programming has been used to model a dynamic SC
portfolio problem of order allocation and supplier selection in [127], and for SC contingency
planning in [128]. [96] proposed a quantitative DSS to select appropriate mitigation measures
for SCRs using a stochastic integer linear programming framework. Similarly, [129] prioritized
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new product development plans based on SCR factors using mathematical programming,
but the results are specific to Snowa company and require analysis over a longer period to be
generalized.

From the Table 2.7, it can be noted that the problem of supply-side has taken a lion’s share
in previous studies. A mathematical and heuristic approach that can be implemented to
solve real-world supply disruption problems has been recommended by [130]. However,
environmental aspects weren’t incorporated, and only a single type of item was considered.

Bayesian Belief Networks (BBNs) are a well-known quantitative technique that can be
utilized to describe the cause and effect relationship between various events and could be
adapted for SCR analysis. Another powerful capability of BBNs is the back-propagation
capability, where a certain risk can be declared as if it occurred to investigate probable root
causes that may have led to that risk event. These capabilities are especially useful in SCRM
because they can be used by supply chain managers to investigate what events are likely to
influence key performance measures [98]. A hierarchical assessment method used a Bayesian
network for material risk detection in green supply chains has been proposed in [131].

Quantitative research in SCRM typically models the trade-off between purchasing from
alternate suppliers and holding inventory, or models the interplay between suppliers and
customers [132].

The results obtained with quantitative methods can be expressed in specific management
terminology. The evaluations are based on objective methods, and administrative performance
can be carefully monitored. Cost analysis can be implemented to select the most suitable
applicable measures. However, the calculation methods are complicated, and without an
automatic tool, the process can be difficult to implement. The values of risk impacts are
based on subjective opinions of people involved, and the process is very complex and time-
consuming.

Here are some disadvantages of quantitative methods:

e Quantitative methods often rely on numerical data, which may not capture the full
complexity of real-world phenomena. They can be less effective in capturing nuances
and context than qualitative methods.

e The process of collecting and analyzing quantitative data can be time-consuming and
resource-intensive.

e Quantitative methods are susceptible to biases and errors, such as selection bias, sam-
pling bias, and measurement error. These issues can undermine the accuracy and
reliability of the results.

e The assumptions and models used in quantitative analysis may not always be applicable
to real-world situations, which can limit the generalizability of the findings.

e Quantitative methods often rely on statistical techniques that may be difficult to under-
stand for non-experts, making it challenging to communicate the results to decision-
makers who are not familiar with the methods.
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e Quantitative methods may not fully capture the subjective experiences and perceptions
of stakeholders, which can limit their ability to inform policy and decision-making in
certain contexts.

2.5.3 Simulation approaches

The benefit of the simulation method is that it studies the behavior of a system without
building it, and it can also help to find a solution to an unexpected phenomenon. However, it
presents some drawbacks, such as the difficulty in interpreting the simulation results and the
high cost of building a simulation model.

According to Tako et al.[133], three primary simulation methods have been recognized,
namely system dynamics simulation, discrete-event, and agent-based simulation. Table 2.6
provides a comparison of the three major simulation approaches based on several criteria:

o Decision-making levels: This criterion refers to the level at which the simulation models
decision-making.

e Data requirements: This criterion refers to the amount of data required to build a
simulation model.

e Construct behavior change while execution: This criterion refers to whether the simula-
tion can change the behavior of the system during execution.

e Models complexity: This criterion refers to the complexity of the simulation models.

e Maturity of the simulation technology: This criterion refers to the level of development
of the simulation technology.

o Time advance mechanisms: This criterion refers to how the simulation model advances
in time.

o Levels of aggregation: This criterion refers to the level of detail of the simulation models.

o Types of modeling procedure: This criterion refers to the modeling approach used to
build simulation models.

Overall, the selection of a simulation approach depends on the nature, goal, and aggrega-
tion level of the phenomena being modeled.

While system dynamics is used for modeling the behavior of complex systems over time,
discrete-event simulation is process-centric and facilitates the simulation of interdependent
systems through the occurrence of time-dependent discrete events that approximate real-
world processes. The latter is widely used in industrial and research circles, and there are now
several commercially available discrete-event simulation software packages, such as Arena
[134], SimEvents [135], Anylogic [136], and ProModel [137]. The agent-based approach
has acquired ample reputation to be an active sub-area of the computational economics
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Table 2.6: Comparison of the three major simulation formalisms.

Criteria System dynamics | Discrete event Agents based
Decision-making levels Strategic Tactical and oper- | Strategic, tactical
ational and operational
Data requirements Low High Medium
Construct behavior change while ex- | Yes No Yes
ecution
Models complexity Low High Medium
Maturity of the simulation Technol- | Mature Mature Needs develop-
ogy ment
Time Advance mechanisms Time step Next event Time step or next
event
Levels of aggregation High Low Medium
Types of Modeling procedure Top-down Bottom-Up Bottom-Up

community. It uses agent-based modeling as both a descriptive and normative approach to
optimizing complicated, non-differentiable status.

Agent based modeling approach allows for emulating emerging behavior’s resulting from
the interaction of autonomous agents. There have been a number of agent based simulation
models within SC domains enabling a means of addressing complexity. Simulation to model
the interactions among SC entities where each entity can take different actions have been used
by [109, 138]. Also, multi-agent simulation models are increasingly being used in SCRM, as
examples [139, 140].

In the realm of SCRM research, mathematical and stochastic optimization techniques
tend to dominate, whereas the potential of simulation modeling remains largely unexplored.
Simulation modeling involves the replication of real-world processes or systems. In their
study, Trucco et al. [141] employed a research methodology that involved a synergistic
utilization of discrete event simulation and system dynamics. On a similar note, Burgholzer
et al. [142] developed models aimed at analyzing intermodal transport networks, employing
a traffic microsimulation approach. Schliiter et al. [143], in their research, introduced a
versatile simulation-based approach designed to assess digitalization scenarios prior to their
actual implementation. Additionally, in an independent study, Park et al. [144] proposed an
innovative framework for evaluating vendors.

Simulation modeling techniques enable the examination of specific characteristics and
details of supply chain components. This facilitates not only the visualization of network
operations but also the tracing of each individual process. Additionally, simulation modeling
permits the observation of the effects of various disruptions and recovery policies over time,
while also considering gradual capacity degradation and recovery, as pointed out by [56].

While simulation can be a useful tool for risk management, there are some potential disad-
vantages to consider. Here are some possible disadvantages of simulation in risk management:

e Complexity: Simulations can be complex and time-consuming to set up and run. This
can make it difficult to understand and communicate the results, especially for those
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who are not familiar with simulation modeling.

o Uncertainty: Simulations involve making assumptions about how a system or process
works. These assumptions may not always be accurate, which can lead to inaccurate or
misleading results.

e Cost: Building and running simulations can be expensive, especially for large or com-
plex systems. This cost may not always be justified by the potential benefits of using
simulation.

e Limited scope: Simulations are only as good as the data and assumptions used to create
them. If important factors are left out or assumptions are incorrect, the simulation may
not accurately represent the real-world system or process.

e Overreliance: Simulation can be a powerful tool, but it should not be relied on exclusively.
Risk management should involve a combination of approaches, including simulation,
expert judgment, and other analytical tools, to ensure a comprehensive and accurate
assessment of risk.
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2.5.4 Artificial intelligence

Intelligent systems are a broad term that covers approaches to the design, optimization,
and control of various complex systems without requiring mathematical models, similar to
how humans work [154]. Artificial intelligence (Al) is an extensive scientific discipline that
allows computer science to solve problems by emulating complicated biological processes
such as self-correction, reasoning, and learning. Compared to traditional programming
techniques, expert system approaches provide added flexibility with the capacity to model
rules as data rather than as code. By facilitating turnaround, artificial intelligence provides a
means that can allow organizations to adapt more easily to changing needs.

Methodologies and techniques that fall under the umbrella of Al are numerous, and they
encompass a range of approaches that simulate and optimize complex systems. Some of
these methodologies include agent-based modeling (ABM) and MAS, which involve the
simulation of individual agents” behavior and the interactions and coordination of multiple
agents, respectively.

ABM is designed to model individual agents with homogeneous or heterogeneous charac-
teristics, while MAS typically involves agents with heterogeneous characteristics. ABM agents
do not necessarily coordinate with each other, while coordination and cooperation between
agents are essential in MAS. Moreover, ABM is typically used to model relatively simple
systems, while MAS is used to model more complex systems that involve multiple agents with
different abilities and objectives. ABM is usually applied in a bottom-up approach, where the
behavior of individual agents is modeled first, and the emergent properties of the system are
observed. In contrast, MAS is applied in a top-down approach, where the objectives of the
system are defined first, and the agents’ behaviors are modeled to achieve those objectives.

Other approaches that are part of Al include automated reasoning based on existing
knowledge, machine learning, and big data analytics techniques. Table 2.8 provides a compre-
hensive overview of the application of these Al techniques in the fields of SCRM and Decision
Support Systems.

Fuzzy logic can be a useful tool in creating transparent and intuitive decision-support
models for any application [155]. Fuzzy sets are the elementary concepts that sustain fuzzy
set theory and have the capacity to achieve a complicated nonlinear input-output relation by
synthesizing more than one simple input-output relation.

Fuzzy and robust optimization techniques are primarily applied to address operational
risks and tactical planning. For instance, [156] utilized robust optimization methods to
manage operational risks in physical and financial supply chain management. In another
example, [157] proposed a method that combines fuzzy cognitive maps and BBN to enhance
BBN'’s ability to model operational risks.

In today’s business landscape, characterized by the rise of information technology and
economic globalization, supplier selection has emerged as a crucial factor in supply chain
decision-making. Luan et al. [158] presented a new hybrid algorithm that merges genetic
algorithms and ant colony optimization to tackle the issue of supplier selection. However,
it should be noted that this method may not yield optimal results in a dynamic marketing
environment characterized by uncertain or stochastic demand. Additionally, [159] proposed
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a supplier selection process for a supply chain that considers various selection criteria for
managing supply risks. [160] presented an integrated framework for the evaluation and
selection of a strategic supplier in a global sourcing environment. Moreover, [161] introduced
a new VIKOR method to handle the MCDM problem.

Some researchers have approached SCRM problems by utilizing automated reasoning
techniques that depend on encoding expert knowledge in the form of rules or cases. For
instance, [162] employed the association rule mining technique to define risk labels in SCs.
However, expert systems are not optimal for all problems, and considerable knowledge is
necessary to operate any of these systems effectively.

While ease of rule creation and modulation can be beneficial, it can also be a double-edged
sword. A system can be broken or vandalized by a non-knowledgeable user who can easily
add worthless rules or guidelines that conflict with existing ones. The absence of facilities for
system audit and detection of possible conflicts are reasons for the failure of many systems.

The dynamic and complex nature of SCRM decision-making, especially under uncertainty,
has led several researchers to adopt a network-based model to describe the various possible
states, their outcomes, and the feasible transitions between them [163]. A SCRM network
management process that captures inter-dependencies between risks has been developed in
[164]. Additionally, a comprehensive measurement approach for anticipating the complex
behavior of risk propagation has been provided by [165].

A multi-agent-based solution has been proposed in [166], where the architecture of each
agent includes concurrent individual and collective Belief-Desire-Intention structures to
support collaborative objectives. Moreover, [167] proposed a framework structured in two
modules based on Petri-net and agent-based modeling techniques for modeling disruptions
management. In another study, [168] proposed an Internet of Things-based risk monitoring
system for controlling product quality and occupational safety risks in cold chains. They
applied a fuzzy logic approach to evaluate the cold-associated occupational safety risk of
different cold chain parties.

The diversity of Al techniques and methodologies means that selecting the appropriate
one is crucial for effective decision support and managing supply chain risks. While several
Al techniques have been applied to SCRM as presented in Table 2.8, there is a lack of holistic
frameworks that integrate all risk management process steps while considering a decision
maker’s risk appetite. Additionally, current frameworks typically focus on optimizing a single
objective without modeling the trade-offs between conflicting and interdependent objectives.

While Al has numerous potential benefits in SCRM, there are also several disadvantages
to its use. Some of the main disadvantages of Al in supply chain risk management include:

o Limited understanding of context: Al algorithms are designed to analyze data and
identify patterns, but they may lack the ability to understand the context in which the
data is being used. This can lead to incorrect predictions and recommendations that
may not align with the actual risks and uncertainties in the supply chain.

o Data quality issues: Al algorithms rely heavily on the quality of the data they are fed.
If the data is incomplete, outdated, or inaccurate, the algorithm’s output will also be
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flawed. In some cases, Al can even amplify the effects of bad data by making incorrect
assumptions or generalizations.

o Lack of human oversight: While Al can automate many aspects of risk management,
it cannot replace the critical thinking and decision-making abilities of human experts.
Relying solely on Al to manage supply chain risks can lead to over-reliance on algorithms
and a lack of human oversight, which can increase the likelihood of errors and oversights.

o Cybersecurity risks: Al systems are vulnerable to cyber-attacks, which can compromise
the integrity and security of the data they analyze. Hackers can manipulate Al algo-
rithms to generate false data and misleading predictions, which can lead to significant
disruptions in the supply chain.

o Cost and complexity: Implementing Al in supply chain risk management can be expen-
sive and complex, particularly for smaller organizations with limited resources. The
cost of developing, implementing, and maintaining Al systems can be prohibitive, and
the complexity of these systems can make them difficult to use and understand for
non-experts.

Overall, while Al can be a powerful tool for managing supply chain risks, it is important to
be aware of these potential disadvantages and to use Al in conjunction with human expertise
and oversight.
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In this way, hybrid methods were born and proposed to remediate the lack and challenge
of each method separately and to optimize decision-making and make it more robust and
reliable.

2.5.5 Hybrid approaches

Integrated models are highly valued because each method has a unique function. How-
ever, choosing the most accurate approach is often a challenging and practical question
faced by supply chain managers. An inappropriate integrated model can lead to disastrous
consequences and the failure of the system [175].

Managers need to manipulate a wide amount of information during the decision-making
process in order to reach a rational decision. This information can often be uncertain, incom-
plete, and even contradictory to each other.

MCDM techniques are widely utilized and highly effective in aiding decision-making pro-
cesses amidst uncertainty. Integrated MCDM methods are particularly favored by researchers
for their capability to solve intricate problems in this context. However, they have the con-
straint of capturing sound judgment in decision-making due to the implication of linguistic
data. Therefore, it is recommended to integrate fuzzy concepts with AHP to converge the
objectives of supply chain managers. Some works can be cited; for example, [76] described a
fuzzy AHP and fuzzy TOPSIS integrated approach to quantify SCRs. Their approach had the
advantage of not just considering the likelihood of risk events in analyzing SCRs, but also
accounting for their impact. However, the method fails to consider risk inter-dependencies
and cannot be used to conduct time-varying analysis. In a separate study, an orders of magni-
tude AHP-based ex-ante SCR assessment model was developed by [176]. Also, [177] offered
a method for quantifying SC risks and integrated AHP with the TOPSIS technique using the
neutrosophic set to better deal with uncertainty, vagueness, and inconsistency of information.

In supplier selection problems, [178] applied fuzzy AHP to identify performance and
risk-based decision criteria for supplier selection. Multi-criteria supplier selection models
incorporating two different types of risk models were developed by [83]. Additionally, [179]
presented a decision support system to model risks for procurement processes.

The study conducted by [175] proposed a decision support model for selecting logistics
providers based on quality function deployment and TOPSIS for the agricultural supply chain
in France. [180] developed a risk assessment model that enables a structured analysis of
the aggregative risk associated with implementing various green initiatives in the fashion
industry supply chain. [181] applied the fuzzy DEMATEL method to identify the interactions
between supply chain resilience criteria. Furthermore, [182] proposed a fuzzy FMEA based
on the VIKOR method and fuzzy set theory to prioritize failure modes. Additionally, [183]
proposed an MCDM method using DEMATEL based on ANP with FVIKOR to judiciously
select suppliers based on important criteria.

The Analytic Network Process (ANP) is a generalized structure of the Analytic Hierarchy
Process that overcomes some obstacles, such as the failure to consider interactions among
factors. [184] established a risk assessment model using fuzzy-grey comprehensive evaluation
and AHP.
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According to the available scholarly sources, it has been acknowledged that classical fuzzy
sets may not consistently provide satisfactory results and can be inadequate in addressing the
imprecision of concepts related to subjective assessments made by human decision-makers.
Conversely, Intuitionistic Fuzzy sets are recognized as advantageous instruments for tackling
the inherent ambiguity in decision makers’ judgments, particularly in intricate environments
where information or data regarding the problem is limited. Hence, as documented in Boran
etal. [185], the integration of both classical and Intuitionistic Fuzzy sets in hybrid approaches
can offer substantial advantages and maximize the potential benefits.

SCRM researchers have fundamentally mistreated the significance of sustainability issues.
For example, [186] tried to bridge sustainability and SCRM but without evaluating SCRM.
[187] used FAHP to prioritize risks in green SC. The analysis of the results indicates that oper-
ational category risks are the most important risks in green supply chain (GSC). Additionally,
[188] proposed a model that can measure effectiveness, efficiency, and productivity in an
uncertain environment and submitted a ranking model based on the fuzzy inference system
for sustainable supplier selection.

The hybridity of Al applications associated with other qualitative or quantitative methods
is available in the literature review, as presented in Table 2.9. Decision trees and neural
networks have been tested by [189] for accounts receivable risk analysis. Another emerging
field is process mining, applied to compliance checking in [190]. The results of the litera-
ture can contribute to supporting decisions in these practical problems [191]. Integrated
methodologies have received relatively less focus in the existing literature. For instance, [17]
categorized SCRM research appearing between 2003 and 2013 and found that among 159
quantitative-based articles, 119 articles used individual methods, and only 40 articles pro-
posed integrated methods. Certain techniques can be integrated to enhance the performance
of the original methods or to overcome their limitations. Consequently, integrated methods
will likely play a dynamic and vigorous role in the area of SCRM in the future.

A hybrid approach in SCRM can be advantageous in several ways. Firstly, it can provide
a more comprehensive and accurate representation of the supply chain risk landscape by
leveraging the strengths of different techniques and methodologies. For example, a hybrid
approach that combines simulation modeling with machine learning can provide a more
accurate prediction of supply chain disruptions.

Secondly, a hybrid approach can facilitate better decision-making by providing a more
holistic view of the risks and their impact on the supply chain. By integrating different
techniques and methodologies, a hybrid approach can capture the various interdependencies
and trade-offs between different risks and objectives, which can help decision-makers to make
more informed and effective decisions.

Thirdly, a hybrid approach can enhance the flexibility and adaptability of the SCRM
process. By incorporating different techniques and methodologies, a hybrid approach can
be customized to suit the specific needs and requirements of different organizations and
supply chains. This can enable organizations to better manage and respond to changing risk
scenarios and emerging threats. Overall, a hybrid approach can offer several advantages over
a single-method approach in SCRM, including improved accuracy, better decision-making,
and increased flexibility and adaptability.
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2.6 Overview of decision support system for SCRM

In this section of the thesis, we will provide an in-depth analysis of Decision Support
Systems (DSS) in the context of SCRM. Specifically, we will examine how DSS can aid in the
decision-making process to mitigate supply chain risks and improve SCRM performance. Our
work will be based on the proposition of a DSS for Supply Chain Risk Management, which is
specifically designed to help evaluate and assess risks in the supply chain.

The DSS utilizes advanced technologies to provide real-time data analysis and visualization
tools to aid decision-making in SCRM. It enables organizations to identify potential risks
in the supply chain, evaluate their impact, and take appropriate measures to mitigate them.
The system also provides a platform for communication and collaboration between various
stakeholders in the supply chain, including suppliers, distributors, and customers, to enhance
the overall risk management process.

2.6.1 Decision support systems

The concept of a DSS has been defined as a computer-based system that consists of
three interacting components, according to some scholars [196]. These components are not
standalone entities, but rather work together to support decision-making processes, The three
components of a DSS as defined by [196] are as follows:

o Language system: This component serves as a mechanism to facilitate communication
between the user and other components of the DSS. It provides a user-friendly inter-
face that allows the user to input and receive information in a manner that is easy to
understand and use.

e Knowledge system: This component acts as a repository of problem domain knowledge
and is embodied in the DSS as either data or procedures. The knowledge system is
responsible for storing information related to the problem at hand, such as data on
suppliers, inventory levels, and pricing information. It may also include procedures for
analyzing and interpreting data to aid in decision-making.

e Problem-processing system: This component serves as a link between the other two
components and contains one or more of the general problem-manipulation capabilities
required for decision-making. It processes the information provided by the user through
the language system and uses the knowledge system to generate solutions to the problem
at hand. The problem-processing system may include mathematical models, algorithms,
or other tools for analyzing and interpreting data. It also provides feedback to the user
through the language system, allowing them to refine their inputs and obtain more
accurate results.

DSS are computer-based tools designed to assist decision-makers in semi-structured
decision-making tasks. According to Scott Morton [197], DSS aim to support rather than
replace the judgment of decision-makers by providing them with relevant information and
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tools to aid their decision-making process. DSS can assist in improving the quality of decision-
making by providing a structured and systematic approach to decision-making, and by
enabling decision-makers to analyze and evaluate different scenarios and alternatives.

DSS are particularly useful in situations where decisions involve multiple criteria or factors
that need to be considered, such as in supplier selection, risk management, and resource
allocation. By providing decision-makers with access to relevant information and analysis
tools, DSS can help reduce the level of uncertainty and ambiguity associated with decision-
making.

While DSS can improve decision-making quality, they are not intended to replace human
judgment entirely. Decision-makers still need to exercise their judgment and expertise in
interpreting the information provided by DSS and making decisions based on their own
experience and knowledge.

The foundation of the idea of decision support is based on the harmony between human
judgment and computer processing. It is primarily a tool for formalizing decision-making
processes and is used to tackle complicated problems by relying on models and data. However,
it should be noted that it does not replace the decision-maker, but rather assists them in making
informed decisions.

2.6.2 Decision-making levels

In order to effectively manage a supply chain, decision making is divided into three levels
based on the time horizon for which decisions are made. These levels include strategic,
tactical, and operational decision-making. At each level, different types of decisions are made
based on the time horizon, scope of the decision, and level of detail involved. One critical
aspect of decision-making at each level is risk management, as the potential for disruptions,
uncertainties, and variability in the supply chain can have significant impacts on overall
performance. Therefore, it is important to consider risk mitigation strategies at each level of
decision-making to ensure the overall success and resilience of the supply chain. Some issues
and work related to each decision level are listed in Figure 2.4.

o Strategic level: At the strategic level, all major decisions are consolidated. These deci-
sions involve long-term plans (ranging from 6 months to several years) and provide
direction and guidance for action, such as identifying new business partners, choosing
suppliers and subcontractors, designating new areas for inventory storage in a distribu-
tion center, creating a new product, configuring and operating the supply chain, and
establishing financial goals. This level involves making high-level decisions that set
the direction of the supply chain. It is the responsibility of top-level managers and
focuses on the big picture. At the strategic level, risk mitigation involves considering
alternative scenarios and building flexibility into plans. Managers should evaluate the
risks associated with different supply chain configurations and develop contingency
plans in case of unexpected events. For example, companies may use scenario planning
to assess the potential impact of geopolitical risks, changes in regulations, or natural
disasters.
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o Tactical level: The level of tactical decisions involves decisions that need to be imple-
mented in the medium-term (ranging from a few weeks to a few months) to execute the
company’s strategy. These decisions focus on managing the company’s resources and
involve planning activities based on the available resources for a specific time period.

The tactical level involves translating strategic decisions into actionable plans that can
be executed by middle managers. It focuses on optimizing supply chain performance in
the medium-term. Risk mitigation at this level involves balancing conflicting objectives
such as cost, customer service, and inventory levels.

Managers should use analytics and modeling tools to analyze data and optimize supply
chain performance. They should also collaborate with suppliers and customers to align
demand and supply and reduce the risk of disruptions. For example, companies may
use predictive analytics to forecast demand and adjust production plans accordingly.

e Operational level: At the operational level, decisions are more focused in terms of scope
and time, typically limited to daily or weekly decisions. Tactical decisions made at this
level are aimed at creating detailed production or scheduling plans that are applicable
at the workshop or logistics area level.

The operational level involves executing plans on a day-to-day basis and ensuring that
the supply chain runs smoothly. It is the responsibility of front-line managers and
workers and focuses on short-term execution. Risk mitigation at this level involves
developing processes and procedures that ensure that the supply chain runs smoothly.

Managers should establish clear communication channels and response protocols to
address unexpected events. They should also invest in technology and automation
to improve efficiency and reduce the risk of errors. For example, companies may use
real-time tracking and monitoring systems to track shipments and proactively identify
potential disruptions.

The impact of a decision within a company can take various forms, and they can be broadly
classified into two families: short-term impact and long-term effects. The former influences
the physical resources available to the company, while the latter can lead to a change in the
company’s operating strategy. For example, if an important customer makes a request that the
company cannot satisfy, it may result in losing the customer, leading to regrettable long-term
effects on its sales, competitiveness, and brand image.

Decisions taken internally typically result in changes in the company’s immediate envi-
ronment, including customers and direct suppliers. However, as these decisions spread, their
effects can extend to all partners in the supply chain. Therefore, it is crucial to consider the
potential impacts of decisions on all stakeholders, including partners in the supply chain, to
ensure long-term success and sustainability.

2.6.3 Comparison between the steps of a DSS and the SCRM

The decision-making process involves a sequence of predefined steps, consisting of four
main phases: problem definition, alternative generation, alternative selection, and implemen-
tation of the chosen alternative.

52 CHAPTER 2. SUPPLY CHAIN RISK MANAGEMENT



2.6. OVERVIEW OF DECISION SUPPORT SYSTEM FOR SCRM

oy "

\2 Procurement } Produciion 2 Distribution } Sales
e e

E - Materials programme - Plant location - Phy=ical distribution - Product programme
EIJ - Bupplier zelection - Production svstem structura - Stratesic sales

E Persomne] planni

= - Pears anming as .

& | - Material requirements IS”’E“.P“&“‘:’““ - Distribution - Mod-term sales
E planning —C it.g' lanmine plannmnge planning

e - Contracts Spaciy B =

B ~ |

2 o . - Lot sizing - Warehousng - Short-term zales
& gf;;’.mfl pl“”mgﬂ e O -Machine scheduling 4 replemishment 4 plaming
E e : - Ehop floor Control - Tranzpeort plannimg
4]

~— . Flow of goods 4—» Information flows

Figure 2.4: Decision levels in the supply chain.

The first stage of the decision-making process is the generation phase, during which all
possible alternatives are identified and selected for later comparison. This step should be
carried out carefully to exclude impossible solutions and ensure all necessary information is

collected.

The second stage of the process is the sorting phase, where the potential solutions are
classified according to predetermined criteria. Each solution is evaluated based on its perfor-
mance in terms of meeting the decision maker’s objectives. The subjectivity of the decision
maker plays a significant role in this stage through the weighting of selection criteria and
comparison of performance with personal preferences.

The third stage of the process is the choice phase, which is often the most challenging due
to the conflicting nature of different objectives and uncertainties. Once the choice is made, it
is important to document the information gathered to provide feedback that can be utilized

in future decisions.

Although there is significant overlap between the decision support system process and the
SCRM procedure, there is currently no unified decision support methodology that integrates
the numerous existing methods, approaches, and techniques to assist managers in the risk

management procedure.

Although there are notable differences between a DSS and SCRM, they both share similar-
ities in their decision-making approach as mentioned in Figure 2.5. Both involve a systematic
process that follows several steps. In a DSS, the steps include data collection and analysis,
model development, solution generation, solution validation, and solution implementation.
Similarly, the SCRM process involves identifying risks, assessing the likelihood and poten-
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Figure 2.5: Comparison between the decision support system process and the SCRM process.

tial impact of those risks, developing strategies to mitigate those risks, implementing those
strategies, and monitoring their effectiveness.

While a DSS is designed to support decision-making across a wide range of business
functions, SCRM specifically focuses on managing risks in the supply chain. Moreover,
while a DSS can support decision-making at all levels of an organization, SCRM is primarily
concerned with operational and tactical decision-making within the supply chain. Despite
these differences, both DSS and SCRM can help organizations make informed decisions
that minimize risk and maximize performance. By leveraging data and analytical tools,
organizations can gain valuable insights into their supply chain operations and make more
effective decisions to manage risks and enhance overall performance.

2.6.4 Literature mapping through bibliometric network

Literature mapping through bibliometric network analysis is a method that allows for the
visualization of relationships between articles and their authors. This method involves the use
of citation analysis and data mining to identify key articles, authors, and research topics within
a given field. By mapping out these relationships, researchers can gain a better understanding
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of the evolution of research in a particular field and identify areas where additional research is
needed. This approach has been used in various fields, including supply chain management,
to track the growth and development of research over time. By applying this method to
the study of decision support systems in supply chain risk management, researchers can
gain insights into the most influential articles and authors in the field and identify emerging
research trends.

Figure 2.6 illustrates the trend in the number of articles mentioning decision support
systems in the context of supply chain risk, sorted by year of publication from 2003 to 2023.
The graph reveals a gradual increase in the research community’s interest in decision making
and decision support in the supply chain over time. Boolean logical operators (AND/OR) were
utilized to refine the search by combining keywords. The search query employed the terms
"supply chain risk*" AND ("decision support" OR "decision support system" OR "decision
support systems" OR "decision making") to retrieve articles from the Scopus database. The
selection process involved screening the titles and abstracts of the articles to identify the most
relevant manuscripts for review. A total of 8,774 articles published in 160 different journals
were selected and reviewed. By the end of 2022, the number of published articles on this topic
had reached 1,870, as depicted in Figure 2.6. This clearly demonstrates the growing interest
of the scientific community in this field of research.
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Figure 2.6: Distribution of the number of articles dealing with DSS in SC

The papers that were analyzed had been published across 160 distinct academic journals.
These journals are predominantly indexed by Scopus or are housed in reputable libraries,
including Springer, Elsevier, Taylor & Francis, and Emerald, as indicated in Table 2.10.

To do the bibliographic analysis, the articles chosen from the Scopus database were
imported into the VOSviewer® 1.6.18 software in CSV format.

VOSviewer is a bibliometric mapping and network analysis tool that allows researchers
and practitioners to visualize and analyze the relationships between scientific publications,
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Table 2.10: Main papers published on DSS by journal and publisher (2003 to 2023).
Journal Impact | No. of Publisher
factor* | papers

International Journal Of Production Research | 2,78 340 Taylor and Francis.
International Journal of Production Economics | 2,81 243 Elsevier
Journal Of Cleaner Production 1,92 183 Elsevier.
Computers And Industrial Engineering 1,78 151 Elsevier.
Annals Of Operations Research 1,17 129 Springer Netherlands
Benchmarking 0,89 125 Emerald Group Publishing.
International Journal Of Logistics Manage-| 1,5 101 Emerald Group Publishing.
ment
Supply Chain Management 2,39 95 Emerald Group Publishing.
Production Planning And Control 1,66 92 Taylor and Francis.
Transportation Research Part E Logistics And | 2,84 92 Elsevier.
Transportation Review
International Journal Of Logistics Systems And | 0,36 76 Inderscience Enterprises.
Management
Industrial Management And Data Systems 1,01 74 Emerald Group Publishing.

authors, institutions, and keywords. VOSviewer provides a comprehensive platform for
mapping and analyzing the structure and evolution of scientific fields and subfields, as well
as for analyzing collaboration patterns and author productivity.
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Figure 2.8: Highlighting of the most important decision support methods by Vosviewer.

VOSviewer is a tool that functions by gathering data from multiple sources, including
bibliographic databases like Scopus and Web of Science. It then creates a network map
that displays the connections between scientific entities, such as authors, institutions, and
keywords. These entities are represented by nodes and the connections are represented by
edges. VOSviewer provides several tools for analyzing the network, including measures of
centrality, community detection, and cluster analysis. The tool is customizable and is widely
used in bibliometrics, information science, and science of science research.

The choice to use VOSviewer was based on its ability to handle large amounts of data and
provide a range of visualization, analysis, and search options. The nodes in a bibliometric
network can represent anything from authors to journals to keywords, and the edges represent
the connections between them as presented in [198]. The VOSviewer program places the
nodes in a way that reflects their degree of relatedness, with closer nodes indicating a stronger
relationship. Overall, VOSviewer is a useful tool for exploring scientific fields and analyzing
the relationships between scientific entities in a network perspective. First, we conducted a
mapping exercise of decision-making models and support systems for SCRM from 2003-2023.
We utilized the co-word analysis method, which allows for the identification and construction
of a discipline’s identity. In total, 7274 keywords were identified from the selected CSV files
using VOSviewer’s "co-correlation" map, "all keywords" analysis unit, and "complete count"
approach. To streamline the co-word network, we limited the number of terms to 200, with
each keyword requiring at least 10 citations to be included. We excluded keywords that
were not directly related to SCRM decision-making models and support systems, resulting

CHAPTER 2. SUPPLY CHAIN RISK MANAGEMENT 57



2.6. OVERVIEW OF DECISION SUPPORT SYSTEM FOR SCRM

in a list of representative keywords. We grouped these keywords into clusters based on
their total co-occurrence link strength, as shown in Figure 2.7 and Figure 2.8. The figures
display co-word networks in different colors, representing clusters of the most frequently
used decision-making methods in SCRM.

When we used the co-word technique to map the literature, we discovered that the most
frequently used methods for multicriteria decision making are MCDM (n = 95), Analytical
Hierarchy Process-AHP (n = 117), Artificial intelligence (n = 73), Simulation (n = 75), Topsis
(n = 54), Fuzzy Logic (n = 52), Sensitivity Analysis (n = 20), Bayesian belief networks (n =
52), vikor (n = 12), and several others.

Overall, our analysis using co-word analysis has revealed that a wide range of decision-
making methods and support systems have been used in the field of Supply Chain Risk
Management. Among these, multi-criteria decision-making, Analytical Hierarchy Process,
and Artificial Intelligence have emerged as the most commonly used methods. While these
methods differ in their approach and application, they share the goal of enabling organizations
to make informed decisions that minimize risk and maximize performance in the supply
chain. By identifying these key methods, our study can help researchers and practitioners to
better understand the landscape of decision-making in SCRM and provide insights for future
research in this area.

2.6.5 Literature review

To reduce complexity, decisions are made even in completely uncertain situations. The
fundamental challenges in decision making include optimality, multiple objectives, risk,
uncertainty, and complexity. In recent years, there has been a significant shift in the focus
of DSS towards risk assessment. Both industry experts and scholars are advocating for the
development of DSS to assist businesses in evaluating their SCRs and selecting appropriate
mitigation strategies [52].

To summarize, the research on DSS for SCRM is still in its early stages. For instance, [199]
has created an AHP model to aid the automotive industry in selecting suppliers, with decision-
making issues addressed through expert choice software. [76, 200] have used structured
techniques to evaluate risk probability employing AHP and fuzzy-TOPSIS. [97] has also
established a method that combines fuzzy AHP with fuzzy TOPSIS algorithm to aid in
decision-making. Although AHP can be an appropriate option, it is insufficient to link
customer values to the decision-making process.

An original DSS for the design, management and control of warehousing systems with
solid Database Management System (DBMS) architecture have been developed by [201], the
benefits due to the adoption of that DSS were summarized as a dashboard of key performance
indicators. Adding to [179] had proposed a novel decision support framework which helps
the buyer to make optimal and robust procurement decision.

As per [120], it is important to combine various decision support techniques into a strong
system that can help professionals dealing with complex decisions involving multiple stake-
holders and objectives amidst uncertainty. Additionally, the importance of analytical MCDM
tool has been confirmed by [202]. Another study by [35] introduced a two-step DSS method-
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ology for mitigating SCRs.

Some academic articles have used game theory to tackle the SCRM problem, particularly
when considering competition between two supply chain plans, as mentioned in reference [64].
For example, reference [203] developed a comprehensive decision support system framework
that includes the identification, assessment, and analysis of risk networks. In addition,
reference [204] applied game theory to study the competition between two closed-loop
supply chains that involve manufacturers, retailers, and recyclers in uncertain environments.

Recently, there has been a push to advance the field of SCRM. For instance, in [205], an
intelligent purchasing decision support system was proposed for small retailers. In addition,
[206] conducted a comprehensive analysis of strategies and decision-making practices related
to the impact of terrorism risks on SCRM and security. Furthermore, [144] developed a
multi-phase, intelligent decision support system that is based on knowledge and is designed
to manage operational risks across the complete supply chain. It should be noted that their
study primarily concentrates on the operational decision-making stage.

Table 2.11 displays a summary of DSS for SCRM mentioned in this section with respect to
the SCRM process, approaches, industry type treated in a case study and methodology.

From the summary it can be note that most studies were mainly focused on the assessment
of the SCR profile but did not improve the selection of effective mitigation measures to abridge
the risk of this risk [76]. It can be mentions that there is not an effective DSS that able the
supply managers to select appropriate mitigation actions when a threat of risks occurs. So
they just focus on one stage of SCRM process as [189, 207, 208].

Overall, it has been noted that numerous papers have focused on either an individual or
an integrated decision-making model, without necessarily developing an effective DSS [175].
Each research concentrate on a single problem and the most treated is the supplier selection
as presented in table 2.11 [29, 209, 210, 211].

Some works [29, 209] take into consideration the relationship between profit and cost. But
most of the works doesn’t make an evaluation of the chain’s performance and also doesn’t
show the increase in profits and the reduction of the overall costs of the SC after the application
of their methodologies as [212]. Then, It can be saying that is an area that still lacks work and
deserves more interest because it is profitable.

One idea related to the lack of real-time reaction to risks is the absence of up-to-date
information in decision-making processes. Many businesses have systems in place to collect
data on risks, but this information is often not updated frequently enough to be useful in
real-time decision making. This can lead to delayed reactions to emerging risks and missed
opportunities to mitigate them.

For example, if a business only updates its risk assessment once a year, it may miss
important changes in the risk landscape that occur between assessments. In contrast, a system
that provides real-time risk monitoring and analysis can help businesses quickly identify and
respond to emerging risks. Such a system can also help businesses evaluate the effectiveness
of their risk mitigation strategies and adjust them in real-time based on actual information,
rather than relying on outdated data.

CHAPTER 2. SUPPLY CHAIN RISK MANAGEMENT 59



2.6. OVERVIEW OF DECISION SUPPORT SYSTEM FOR SCRM

reuonerado :O ooy, i1, 01393e1G 1§ SULIOTUOW A UOT)ESHIW JA] JUSWISSISSE Y UOTedYUaPT |

e) [ednewayIeIN Suminos ren(g sardurexs [eorrowmy - e - - [917]
Lpueg A1091) owren) JUSWIUOIIAUS UTeLIdOU) jodIeW A19)3eg N [302]
Ansnpur a[nxa}

e} SUOTJE[NWIG | WSISAS AIOJUDAUI U JO AJUrepradu) | Uerensny ay} Wolj ase)) - e e o [c17]

- - S[eLId}eW [edNLID) - - e e @ [¥12]

9] uonenuIg A3010d0) rom3au ureyd Ajddng uonedrdde aydurexs uy - e o o [c12]

- Surururer3oxd reaury syst1 ap1s Ajddng aATIOwoINY e o o o [62]

S wa)SAs yuade-niN juswadeuew SISIT) | 9dedg pue asusya(] SNITy - - e e [s07]

®) dUV ‘vaAda so1Is130] U013 [epowynA | SOUSI30[ U913 [epowNA - - e e [20Z]

uon

S AI0O-dHV pauIquio)) | -edo[[e I9pIo pue uondafas rddng Ansnpur A319us01g - - e e [oz1]
Suruurerd

G |-oxd reaur] 1a3ajur paxiN uondapes o ddng uorjedridde Teorrowmy e - - - [01Z]

0Sd ‘uvonezrwndo wiremg ©aI0Y YInog

O |’Ssa  paseq-a3pamouy] juoweGeuew ysii feuonerad | ur  Auedwod  sotuOII[H - e e o [$91]
[Ppowt

- | vonesrundo  ‘uonEINWIG | UOTIEdO[E I9PIO 1 Uond[as 1a1ddng - - - e o [60Z]
Surddew a3pa

O |-Mowy ‘syuale dIEM}JOS UOT eI ST uonjezrue3io JJ e o o o [z12]

- Sururw eye(q 9[LAIDII SJUNOIIY - - - e - [681]
INADIN

S | “‘SISdOL Azzny ‘JHV-Azzny uonoapes wrddng Auedwod Areuonoayuo)) - e e o [112]

Suruwrer8oxd eon) pue uorn}

- | vogeNWIS OfIE) SJUOA | -BdO[[e ISPIO 2§ UondaYes 1arddng I0}ONPUODTWIDG e o o o [6/1]

S A1091) owren) Ayureyrooun A[ddng - - - e e [c0z]

O INADN Azzng yuswadeurw sanIOe] suipimqdyo | - - e e [z02]

- $931) UOTSIOd(] SIOMaWIeIj UOTSId(] Ansnpur purm-aIoysyO - e e o [ce]

S INADIN +dHV uonoa[as 1o ddng Ansnpur sanjowoyny - e - e [667]

W IN V 1
(o“L’s) (reonAteue/teorndwy) S
ssa ASo[opoy3eAl eare wa[qo1J aydoxddy §s3201J JARIDS

TARIDS ut pasn (§SQ) swagshs poddng uorsa <11°C 21941

CHAPTER 2. SUPPLY CHAIN RISK MANAGEMENT

60



2.7. CONCLUSION

2.7 Conclusion

Although some authors denounce "the hope of mechanizing decision-making", the repre-
sentation of the decision-making process remains an important issue to better understand
and thus better help decision-makers in their daily work.

But what then is the role of this standardization? Identification - assessment - treatment,
called risk management, if not a rule that ensures that the components of the decision process
are in the right order and each one is the "best possible".

Starting from the principle that "the decision begins where the calculation ends", we have
concluded that any decision related to the management of cooperation in supply chains
contains a mandatory risk component. The risk management process is therefore considered
as an approach that must be followed in order to make "good" decisions.

The starting point of our study was the definition of supply chain risk management. We
have tried to enrich and complete this definition by bringing not only an intra-organizational
but also, and more importantly, a cross-organizational view in the context of a supply chain.

This chapter has a dual purpose. On the one hand, it allows us to present the current state
of the art on the notions of decision-making, risk and risk management in the supply chains.
On the other hand, based on this state of the art, it allows us to conclude on the role of DSS to
support the management of collaboration within supply chains.

In the context of SCM, the tools used to identify and characterize risks, and classify them
into different categories, are not fundamentally different from general approaches such as
expert opinion, brainstorming, risk matrix, simulation, among others. However, the challenge
arises when dealing with uncertainty, contradictory and incomplete information, which are
common in SCRM. Therefore, in this study, a novel approach will be adopted to address
this challenge, by using neutrosophic logic as the main tool for dealing with uncertainty
and incomplete information. Neutrosophic logic is an extension of fuzzy logic that has been
developed to handle information that is simultaneously indeterminate, contradictory, and
imprecise. A detailed explanation of neutrosophic logic and its application in SCRM will
be presented in the next chapter of the thesis. The main objective is to collect and analyze
uncertain, inaccurate, and contradictory information in real-time, to facilitate effective risk
assessment and decision-making.
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3.1. INTRODUCTION

3.1 Introduction

THis chapter presents the methodological tools essential for the development of the ap-
proaches proposed in the context of this thesis.

Mono-criteria optimization aims to determine an optimal solution, which maximizes or
minimizes the objective considered. However, in the majority of decision-making scenarios,
this model is insufficient to capture the issues we encounter, because the decision-maker
frequently tries to accomplish a number of goals that may be at odds with one another.

The first section of this work provides a detailed explanation of Neutrosophic logic and its
significance in handling uncertain and contradictory information. Neutrosophic logic is a
valuable tool that can be used to model and analyze fuzzy and ambiguous data in various
fields, such as medicine, engineering, and finance. In the following section, we introduce
the Analytic Hierarchy Process (AHP), which is a popular multi-criteria decision-making
technique that is widely used to address complex decision-making problems. We explain
the fundamental concepts and principles of the AHP approach and the reasons behind our
decision to use the Neutrosophic AHP approach, which combines the strengths of both
Neutrosophic logic and AHP to handle complex decision-making problems involving hazy
and amorphous data. The Neutrosophic Data AHP approach has been extensively applied in
various fields and has proven to be effective in addressing complex decision-making problems.
By combining these two approaches, we can provide decision-makers with a more reliable
and accurate analysis of alternatives, and help them arrive at better-informed decisions. In
the subsequent chapters, we will demonstrate the effectiveness of this approach in practical
decision-making situations.

3.2 Neutrosophic logic

We know that in classical double-valued logic, the variable takes one of two values 0,1
, i.e. true, false only, but with the passage of time and the development of science, it has
been observed that true and false alone are not enough to represent all logical forms, so
scientist Lotfi Zadeh in 1965 introduced the concept of fuzzy set theory [217] to deal with
these problems . Then, at the end of the eighties, many ideas appeared in this field, which
called everyone to pay attention to it, What distinguishes the fuzzy set from the classic group
is that it allows an element to belong partially, while the classical group element belongs to it
or does not belong to it at all, and after that, Atanasoff in 1983 [218] introduced intuitionistic
fuzzy set as a generalization of fuzzy sets, where Atanasoff added to the definition of the fuzzy
group as a New component, the degree of non-membership, fuzzy groups give the degree of
membership of an element of a group (and the degree of non-membership =1 - degree of
membership), while the intuitionistic fuzzy set intuitively give the degree of membership
and the degree of non-membership each of them independently of the other, the condition is
that the sum of these two scores is not greater than one. The figure 3.1 accompanying this
work illustrates the progression of logics over time.

Here is the definition of Fuzzy Set and Intuitionistic Fuzzy Set.
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Classical logic (Aristotle)

Figure 3.1: The progression of logics

3.2.1 Fuzzy set

According to [219], the basic idea of fuzzy logic is to define the truth value (T) of an
assertion by a number which varies between 0 and 1 progressively, unlike classical binary logic
which only manipulates the values 0 and 1. The theory of fuzzy subsets used by fuzzy logic
is different from classical and binary set theory, fuzzy logic is a set of mathematical principles
for the representation and manipulation of knowledge based on degrees of membership T(
x) included in [0,1], This logic is based on the theory of fuzzy sets invented by Lotfi Zadeh
[217].

Let X be a non-empty finite set, the fuzzy set A of X has the form:

A={(z, pa(@)iz € X & palx) € 0, 1]} (31)

W here function pa : X — [0, 1].
It represents the degree of membership of the elements x (z € X)) in group A.

o If it was pi4(zo) = 1, then we say: x belongs to A.
o If it was y14(z1) = 0, then we say: z; does not belongs to A.

o If it was j14(z2) = 0.4, then we say that the membership value of z, in A is 0.4

When it is always equal to zero or one we get the classical group in X.
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3.2.2 Intuitionistic fuzzy set

The basic idea of intuitionistic fuzzy logic is to characterize each logical assertion in a 2D
space, where each dimension of the space represents, respectively, the truth (T) and the false
(F) of the assertion under consideration, where T, F are the real subsets.

A collection of mathematical principles has been formulated for the purpose of repre-
senting and manipulating knowledge, utilizing degrees of membership represented by the
function T(x), as well as non-membership denoted by the function F(x), both of which are
contained within the range [0,1]. This logic has been based on the theory of intuitionist fuzzy
sets, which was introduced by Atanassov in 1988 [218].

Let X be a non-empty finite set, the intuitionist fuzzy set A of X has the form:

A= {(z, pa(@), Va(@)iz € X & puala) € 0,1], Va() € [0, 1]} (32)

Where pua: X — [0, 1].
Where Vy : X — [0, 1].

Define, in order, the degree of membership and the degree of inorganicity of element x in
group A, and it is:

0 < pa(z) +Va(z) <1 So (3.3)
ma(z) = 1 — (pa(@) + Va(z)) (34)

is called the degree of frequency for x in A, with 0 < 74(x) < 1.

In addition to the explanation of intuitionistic fuzzy sets, it is worth noting that intuitionistic
fuzzy sets have an advantage over fuzzy sets in that they allow for a more flexible and nuanced
representation of uncertainty. With fuzzy sets, an element can only belong partially or not at
all, while with intuitionistic fuzzy sets, an element can also have a degree of non-membership,
which represents the degree to which the element is not a member of the set. This additional
degree of non-membership allows for a more nuanced representation of uncertainty, making
intuitionistic fuzzy sets particularly useful in decision-making scenarios where uncertainty is
a significant factor.

In 1995, Florentin Smarandache, a Romanian-American mathematician and philosopher,
introduced neutrosophic logic [220] as an extension of fuzzy logic, specifically intuitive
fuzzy logic. Smarandache introduced a new component to the degrees of belonging and
non-belonging called the degree of indeterminacy.

The benefit of adopting neutrosophic logic is that it makes a distinction between absolute
truth, which is a truth in all conceivable worlds, rated as 17, and relative truth, which is a
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truth in one world only, designated by 1, where 17 > 1. And similarly, neutrosophic logic
distinguishes between the absolute falsehood, denoted 0~, and the relative lie, marked 0, in
the same situation, where 0 > 0.

We can express it in the form:
0=0-§&,1"T=14+¢&

Where & is a very small positive number.

e In neutrosophic logic, the sum of the components is not necessarily 1 as in classical and
fuzzy logic, but any number between ~0 and 3%, which allows neutrosophic logic to
be able to deal with paradoxes, propositions which are true and false at the same time:
thus NL(paradox) = (1,1, 1). Fuzzy logic cannot do this because in fuzzy logic the sum
of the components must be 1.

¢ In neutrosophic logic, in a simple way, each logical variable x is described by an ordered
triple. x = (%, i, f) where t is the degree of truth, f is the degree of false, and i is the level
of indeterminacy. As featured in[221].

In which:

1. Neutrosophic logic preserves consistency with classical logic and fuzzy logic in
the particular case when: t +i + f=1.

2. In the case of incomplete information about the variable it has: ¢+ i+ f<1.

3. In the case of contradictory information about the same variable then: t+ i+ f>
1.

The table 3.1 presents an in-depth comparison of various types of logic, highlighting
their similarities and differences. More generally, Samarandakha defined the neutrosophic
components by form, as described in the reference [221].

Suppose a company is trying to evaluate the feasibility of a new project. The company
has gathered some information about the potential market demand for the project, but the
information is incomplete and contradictory.

Incomplete Information: The company has surveyed a sample of potential customers and
found that 30% of them are interested in the project, but they are unsure about the level of
interest among the broader population. They estimate that there is a 30% chance that the true
level of interest is higher, a 10% chance that it is lower, and a 50% chance that it is the same as
the sample.

Using neutrosophic logic, the company can represent the degree of truth, indeterminacy;,
and falsehood for the market demand variable as follows:

(market demand) = (0.3, 0.5, 0.1)

The sum of the truth, indeterminacy, and falsehood values is less than 1, which satisfies
the first rule of neutrosophic logic for incomplete information.
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Contradictory Information: The company has also gathered some expert opinions about
the potential market demand for the project, but the opinions are conflicting. One expert
believes that there is a high level of interest in the project, while another expert believes that
the project is unlikely to be successful. The company estimates that there is a 50% chance that
one expert is right, a 30% chance that they are both partially right, and a 40% chance that they
are both wrong.

Using neutrosophic logic, the company can represent the degree of truth, indeterminacy,
and falsehood for the expert opinions variable as follows:

(expert opinions) = (0.5,0.3, 0.4)

The sum of the truth, indeterminacy, and falsehood values is greater than 1, which satisfies
the second rule of neutrosophic logic for contradictory information. The company can then
use these neutrosophic tuples to combine the information and make a decision about the
feasibility of the project. For example, the company might define a variable called (feasibility)
and use the neutrosophic operator AND to combine the market demand and expert opinions
variables:

(feasibility) = (market demand) AND (expert opinions)

The resulting neutrosophic tuple for (feasibility) will capture the uncertainty, incomplete-
ness, and contradiction in the information that the company has gathered and provide a more
nuanced and comprehensive view of the feasibility of the project.

Also, let’s take the example of a production company that uses raw materials from various
suppliers. The company must ensure that the raw materials it purchases are of good quality
and meet safety standards. However, the company may receive contradictory or incomplete
information about the quality of the raw materials provided by some of its suppliers.

In this case, neutrosophic logic can be used to evaluate the risk associated with using these
raw materials in the company’s production process. Each raw material can be considered as a
logical variable with a degree of truth, a degree of falsehood, and a level of indeterminacy.

For example, for a given raw material, the degree of truth can be evaluated at 0.7, which
means that the company has received information indicating that the raw material is of good
quality at 70%. The degree of falsehood can be evaluated at 0.1, which means that the company
has received information indicating that the raw material is not of good quality at 10%. The
level of indeterminacy can be evaluated at 0.2, which means that the company has not received
clear information about the quality of the raw material at 20%.

Using neutrosophic logic, the company can evaluate the risk associated with using this
raw material by taking into account these degrees of truth, falsehood, and indeterminacy. For
example, if the degree of truth is low and the level of indeterminacy is high, the company
may decide not to use this raw material in its production process in order to reduce the risk
associated with the quality of the finished product. If the degree of truth is high and the level
of indeterminacy is low, the company may decide to use this raw material but take additional
measures to monitor the quality of the finished product.
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3.3 Neutrosophic components

In this section, we briefly retrospect some basic definitions that will be used in our proposal.

Let T, I, F be normal or non-normative real subsets of the non-normative domain |~0, 17|
with:

supT =ty , infT = tiny
supl = isyp , infl =iy
supF' = foup , iNfF = fing
And will have:

Nsup = sup + Tsup + [sup < 3T
Ning = ting + ting + fing >~ 0
And therefore:

70 < Ny < Mgy < 3T

And these groups T, I, F do not have to be domains, they can be any partial groups, and
these groups can be continuous or discontinuous, made up of one or more elements, finite,
countable or uncountable, assembly or intersection of partials groups, ...

From truth, falsity, and indeterminacy, we can divide 7" into partial components, denoted
by T',Ts, ..., T, and likewise, we divide [ into partial components I, I, ..., I,, and F into
partial components Fi, Fy, ..., F),.

Such that the sample size n = p +r + m.
And thus it becomes:
(T7]7F): (T17T27"'7Tm;]1a-[2a"'7I7‘;F1aF27"'7Fp)

The ambiguity and inaccuracy of information, whether in knowledge of truth, in the
absence of determination or in error, is the reason why the components T, I and F are in
subsets.

e For example: In the context of neutrosophic logic, the statement "Tomorrow it will rain"
does not have a fixed truth value. It could have a truth value of 40%, an indeterminate
value of 50%, and a false value of 45% at time t1. However, this truth value can change
at a later time, for instance, at time t2, it could become 50% true, 49% indeterminate,
and 30% false due to new evidence or sources. Furthermore, the same proposition may
have a truth value of 100%, an indeterminate value of 0%, and a false value of 0% at
time t if it actually rains on that day.

e In other examples: the proposition "It’s raining" can have different truth values in
different places. For instance, in Oum el Bouaghi, it might be 0% true, 0% indeterminate,
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and 100% false, while in Constantine, the truth value could be (1, 0, 0). This highlights
how truth values are influenced by contextual factors and can vary based on the situation.

e Additionally, it should be noted that truth values can also vary depending on the
observer, thereby highlighting the role of subjectivity as another parameter of the
functions or operators T, I, F. For instance, the proposition "John is smart" could be
assigned different truth values by different observers. According to John's boss, it might
be (0.35, 0.67, 0.60), while John himself might assign it a truth value of (0.80, 0.25,
0.10). Meanwhile, John’s secretary might assign it a truth value of (0.50, 0.20, 0.30),
underscoring the subjective nature of truth values.

T, I and F are called neutrosophical components, representing the values of truth, in-
determinacy and falsehood referring to neutrosophy, neutrosophical logic, neutrosophical
set, neutrosophical probability, neutrosophical statistics respectively. This representation
is closer to the reasoning of the human mind. It characterizes and captures imprecision of
knowledge or linguistic inaccuracy perceived by various observers (this is why T, I, F are
subsets and not necessarily unique elements), uncertainty due to incomplete knowledge or
errors of acquisition or stochasticity (this is why the subset I exists), and fuzziness due to the
absence of clear outlines or boundaries.

In fact, neutrosophic logic can be seen as a more accurate representation of the world we
find ourselves in. Few things are absolute, in fact mathematics is one of the few areas where
something is known with certainty. The indeterminate input recognizes that the values given
for the true and false inputs are generally not known with certainty.

To represent statements that are partially true, partially false, and partially indeterminate,
neutrosophic logic uses a system of neutrosophic components. Each component includes
three parts: the set of objects that possess the attribute being considered (truth), the set
of objects that do not possess the attribute being considered (falsehood), and the degree
of indeterminacy. By using these components, neutrosophic logic can handle complex and
ambiguous information in a more nuanced way than traditional logic.
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3.4 Neutrosophic set

A neutrosophic set is a mathematical concept that was introduced by Florentin Smaran-
dache in the 1990s. It combines the ideas of uncertainty, indeterminacy, and neutrality and
provides a framework for handling multiple conflicting values or uncertain information. In
neutrosophic sets, an element can have truth, indeterminacy, and falsity degrees, representing
different degrees of uncertainty and conflict. The concept has applications in various fields,
including decision making, artificial intelligence, and information fusion.

3.4.1 Definition 1 (Neutrosophic Set)

Consider a space of points (objects) denoted by X, where a generic element in X is rep-
resented by x. In this context, a neutrosophic set A in X is defined by three membership
functions: a truth-membership function denoted as 74, an indeterminacy-membership func-
tion denoted as /4, and a falsity-membership function denoted as F'4. These functions are
used to characterize the degree of membership of x in A with respect to truth, indeterminacy,
and falsehood.

A={(x,Ta(x), 1a(x), Fa(x));2 € X} (3.5)

Ta(x), La(x) and F(x) are real standard or non-standard subsets of |70, 17| as presented
in Figure 3.2. That is

Ty: X —]70,17]
Iy: X —]70,1F]
Fa:X —]70,17
No limitations apply to the sum of T4 (z), [4(x) and F(x).

~0 < supTa(x) + supla(x) + supFa(z) < 3*

3.4.2 Definition 2 (The complement of a Neutrosophic sets)

The complement of a neutrosophic set A, which is denoted as c(A), is a concept used in
neutrosophic set theory. It is defined as the set of all elements in the universe that do not
belong to A. The complement of a neutrosophic set can be used to represent the opposite or
negation of a given set. It is worth noting that the complement of a neutrosophic set does
not necessarily have the same truth-membership, indeterminacy-membership, and falsity-
membership functions as the original set. Instead, they are calculated using a complement
function. Complements of neutrosophic sets are useful in many applications, including
decision making and data analysis. For example, in medical diagnosis, the complement
of a set of symptoms can be used to represent the absence of those symptoms and aid in
determining a patient’s condition. The complement c(A) is defined by:
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Figure 3.2: Neutrosophication process| 3]

Teay(w) = {17} — Ta(w),
Toay(z) = {17} — 1a(2),
Foay(z) = {17} = Fa(z),

for all x in X.

3.4.3 Definition 3 (Containment of a Neutrosophic sets)

In neutrosophic set theory, the concept of subset inclusion is an important one. A neutro-
sophic set A is said to be a subset of another neutrosophic set B, denoted as A C B, if and
only if every element in A also belongs to B. More specifically, this means that for every x
in X, the truth-membership function, 74(x), is less than or equal to the truth-membership
function, Tz(x), the indeterminacy-membership function, /4(x), is less than or equal to the
indeterminacy-membership function, /5(z), and the falsity-membership function, F4(x), is
greater than or equal to the falsity-membership function, Fz(x). It is worth noting that this
definition of subset inclusion in neutrosophic sets is more general than that of classical sets,
as it accounts for the degree of membership of each element rather than just whether or
not it belongs to the set. The notion of subset inclusion is essential in various applications
of neutrosophic set theory, including fuzzy control systems, decision-making, and pattern
recognition.

A neutrosophic set A is contained in the other neutrosophic set B, if and only if:
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infTa(x) < infTs(x), supTa() < supTp(a)

infFa(x) ZinfFp(x), supFa(z) = supFp(x)

3.4.4 Definition 4 (Union of a Neutrosophic set)

In neutrosophic set theory, the concept of set union is used to combine two neutrosophic
sets A and B into a new neutrosophic set C, denoted as C' = A U B. The truth-membership,
indeterminacy-membership, and falsity-membership functions of C are related to those of A
and B as follows: for each element x in X.

Tc(l’) = TA(ZIJ) + TB(JI) — TA<I> * TB(Z‘)
Ic(l’) = IA(.I) + IB(x) — IA(I) * IB(Z’)
Fo(x) = Fa(x) + Fp(x) — Fa(x) * Fp(x)

Intuitively, this means that the degree of truth-membership, indeterminacy-membership,
and falsity-membership of each element in C is the maximum of the corresponding degrees
in A and B.

The concept of set union is useful in many applications of neutrosophic set theory, such
as decision-making, image processing, and data analysis. For example, in decision-making,
set union can be used to combine the opinions or preferences of multiple decision-makers
into a single, comprehensive decision. In image processing, set union can be used to combine
different image segmentation results to obtain a more accurate segmentation. It is worth
noting that the definition of set union in neutrosophic sets is different from that in classical
set theory, as it takes into account the degree of membership of each element.

3.4.5 Definition 5 (Intersection)

In neutrosophic set theory, the intersection of two neutrosophic sets A and B is defined
as the set of elements that belong to both A and B. The intersection of A and B is denoted as
C' = AN B, and its truth-membership, indeterminacy-membership, and falsity-membership
functions are related to those of A and B as follows: for each element x in X.

To(x) = Ta(z) x T(x)
Io(x) = I4(x) % Ip(x)
Fo(x) = Fa(z) x Fp(z)

Intuitively, this means that the degree of truth-membership, indeterminacy-membership,
and falsity-membership of each element in C is the minimum of the corresponding degrees
in A and B.

The concept of set intersection is useful in many applications of neutrosophic set theory,
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such as decision-making, image processing, and data analysis. For example, in decision-
making, set intersection can be used to find the common ground or agreement among multiple
decision-makers. In image processing, set intersection can be used to identify the common
regions between different image segmentation results. It is worth noting that the definition of
set intersection in neutrosophic sets is different from that in classical set theory, as it takes
into account the degree of membership of each element.

3.5 Single valued neutrosophic set

In this section, we present the notion of single valued neutrosophic set (SVNS). SVNS is an
instance of neutrosophic set which can be used in real scientific and engineering applications.

3.5.1 Definition 6 (Single Valued Neutrosophic Set)

This section introduces the concept of a single valued neutrosophic set, which is a specific
type of neutrosophic set that has practical applications in scientific and engineering fields.
Unlike general neutrosophic sets, which allow for multiple degrees of truth, indeterminacy,
and falsity for each element, SVNS assigns a single value for each of these three components.
Specifically, for a given SVNS A, each element x in the universe of discourse X has a unique
truth-membership value T4(z), a unique indeterminacy-membership value /4(z), and a
unique falsity-membership value F4(z), with the condition that T4 (z) + [4(z) + Fa(z) =1
for all x in X.

SVNS is particularly useful in applications where precise and unambiguous values are
required, such as decision-making, risk analysis, and forecasting. For example, In risk analysis,
SVNS can be used to assess the probability and severity of different types of risks in a
precise and consistent manner. In forecasting, SVNS can be used to predict future trends and
events with a high degree of certainty. Overall, the concept of SVNS extends the utility of
neutrosophic sets to practical applications where precise values are essential.

When X is continuous, a SVNS A can be written as

A= [(T@). 1), F@)/na € X (3:6)
When X is discrete, a SVNS A can be written as

A= (T(i), I(xi), F(xi))/zi, vi € X (3.7)

=1
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3.5.2 Complement SVNS

The complement of a single valued neutrosophic set A is denoted by c(A) and is defined
by

TC(A)(JZ> = FA(ZL‘)
IC(A)(ZL’) =1- ]A(:L‘),
FC(A)(CL’) = TA(ZL‘),

for all x in X.

3.5.3 Containment SVNS

A single valued neutrosophic set A is contained in the other single valued neutrosophic
set B, A C B, if and only if:

Ta(z) < Tp(w)
Ix(x) < Ip(z)
Fy(x) > Fp(z)

for all x in X.

3.5.4 Union SVNS

The union of two single valued neutrosophic sets A and B is a single valued neutrosophic
set C, written as C' = AU B, whose truth membership, indeterminacy-membership and falsity
membership functions are related to those of A and B by:

Te(x) = max(Ty(x), Ts(x))
Io(z) = maz(14(x), Ip(x))
Fo(z) = min(Fa(z), Fp(x))

for all x in X.

3.5.5 Intersection SVNS

The intersection of two single valued neutrosophic sets A and B is a single valued neutro-
sophic set C, written as C' = A N B, whose truth-membership, indeterminacy-membership
and falsity-membership functions are related to those of A and B by
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To(xz) = min(Ta(x), Ts(x))
Io(z) = min(1a(z), Ig(x))

Fo(z) = mazx(Fa(x), Fp(z))

3.5.6 Difference SVNS

The difference of two single valued neutrosophic set C, written as C' = A\ B, whose truth-
membership, indeterminacy-membership and falsity-membership functions are related to
those of A and B by:

To(x) = min(Ta(x), Fy(x))
Io(x) = min(La(z), 1 - Ip(x))
Fo(x) = maw(Fa(x), Ty (x))
for all x in X.

The proposed method using SVNS can be extremely useful in real-time risk data anal-
ysis. With the ability to manage incomplete and contradictory information, it can help in
identifying potential risks and taking preventive measures in a timely and efficient manner.
Moreover, the method’s ability to consider the degree of membership, non-membership, and
indeterminacy of the information can provide a more comprehensive understanding of the
risks involved. This can be particularly beneficial in critical areas such as finance, healthcare,
and transportation, where real-time risk management can save lives, prevent financial losses,
and maintain public safety.

3.6 The classic AHP method

Decision analysis is a systematic approach to making decisions that involves assessing
and evaluating different options based on various criteria or objectives. It involves identifying
the problem, gathering and analyzing information, generating alternatives, and selecting the
best course of action. The figure 3.3 proposed by [4] depicted the three main components of
decision analysis methods: multi-criteria decision-making, decision support systems, and
single objective decision-making.

Multi-criteria decision-making is a technique used to evaluate multiple criteria or objectives
that are important to a decision. In MCDM, different criteria are considered and weighted
based on their relative importance, and alternatives are evaluated based on how well they
meet these criteria. The result is a ranking of alternatives based on their overall performance
on the different criteria.

A decision support system is a computer-based tool that helps decision-makers analyze
information and data to support decision-making. A DSS typically includes a database,
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analytical tools, and a user interface that allows decision-makers to interact with the system
and explore different scenarios.

Single objective decision-making is a simpler form of decision-making where a single
objective or goal is considered. In this method, alternatives are evaluated based on their
ability to meet the objective, and the alternative that best meets the objective is chosen.

Unlike conventional single-criteria methods, multi-criteria decision-making methods do
not aim to determine an optimal solution that optimizes all criteria simultaneously. Instead,
they seek to find the best compromise solution that meets the most important criteria while
still satisfying the other criteria to an acceptable degree.

MCDM is commonly used in operations research and is divided into two broad categories:
multi-attribute decision-making (MADM) and multi-objective decision-making (MODM).
MADM involves establishing a preference ranking of alternatives based on several conflicting
attributes, while MODM involves identifying the set of optimal solutions that satisfy multiple
objectives.

In summary, MCDM is a valuable tool for decision-making in complex scenarios where
multiple criteria need to be evaluated. It does not provide a single optimal solution but rather
a best-compromise solution that balances the different criteria. In our proposition, we have
utilized two decision analysis methods, namely the Neutrosophic logic as a decision support
system and the Analytic Hierarchy Process as a multi-criteria decision-making method.

Decision analysis methods

¢ Y ¢
Single Objective Decision Making Kection Sapport Sizten Multiple Criteria Decision Making

N, Y
e 'l

e . 4
Decision Tree (DT) | | Influence diagram (ID) Multi Attribute Decision Making Multi Objective Decision
;‘ Q Making

|
' ! ! ' !

Multi Attribute Utility Analytic Hierarchy
Theory Process

ELECTRE PROMETHEE OMADM

Figure 3.3: Classification of Decision Analysis Methods [4]

The Analytic Hierarchy Process (AHP) theory is a method adopted in multi-criteria
decision making that relies on the use of quantitative methods in the decision-making process
to select the optimal alternative among a group of alternatives based on multiple criteria. As
this theory has been proven to be successful and highly effective in solving complex problems
and making multi-criteria decisions, numerous studies have been conducted worldwide to
address the issue of differentiating and choosing between a set of alternatives.
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This theory was developed and defined by Professor Thomas Saaty [222] as “The theory of
constructing indicators using pairwise comparisons which depends on the opinion of experts
and decision-makers within the limits of a specific scale”. By using this technique, a complex
issue can be broken down into a hierarchy where binary combinations are established at each
level.

3.6.1 Strengths of the analytic hierarchy process method

The reasons for the popularity of the AHP method are:

o AHP helps capture both subjective and objective evaluation measures. While providing a
useful mechanism for checking the consistency of evaluation measures and alternatives,
the AHP reduces bias in decision-making.

e The AHP method supports consensus group decision-making by calculating the geo-
metric mean of individual pairwise comparisons.

e AHP is uniquely positioned to help model situations of uncertainty and risk as it is able
to derive scales where measurements typically do not exist.

e The AHP method has the advantage of decomposing a decision problem into its con-
stituent parts and constructing hierarchies of criteria. Then, the importance of each
element (criterion) becomes clear. In addition, the identification of priorities which
makes it possible to consider the relative priority of each criterion in order to obtain the
best alternative according to the identified objective.

e Interdependence which makes it possible to consider the interdependence of the ele-
ments of a problem without insisting on linear reasoning (the elements of each level of
the hierarchical structure are dependent).

e Consistency that keeps a logical consistency of the judgments used to determine priori-
ties.

3.6.2 The steps of the AHP method

Due to its simplicity, ease of use and great flexibility, Since the development of Analytical
Multilevel Decision Making, AHP has been widely studied and used in almost all applications
related to multi-criteria decision making.

The three main elements of AHP are hierarchy building, priority analysis, and consistency
checking. First, decision makers need to decompose complex multi-criteria decision problems
into their components where each possible attribute is organized into several hierarchical
levels. Second, decision makers must compare each cluster of the same level in pairs based
on their own judgments. More precisely, two criteria of the second level are compared at the
same time with respect to the objective, while two attributes of the same criteria at the third
level are compared at the same time with respect to the corresponding criterion.
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Because the comparisons are based on personal or subjective judgments, some inconsis-
tencies may occur. To ensure the consistency of judgments, the third element, called the
consistency check, which is considered one of the most significant advantages of the AHP, is
integrated to measure the degree of consistency between pairwise comparisons by calculating
the consistency ratio. If the consistency ratio exceeds the threshold, decision makers should
review and revise the pairwise comparisons. Once all pairwise comparisons are made at all
levels and found to be consistent, the judgments can be synthesized to determine the ranking
of each criterion and its attributes. The overall AHP process is shown in Figure 3.4.

In this chapter, we will provide an overview of the AHP method, with a focus on practical
application through the use of examples to enhance clarity. To analyze a decision using the
AHP method, the following steps need to be followed:

3.6.2.1 Step 1: Establish the hierarchical structure

The first step in an AHP analysis is to establish a hierarchy for the decision. In this case,
we start with the starting point for the application of this method by identifying the problems
and the objective, then the selection of the best criteria and the alternatives in relation to the
higher level of the hierarchy, which is the objective. The first step is then to decompose the
complex problem into a hierarchical structure with the following levels (see Figure 3.5):

e Level 0: Define the goal.
e Level 1: Define the decision or analysis criteria.

e Level 2: Define the characteristics of each criterion or option under study:.

The advantages of this hierarchical decomposition are obvious. By structuring the problem
in this way, it is possible to better understand the decision to be made, the criteria to be applied,
and the alternatives to be evaluated. This step is crucial. For more complex problems, it
is possible to bring in experts to ensure that all criteria and possible alternatives have been
considered. Also note that for complex problems, it may be necessary to include additional
levels in the hierarchy, such as sub-criteria.

3.6.2.2 Step 2: Performing the pairwise comparison

All the criteria will not have the same importance. Therefore, the second step in the
AHP process is to derive the relative priorities (weights) of the criteria. Relative because the
identified priority criteria are measured against each other, as we will see in the following
discussion. Obviously, the importance or weight of each criterion will be different. Therefore,
we must first derive the relative priority of each criterion with respect to each of the others
through pairwise comparisons, using a numerical comparison scale developed by Saaty as
shown in Table 3.2.

The comparison can lead to the design of a matrix model called a judgment matrix. The
judgment matrix is a numerical representation of the relationship between two items (pairwise
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Figure 3.4: The process of the AHP method.

comparison) that share a common parent and is used to assess the relative importance of one
item over another indicated by the following procedure:

e Compare the relative importance of all the elements belonging to the same level of the
hierarchy taken two by two, compared to the element of the level immediately above.

e For each comparison we must choose the most important criterion and express our
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Figure 3.5: An overview of problem hierarchy.

judgment as to its importance.

e The measure to determine the relative importance could be expressed by scale from 1 to
9 (According to Table 3.2 of Saaty)

Table 3.2: Saaty scale of the AHP method.

Weighting Degree of preference

Equal importance

low importance

Fairly moderate importance
Moderate importance
Fairly strong importance
Strong importance

Very strong importance
Extreme importance
Capital importance

O O NN WD

Establishment of the comparison judgment matrix

We transform the criteria comparison table 3.2 into a matrix called the judgments matrix,
by transcribing the values of the evaluations of the table in each corresponding column. The
set of all these judgments can be represented by a square matrix of order n x n.

The comparison matrices thus obtained will have the following property:

o A = a;;, where A is the square matrix of order n x n and a;; represents the pairwise
comparison of the criteria i and j.
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® a; = 1, as a criterion always has the highest possible priority compared to itself.

® a; = %, as the comparison between criteria i and j is reciprocal, and therefore, a;; is the
ij
reciprocal of a;;.

Priority vector calculation

The priority vector calculation step in the AHP method involves calculating the relative
importance of each element in the hierarchy based on the evaluations obtained in the previous
step. This step is critical because the priority vector determines the relative weights or priorities
of each criterion, sub-criterion, or alternative in the decision-making process.

To calculate the priority vector, we first normalize the judgments matrix to obtain a priority
matrix. This is done by performing column sums and then dividing the elements of the matrix
by the column sum. The resulting matrix has each column summing up to 1, which enables
comparison between the different criteria.

Next, we calculate the average of the elements in each row of the priority matrix. This gives
us the priority weights of each criterion, sub-criterion, or alternative. The resulting vector is
known as the priority vector, and it represents the relative importance of each element in the
hierarchy.

The priority vector can also be interpreted as the degree to which each element contributes
to the overall goal or objective of the decision-making process. The larger the value of a
particular criterion, sub-criterion, or alternative in the priority vector, the more important it is
in achieving the overall objective.

Calculation of the eigenvalue \,,,,

The calculation of the eigenvalue ), is an essential step in the AHP method. It is used to
determine the consistency of the judgments made during the pairwise comparisons process
in the previous steps.

To calculate \,,,,, we multiply the judgments matrix A by the priority vector x. The
resulting vector is a weighted sum of the columns of A, with the weights given by the priority
vector x. In other words, we are computing the weighted sum of the values in each row of the
judgments matrix A, with the weights given by the priority vector x.

The resulting scalar value is called the eigenvalue A,,,,, which represents the maximum
eigenvalue of the matrix A. It is used to assess the consistency of the judgments made by the
decision-makers during the pairwise comparisons process. The larger the value of A, the
more consistent the judgments are.

Calculation of consistency Ratio (CR)

Since the numerical values are derived from the subjective preferences of individuals, it is
impossible to avoid certain inconsistencies in the final matrix of judgments. The question is to
what extent inconsistency is acceptable?

According to the result that given a pairwise comparison matrix A, its maximum eigen-
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value, A,,q., is equal to n if and only if the matrix is consistent (and greater than n otherwise),
Saaty [223] proposed the Consistency Index:

)\maac -—n

CI(A) = (3.8)

n—1

However, numerical studies showed that the expected value of CI of a random matrix of
size n+1 is, on average, greater than the expected value of CI of a random matrix of order n.
Consequently, Cl is not fair in comparing matrices of different orders and needs to be rescaled.

For this, AHP calculates a consistency ratio (CR) comparing the consistency index (CI) of
the matrix in question (the one with our judgments) to the consistency index of a random
type matrix (RI). A random matrix is a matrix in which the judgments have been entered at
random and therefore it is expected to be highly inconsistent. Saaty [5] provides the calculated
RI value for matrices of different sizes as shown in Table 3.3.

Table 3.3: Values of RI,.

| RI,

0.5247
0.8816
1.1086
1.2479
1.3417
1.4057
1.4499
1.4854

=

= O 0 NJ O U1 =W

)

In AHP the consistency ratio C'R is defined as :

CR(A) = CI(A)\RI,. (3.9)

Saaty [5] showed that a consistency ratio (CR) of 0.10 or less is acceptable for further AHP
analysis. If the consistency ratio is greater than 0.10, it is necessary to revise the judgments to
locate the cause of the inconsistency and correct it (See table 3.4). If RC < 0.1 or RC' < 10%,
the matrix is considered sufficiently consistent, in the case where this value exceeds 10%, the
judgments may require certain revisions.

Table 3.4: Acceptable consistency ratios [5].

| Matrix size(n) | Acceptable Consistency Ratio

3 0.05
4 0.08
5+ 0.10
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3.6.2.3 Step 3: Derive local priorities for alternatives

In step 3 of the AHP method, local priorities for alternatives are derived against each
criterion separately. This step involves comparing alternatives pairwise against each criterion,
and then deriving a priority vector for each criterion.

To begin this step, the decision maker should create a matrix for each criterion, with the
alternatives in the rows and the criterion in the column. Then, the decision maker should
compare each pair of alternatives against the criterion, assigning a value that represents
their relative importance or performance. This can be done using the same scale as in step 2,
typically a 1 to 9 scale.

After obtaining all pairwise comparisons for each criterion, the same process as step 2
should be followed to calculate the priority vector for each criterion. The column sums are
calculated, and the matrix is normalized to derive the priority vector. The consistency of each
matrix should also be checked and adjusted as necessary.

Once the priority vector for each criterion is obtained, they can be combined using the
weighted arithmetic mean method to calculate the overall priority of each alternative. This
involves multiplying the priority vector of each criterion by its weight and then summing
them up.

As with step 2, it is important to ensure that the consistency of each criterion matrix is
acceptable before deriving the priority vector. If inconsistencies are found, they should be
addressed and the pairwise comparisons should be revised until a consistent priority vector
can be obtained.

3.6.2.4 Step 4: Derive global priorities (summary of the model)

All the alternative priorities obtained are combined as a weighted sum - to take into
account the weight of each criterion - to establish the overall priorities of the alternatives. The
alternative with the highest overall priority is the best choice.

3.6.2.5 Step 5: Make a final decision

Overall, step 5 involves using the results from the previous steps to make an informed
decision or to rank the alternatives based on their relative importance. The decision-maker
should carefully consider the results of the analysis and the sensitivity analysis before making
a final decision.

3.6.3 Limits of the AHP method

However, the AHP method has limitations that must be taken into account when using it.
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e There is a limited number of studies that critically evaluate the Analytic Hierarchy
Process The use of the Saaty scale in AHP often has shortcomings, such as the problem
of inconsistency resulting from pairwise comparisons. This inconsistency can arise
when the decision maker struggles to distinguish the relative importance between two
alternatives, resulting in difficulty in assigning a value to them, such as determining
whether an alternative is 6 or 7 times more important than another. Moreover, the
AHP method may face difficulty in handling cases where one alternative is significantly
larger than another, such as Variant A being 25 times larger than Variant C, due to scale
restrictions. This limitation leaves the decision maker with no other option but to create
an inconsistency, and consequently, they have to be concerned about the inconsistency
ratio.

e The Analytic Hierarchy Process (AHP) involves decomposing the decision problem
into a number of subsystems, requiring a significant number of pairwise comparisons
to be made both within and between them. However, this approach has a disadvantage
in that the number of pairwise comparisons required can become exceedingly large

(—”(”2_1) ), resulting in a time-consuming task.

As the number of alternatives or criteria increases, performing pairwise comparisons
in AHP becomes more confusing and leads to a higher level of inconsistency. Conse-
quently, the comparisons may need to be repeatedly sent back to the decision maker
for improvement. The issues with AHP become more serious when the decision maker
begins manipulating the values of pairwise comparisons in an attempt to eliminate
inconsistency, rather than performing a fair comparison between items.

It is important to note that, contrary to common belief, the system does not determine
the decision to be made, but rather the results are to be interpreted as a preference scheme
of alternatives according to the degree of importance of the different criteria taken into
consideration. In other words, we can assess which alternative is best compatible with our
criteria using the AHP technique.

The AHP method’s incapacity to cope with subjectivity and ambiguity in human judgment
or conduct is another significant flaw in the approach. On the other hand, the advantage
of the fuzzy set model and other fuzzy-based models is their ability to effectively capture
the fuzziness of criteria and other decision characteristics. As a result, Van Laarhoven and
Pedrycz’s Fuzzy Analytic Hierarchy Process (FAHP) technique was developed [224], where
each pairwise comparison judgment is represented as a fuzzy number which is described by
a membership function. Many studies have been conducted to examine the reliability and
credibility of the FAHP. But the fuzzy number does not describe the degree of non-membership
and it is not a solution when decision makers hesitate to define membership.

Fuzzy AHP is a method for multi-criteria decision making that uses fuzzy numbers
to represent the subjective preferences of decision-makers. It deals with uncertainty and
vagueness by assigning a membership function to each alternative, indicating the degree to
which it satisfies each criterion. On the other hand, Neutrosophic AHP incorporates both
uncertainty and conflicting information by using neutrosophic sets. In Neutrosophic AHP,
each element can have three degrees of truth, indeterminacy, and falsity, representing different
levels of uncertainty and conflict. This allows for more nuanced decision making, as it can
handle situations where the information is both uncertain and conflicting. In summary, while
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fuzzy AHP handles uncertainty by assigning membership functions, neutrosophic AHP
handles both uncertainty and conflicting information by using neutrosophic sets.

The neutrosophic AHP method has the same advantages of the classic AHP alongside the
following advantages:

o It allows for the effective description of the decision-preferences maker’s and judgmental
values.

e Fuzziness and uncertainty are handled more effectively by neutrosophic logic than
by fuzzy AHP and intuitionistic fuzzy AHP approaches because it takes into account
three separate degrees: "degree of belonging, degree of indeterminacy, and degree of
non-belonging."

Previous study on NAHP as [225], has demonstrated how useful it is when used to address
various MCDM issues. However, all of this study only considers expert judgments, which can
be quite subjective, and real facts can override the significance of a criterion determined by an
expert. Furthermore, experts may not agree on a criterion’s importance since one expert may
disagree with another expert’s assessment of its significance.

Neutrosophic Data Analytic Hierarchy Process (NDAHP), a new AHP technique based
on the SVNS model, is suggested by [226] as a solution to this issue. The primary distinction
between the NDAHP approach and the NAHP method is that the NDAHP derives the criteria
weightings from actual data as opposed to depending on expert opinion. As a result, the
NDAHP model’s outcomes will be more accurate because the value and weighting of each
criterion and alternative are established objectively using actual data sets.

3.7 Neutrosophic Data AHP

In this section, a risk quantification method for supply chain management is proposed,
building upon the approach presented in Tey et al. [226]. This method offers a significant
advantage as it utilizes an integrated method to automatically assign weights to different risk
factors, rather than relying on subjective assessments. This feature is one of the key strengths
of the proposed method.

To begin, an organization is required to develop a comprehensive risk hierarchy that
encompasses all potential threats to the enterprise, considering various aspects of the supply
chain. This thorough examination enables the identification of vulnerable areas that require
attention. Subsequently, the risks are classified based on criteria such as severity, occurrence,
and detectability, as outlined in the study.

Unlike traditional AHP methods where subjective weights are assigned by expert in the
domain or decision-makers, the proposed neutrosophic data AHP method automatically
determines the weights through an integrated approach. This automated weight assignment
process enhances the objectivity and reliability of the risk assessment, making it a powerful
aspect of the proposed method.
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By incorporating this neutrosophic data AHP framework, decision-makers benefit from
an effective and systematic approach to assess and prioritize risks within the supply chain.
The integrated weight assighment mechanism adds robustness and credibility to the risk
quantification process, assisting organizations in implementing appropriate risk management
and mitigation strategies.

Step 1 NDAHP:

In the initial step of the Neutrosophic Data Analytic Hierarchy Process (NDAHP), the
tirst task involves acquiring problem datasets from reliable sources. These datasets serve as
the foundation for the subsequent analysis, it is essential to ensure that the problem datasets
used for analysis are derived from actual and real-time sources. By extracting data from
real-time datasets, the NDAHP can capture the most up-to-date information and reflect the
current state of affairs accurately. This ensures that the decision-making process is based
on relevant and reliable data, enhancing the effectiveness and validity of the analysis. To
effectively handle the data and account for its inherent uncertainties, a transformation process
is applied. This process converts the cross-data into single-valued neutrosophic sets (SVNS)
based on the definition provided in Wang et al. [227].

SVNS are a specific type of neutrosophic sets characterized by three essential membership
functions: the truth membership function T'4(x), the indeterminate membership function
I4(z), and the falsity membership function F4(x). Each of these functions is bound between
0 and 1, signifying the degree of membership or non-membership of an element within the
set. Importantly, these membership functions are subject to the constraint that their sum does
not exceed 3, ensuring a valid and coherent representation of uncertainty.

The SVNS, represented by the set A and described by the formula mentioned in Equation
3.10, play a vital role in the subsequent stages of the NDAHP. These sets capture the nuanced
characteristics of the dataset, considering the degrees of truth, indeterminacy, and falsity
associated with its elements. By employing SVNS, decision-makers can account for and
effectively handle the inherent uncertainties and ambiguities present in the dataset.

According to the proposal, the utilization of SVNS can streamline the process of neutro-
sophic set application. To convert cross-data into SVNN, it is imperative to first normalize
the matrix through the use of equations (3.11) and (3.12). These equations, which were intro-
duced by Nirmal and Mahata [228], facilitate the normalization process for beneficial and
non-advantageous criteria, respectively.

Following the methodology proposed by Nirmal and Mahata [228], the concept of benefi-
cial and non-beneficial criteria is utilized to assess the criteria’s desirability in the Neutrosophic
Data Analytic Hierarchy Process (NDAHP). Beneficial criteria are those in which higher val-
ues are more desirable, such as the degree of risk detection, indicating a positive impact on
the decision-making process. On the other hand, non-beneficial criteria are characterized by
a preference for lower values, such as the severity and occurrence of risks, as lower values
indicate a better outcome in terms of risk mitigation.

To quantify and represent these criteria, the resultant values of R;;, derived from the
pairwise comparisons, are employed. These values serve as the basis for determining the
corresponding Single-Valued Neutrosophic Numbers (SVNNs) using equations (3.13) (for
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beneficial criteria) and (3.14) (for non-beneficial criteria). These equations capture the trans-
formation process, allowing for the representation of the criteria’s characteristics and their
impact on the decision hierarchy within the NDAHP framework.

A={(z;Ta(x),1a(x), Fa(x) : x € U} (3.10)

RZ-F%J:L..W j=1...n (3.11)

Ro- \GTmw) Ly, (3.12)
1) ( }na;r a}TLZTZ)’ )

(tp,ip, fp) = (Rij, 1 — Ryj, 1 — Ryg) (3.13)

(tp7ip7 fp) = (1 - Rijv Rijv Rij) (3'14)

Step 2 NDAHP: Pairwise comparison

The subsequent step in the Neutrosophic Data Analytic Hierarchy Process involves com-
paring the Single-Valued Neutrosophic Numbers (SVNNSs) associated with each criterion to
determine their relative levels of importance. This comparison is carried out using equation
(3.15), which was introduced by Tey et al. [226]. Notably, the power of this method lies in
equation (3.15), as it eliminates the need for expert opinion in comparing values.

= 2t (3.15)

c4+y=(To+T,—T,T, 1,1, F,.F,) (3.16)

e xy=(T,T, I, +I,— I,.1, Fy + F, — F,.F,) (3.17)

x T, (Ix_fy) (Fx_Fy))

S , 3.18

Yy (Ty (l_ly) (1_Fy) ( )

At = (1= (1 =Tx)\ (L)X (F)A), A>0 (3.19)

= (T)MN1-(1-L)N1—(1—F)Y),A>0 (3.20)

%:( —(L=T)%, 15, FE), A >0 (3.21)

(T, —T,) I F)

r—y= 2% =2 3.22

< (1 - Ty) Iy Fy ( )
9. — f,
S(4;) = 2+ - b= J; (3.23)

In equation (3.15), the SVNN values of criterion ¢ and criterion j are represented as 6;
and 6, respectively, while the SVNN value representing their comparison in the comparison
matrix is denoted as a;;. The comparison values a;; are calculated using equations (3.21) and
(3.22), which consider the properties and concepts related to SVNNSs.

By utilizing equation (3.15) and the calculated a;; values, the NDAHP enables a systematic
and quantitative comparison of criteria without relying on subjective expert opinions. This
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approach enhances the objectivity and consistency of the decision-making process, eliminating
potential biases and discrepancies that can arise from individual judgments.

Step 3 NDAHP: Consistency Checking

Verifying the consistency of the matrix is crucial to ensure the accuracy and reliability of
the subsequent results. By evaluating the consistency ratio of the matrix, we can determine
whether the data is reliable and consistent. This is particularly important when dealing with
complex decision-making processes, as even minor inconsistencies or errors can significantly
impact the final outcome. Therefore, incorporating consistency checking into the decision-
making process can help prevent errors and inaccuracies, ultimately leading to more informed
and effective decisions.

The objective of this stage is to evaluate the consistency and suitability of the matrix.
Specifically, the matrix is deemed consistent and eligible for subsequent processing if the
consistency ratio (CR) value is below 0.1. If the CR value exceeds this threshold, the data
is regarded as inconsistent and must be reconstructed. The formula for computing CR, as
presented by [226], has been incorporated into our approach.

Assuming a given SVNS A = (a;;) n x n where each a;; corresponds to a neutrosophic

number (T}, I;;, F;;), and a consistency matrix C' = (c;;) n x n = (Tj;, I;;, F})nxn-

e Forj>i+1,wherek=1i+1.
o Forj=i+1,c¢; = (Ty,1;, Fij), where k =i + 1.

e Forj <i,¢j = (sz,l IZ],F ), where k =i + 1.

Utilizing the aforementioned equation will yield the consistency index (CI) of the data in
matrix form. Subsequently, the decision maker is required to employ equation 3.24 in order
to obtain the consistency ratio (CR).

T — I Tie X Ty X Ty -1y X (1)
T I T X Ty X T 1) X T 1y, 711/ (1=Tig ) X (1T ) X (1=Ty ;1)) x (1=T(; 1))

/ jiiil\/[ikxlijli(jil)XI(jil)j
r jiiil\/likXij XTig—1yx1(G_1); 7717 (=L ) X (1= ) X (1= L35 —1)) X (1=1(j _1);)

' T Fu X Py X Fig 1) X Fij—1);
T I SR X B X Fy 1y X Fiy 1) 777 J (L= Fig ) X (1= Fj ) X (1= Fy ;1)) X (1=F(j 1))

CR:Z(n—l n—2) XZZ i — Tl + 1 — Ll + | Fy — Fy) (3.24)

=1 j=1

Step 4 NDAHP: Relative weight

Once the consistency of the matrix has been verified and deemed acceptable, the next step
in the Neutrosophic Data Analytic Hierarchy Process involves computing the weighting of the
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criteria. In this method, the criterion weighting is represented in the form of Single-Valued
Neutrosophic Numbers (SVNNs), and the calculations are performed using equations from
[225], specifically equations (3.16) to (3.21), which incorporate concepts and properties related
to SVNNSs.

Given two SVNNs z = (T, I, ;) and y = (T, I, F,)), and X representing the number of
alternatives or criteria, the criterion weighting calculation is performed using these operations:

e A matrix is constructed, where each element represents an SVNN obtained from the
pairwise comparisons of criteria.

e Equation (3.16)is utilized to compute the summation of the SVNNs in each column of
the matrix. This yields a new matrix A with dimensions of 1 x n, where n represents
the number of criteria.

e Applying equation (3.18), each element of the matrix A is divided by the corresponding
element of the comparison matrix B. This results in a square matrix A, with dimensions
of n x n.

e The weighting is then calculated row by row. For each SVNN that represents a criterion,
the mean value is computed using equations (3.16) and (3.21). This process yields
the criterion weights, which indicate the relative importance of each criterion in the
decision-making process.

By employing these operations and equations, the NDAHP facilitates the computation
of criterion weighting in a systematic and rigorous manner. The use of SVNNs allows for
a comprehensive consideration of the inherent uncertainties and complexities associated
with the decision problem. The resulting criterion weights provide valuable insights for
prioritizing criteria and informing subsequent analyses within the NDAHP framework.

Step 5 NDAHP: Getting Broad Classification

At this stage, the decision-maker is required to repeat steps 1 through 4 of the process
to calculate the weighting of the sub-criteria and alternatives. Once the weighting of the
criteria, sub-criteria, and alternatives has been determined, the overall weighting can be
computed. It is important to note that the resulting total weight is represented as a Single-
Valued Neutrosophic Number (SVNN).

To transform the SVNNSs into crisp values, equation (3.23) from [226] is employed. This
equation allows for the conversion of the SVNNs into a more conventional numerical represen-
tation. For each alternative, denoted as A;, the membership values for truth, indeterminacy,
and falsity are represented by t;, i;, and f;, respectively.

By applying equation (3.23), the decision-maker can obtain crisp values that reflect the de-
gree of truth, indeterminacy, and falsity associated with each alternative. This transformation
allows for a more straightforward interpretation and comparison of the alternatives based on
their membership values.

Step 6 NDAHP : Broad Classification Establishment
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In this step, the alternatives are given weights based on the results of step 5. The weights
are then arranged in descending order to facilitate the decision-making process.

After the weighting of alternatives is obtained, the decision maker needs to establish a
broad classification of the alternatives based on the weights. This is important because it
allows the decision maker to focus on a smaller set of alternatives that are more likely to lead
to the desired outcome.

The broad classification can be established by ranking the alternatives in descending order
of their weights. The alternatives with the highest weights are considered the most desirable
and are placed at the top of the list. Conversely, the alternatives with the lowest weights are
considered the least desirable and are placed at the bottom of the list. The decision maker can
then focus on the top alternatives and make a final selection based on their specific needs and
preferences.

It is important to note that the broad classification should not be the final decision. It is
only the beginning of the decision-making process, and the decision maker should continue
to evaluate and compare the top alternatives until a final selection is made. The Neutrosophic
Decision Analysis with Hybrid Pairwise Comparison (NDAHP) method provides a systematic
approach to help decision makers make more informed and reliable decisions as demonstrated
in [276].
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3.8 Conclusion

Risk management in supply chains, and specifically risk assessment, is a complex issue
that involves a multitude of conflicting criteria. It is evident that the single-criteria approach
is insufficient to tackle this challenge, and therefore a shift to the multi-criteria paradigm is
necessary. Additionally, decision makers in today’s supply chains may have ambiguous and
imprecise criteria, preferences, and assessments, further complicating the decision-making
process.

The process of making decisions in risk assessment not only involves accurate and in-
accurate information but also uncertain information, which is represented by a degree of
ignorance between truth and falsehood. In order to model this type of information more
effectively, this chapter revisits the fundamental principles of neutrosophic logic, specifically
Single-Valued Neutrosophic Sets (SVNS). The chapter introduces the fundamental princi-
ples of the techniques used to address multi-criteria issues, including multi-criteria analysis
methods for decision support and the Analytic Hierarchy Process method. The chapter also
discusses the Neutrosophic AHP and Neutrosophic Data AHP methods.

These theoretical concepts serve as the foundation for the development of the multi-criteria
fuzzy approaches presented in the subsequent chapters of this thesis. The next chapter focuses
on the first multi-criteria decision support approach, which is dedicated to solving the risk
management problem in a fuzzy environment. To achieve this, the approach combines an
analytical model with multi-agent systems to better control the risks that arise in supply
chains in real-time.
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4.1. INTRODUCTION

4,1 Introduction

THis chapter describes a type of system or approach that uses multiple, distributed agents
to manage and mitigate the risks associated with a supply chain. The term "distributed"
refers to the fact that the agents are spread out or distributed throughout the supply chain,
allowing for a more comprehensive and decentralized approach to risk management. The
use of "agent-based" refers to the utilization of intelligent agents, which are software entities
that are capable of autonomous decision-making and problem solving. The overall goal of
this type of architecture is to improve the efficiency and effectiveness of supply chain risk
management by leveraging the capabilities of distributed agents.

In recent years, Multi-Agent Systems (MAS) have gained significant attention as a promis-
ing solution for complex and dynamic problems. MAS are composed of multiple autonomous
agents that interact with each other and the environment to accomplish tasks. The agents are
capable of making decisions and carrying out actions independently, allowing for decentral-
ized problem solving.

One of the key benefits of MAS is their ability to handle complex and dynamic problems
effectively. Unlike traditional centralized systems, MAS can adapt to changing conditions, as
the agents can work together and make decisions based on the current state of the system.
Furthermore, the communication and cooperation between agents result in emergent and
adaptive behavior, making MAS highly resilient and flexible. Another important feature of
MAS is the autonomy of the agents. This autonomy allows the agents to act independently,
making decisions and carrying out actions without the need for central control. This decen-
tralized structure enables MAS to solve complex problems more effectively, as the agents can
work together and make decisions based on local information.

In addition to the potential of MAS to solve complex and dynamic problems, their ability to
react in real time is another important advantage. MAS are designed to operate in dynamic and
changing environments, where they must be able to respond quickly and adapt to changing
conditions. This real-time capability is particularly important in the context of SCRM, where
supply chain disruptions can occur at any time and require immediate action.

In SCRM, MAS can be used to monitor supply chain operations in real time, identify
potential risks and disruptions, and take proactive steps to mitigate those risks. For example, a
MAS could monitor weather patterns and alert supply chain managers of potential disruptions
to shipping routes, or detect delays in the delivery of raw materials and adjust production
schedules accordingly.

The advantages of MAS are driving supply chain managers to integrate the MAS model
into their SCM system as a risk management and decision-making tool. The design, implemen-
tation, and validation of MASs involve the implementation of coordination and negotiation
strategies, as well as reasoning protocols that enable good decision-making in the agent
environment.

This chapter outlines our contribution to the development of a multi-agent system for risk
management in supply chains, specifically, our NeutroMAS4SCRM. The proposed sections
introduce the concepts of agents, agent interactions, and communication protocols among
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agents in our NeutroMAS4SCRM system. The NeutroMAS4SCRM system represents a
promising approach to SCRM, and the concepts introduced in this chapter lay the foundation
for further research and development in this area.

4.2 The notion of Agent

In recent years, there has been a strong and rapid development of research on agents
and multi-agent systems, as there is no universally accepted definition of an agent in the
literature. It is therefore interesting to compare different definitions in order to have a good
representation of the concept. The definition proposed by J. Ferber [229] highlights several
characteristics.

An agent is defined as a physical or virtual entity:

That is capable of acting within an environment.
That can directly communicate with other agents.

That is driven by a set of tendencies in the form of individual goals or a satisfaction
function, or even survival, which it seeks to optimize.

That has its own resources, where resources refer to the sum of knowledge and means
available to agents in order to act within their environment.

That is capable of perceiving (but to a limited extent) its environment. That only has a
partial representation of this environment (and possibly none at all).

That possesses skills and offers services.
That can possibly reproduce.

Whose behavior tends to satisfy its goals, taking into account the resources and skills it
has, and based on its perception, representations, and communications it perceives.

For Michael Wooldridge [230], an agent is a computer system capable of autonomously
and flexibly acting in an environment. By flexibility, it means:

Reactivity: A reactive system maintains a constant connection with its environment
and responds to changes. A reactive system is able to detect and respond to changes in
its environment in a timely and appropriate manner. This may involve using sensors or
other means of monitoring the environment to detect changes, and then taking action
based on predefined rules or algorithms.

Proactivity: A proactive system generates and satisfies goals. Its behavior is not solely
driven by events. a proactive system is able to take initiative and act independently
of external stimuli. This means that it is not solely reactive, but is able to generate its
own goals and take action to achieve them. Proactivity may involve using heuristics or
other decision-making mechanisms to select actions that are likely to lead to desired
outcomes.

98
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e Social abilities: A social system is able to interact and cooperate with other systems
in its environment. This may involve exchanging information, coordinating actions, or
negotiating agreements with other agents in order to achieve shared goals. Social abilities
may be based on predefined rules or protocols, or may involve more complex forms of
communication and cooperation, such as trust-building and reputation management.

In addition to the aforementioned properties, we can identify others derived from defini-
tions that appear in the literature, such as:

e Reasoning: An agent is able to reason about its environment and make decisions about
what actions to take based on its goals and the current state of the world. This may
involve using logic or other reasoning mechanisms to generate plans or strategies for
achieving goals, or evaluating the potential consequences of different actions.

o Learning: An agent is able to improve its performance over time by learning from
experience. This may involve using machine learning or other techniques to analyze
data and adapt to changes in its environment, or learning from interactions with other
agents or humans.

e Mobility: In some applications, it may be desirable to allow agents to move from one
location to another in a network. Mobility may be necessary in order to perform certain
tasks or to better coordinate with other agents in the environment. It may also require
mechanisms for preserving the agent’s state during node jumps, so that it can continue
to function seamlessly even as it moves from one location to another.

4.3 Multi-Agent Systems (MAS)

Among the different definitions of multi-agent systems, we will retain the one by Ferber
[229] who defines it as a system composed of the following elements:

e An environment E This can be a physical or virtual space where agents operate. It can
have a fixed or dynamic structure, and agents may have different degrees of control over
the environment.

o A set of objects O. These objects are located, i.e. for any object, it is possible at a given
moment to associate a position in E. These objects are passive, i.e. they can be perceived,
created, destroyed, and modified by the agents.

e A set of agents A, which are special objects representing the active entities of the system.
e A set of relationships R that link objects (and therefore agents) to each other.

o A set of operations Op allowing agents from A to perceive, produce, consume, transform
and manipulate objects from O.

e Operators responsible for representing the application of these operations and the
reaction of the world to this attempt at modification, which will be called the laws of
the universe.
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4.3.1 Characteristics of multi-agent systems

The following are the key characteristics of MAS, which are essential to understanding
the behavior and function of these systems:

o Autonomy: The agents in MAS are autonomous, meaning that they have the ability
to act independently, without the need for central control. This autonomy allows the
agents to make decisions and carry out actions based on local information and situations,
rather than relying on a central authority.

o Decentralized Decision-Making: In MAS, the decision-making process is distributed
among the agents, which allows for efficient problem-solving and improves system
performance. This decentralization results in a robust and adaptive system, as agents
can make decisions and carry out actions independently, without relying on a central
authority.

o Emergent and Adaptive Behavior: The communication and cooperation between agents
in MAS result in emergent and adaptive behavior. This behavior allows MAS to be
flexible and resilient in the face of changing conditions and to handle complex problems
more effectively than traditional centralized systems.

e Cooperation: The agents in MAS are capable of communicating and cooperating with
each other, which is essential for solving complex problems collectively. The cooperation
between agents in MAS can lead to improved problem-solving and increased efficiency
compared to traditional centralized systems.

o Complexity: MAS are complex systems that can handle complex and dynamic problems
effectively. The decentralized structure and autonomous agents result in a complex
system that can handle complex problems more effectively than traditional centralized
systems.

In conclusion, the key characteristics of MAS are essential to understanding their behavior
and function. The decentralization of decision-making, autonomy of agents, emergent and
adaptive behavior, cooperation between agents, and complexity of the system, make MAS
a promising solution for solving complex and dynamic problems in various domains and
applications. As the field of MAS continues to evolve and mature, it is expected that these
characteristics will become increasingly important and that MAS will play a crucial role in a
variety of domains and applications in the future.

4.3.2 Communication languages between Agents

Effective coordination between agents in a multi-agent system leads to improved task
completion compared to a single agent. However, for the coordination of the activity of a
heterogeneous group of autonomous agents, a common language must be used for communi-
cation. The use of a common communication language requires that all agents understand its
vocabulary in all aspects, including syntax which specifies the mode of symbol structuring,
pragmatics for interpreting symbols, and ontology for the use of common vocabulary words.
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4.3.3 Typology of agents

The typology of agents in a MAS refers to the categorization and classification of agents
based on certain characteristics. These characteristics can include their level of autonomy,
their objectives, and their behavior. In this section, we will provide a detailed definition of
the different types of agents in a MAS and illustrate their characteristics using figures.

o A Simple Reflex Agent: is a type of agent that operates in a straightforward manner.
It responds to a specific stimuli within its environment in a predetermined manner,
without having a perception of previous events or actions. This is due to the absence of
memory or history as presented in Figure 4.1, and this type of agent is considered to be
relatively uncomplicated.

/ ENSOTS E '-l
¥

What the world is like
ROW

l

What action I should
da now

Condition-action rules

E
Figure 4.1: The composition of a simple reflex agent

e Model-Based Reflex Agent: This type of agent does not have a complete perception of
its environment as presented in Figure 4.2. To address this, the agent is equipped with a
general model that represents the theoretical evolution of its environment. It reacts in
the same way as a simple reflex agent, however, in implementing its actions, it relies on
the view provided by its model.

e Goal-based agent: This type of agent as presented in Figure 4.3 focuses on achieving
a specific goal or set of goals, and may use planning or reasoning techniques to gen-
erate a sequence of actions that lead to the desired outcomes. The current state of the
environment model may not always provide enough information to make effective
action selections, so the agent may need to reason about possible future states and their
consequences. Decisions made by this type of agent may have a more long-term impact,
as they are based on a desired outcome rather than a short-term objective.

o Service-based agent: This type of agent is based on a service function that is incorporated
into part of the environment model as presented in Figure 4.4. The service function may
provide information, resources, or capabilities that the agent can use to achieve its goals
more efficiently or effectively. For example, a service-based agent in a transportation
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What action I should
da now

Figure 4.2: The composition of a model-based reflex agent
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How happy I will be in
such state

Figure 4.3: The composition of a Goal-based agent

system may use a traffic monitoring service to avoid congested routes or a weather
service to plan for inclement conditions. The service function may be provided by
another agent, a middleware component, or an external service provider.

o Knowledge-based agent (cognitive agent): This type of agent as shown in Figure 4.5
is generally used for gathering information related to the environment. It may use
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Figure 4.4: The composition of a Service-based agent

machine learning, natural language processing, or other techniques to analyze data
and extract useful knowledge. The knowledge may be stored in a knowledge base,
which the agent can use to make better decisions or communicate with other agents. A
cognitive agent may also use reasoning or planning techniques to infer new knowledge
or solve problems based on the available knowledge. The main focus of this type of
agent is to preserve and utilize knowledge to improve performance or adapt to changing
environments.

4.4 An overview of the MAS studies in the SCRM context

Over the past few years, MAS have emerged as a promising solution for SCM challenges.
Software agents, which are sophisticated autonomous software entities that interact and
behave collaboratively, are at the heart of MAS. In order to enable demand and supply
processes, the application of MAS in collaborative SCM systems requires the modeling of
communication and cooperation between agents. Some studies have explored this topic,
including [153, 166, 231, 232].

The bullwhip effect, a phenomenon of demand variability amplification that causes ex-
cessive fluctuations in supply chain inventory levels and costs, is one of the issues that has
received considerable attention in SCM literature. Several studies have focused solely on
bullwhip effects, including [233]. Other research has gone beyond the bullwhip effect and
examined the ripple effect, where disruptions in one part of the supply chain can have cas-
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Figure 4.5: The composition of a Knowledge-based agent

cading effects throughout the entire system. For example, [56] used simulation to study the
ripple effect in a multi-echelon supply chain during a natural disaster.

There has been limited research on the use of MAS in managing uncertainty within
SCM. For instance, [234] proposed a model for a multinational SCM system that considers
uncertainties on both the supply and demand sides. [235] reviewed the use of multi-agent
modeling techniques and simulations in SCM, while [236] focused on SCM issues related to
uncertain customer demands and supplier disruptions. SCRM deals with the challenges of
managing uncertainty in a constantly changing environment. Other research studies aim to
develop resilient and adaptable supply chains, including the works of [109, 237, 238, 239]

There are studies in the literature that deals with the overall problems of risk manage-
ment in the SC and other works handles the problems in specific areas. For example, [240]
had analyzed the impact of alternative production-sales policies on the diffusion of a new
generic product. Adding to [241] had evaluated the short-term security of natural gas supply
with a contracts-based simulation model by representing different parts of the SC. [242] had
treated multi-risk disaster management. Also [243] had presented an agent-based computa-
tional framework for studying a complex multi-product, multi-county SC subject to demand
variability, production and distribution capacity constraints.

In the last 20 years, a lot of research has been focused on coordinating the decision-making
process and communication channels within supply chains. Several methods have been
identified, such as revenue-sharing, sales rebates, quantity flexibility, buy-back, and quantity
discounts, which have proven to be effective in achieving this coordination. A detailed
analysis of this body of literature was provided by [244]. Additionally, [166] introduced a
decision-making process for individual agents, along with the necessary tools to determine
their individual and collective actions. In another study, [242] presented a multi-agent based
decision support system for real-time disaster management that considers multiple risks
simultaneously.

Software agents are distinct from other types of software technology because they have the
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ability to display proactive behavior, which is achieved through their independent decision-
making abilities. By assigning a goal to an agent and allowing it to engage in conversations
with other software agents, the agent can gather data in a proactive manner and decide
when it is necessary to generate alert messages. This advanced functionality of agents was
highlighted in a study by [245].

In our analysis, we found that there are relatively few studies that have specifically focused
on using Agent-Based Modeling and Simulation (ABMS) for SCRM. Some examples of these
studies include: [246], who developed a framework for ABMS of supply chain disruptions and
focused on refining the agent process; [247], who created a framework for designing a multi-
agent based DSS for managing and mitigating risks in manufacturing supply chains; and [248],
who presented a multi-agent simulation model for managing risks in construction projects.
Additionally, agent-based simulation has been utilized to model supply chain disruptions and
their impact on supply chain performance in several studies, such as those by [142, 249, 250].

A significant advantage of MAS is their ability to break down complex problems into
smaller, more manageable sub-problems. This is particularly beneficial for modeling supply
chains as networks made up of independent businesses that engage in negotiations, produc-
tion, and distribution of products and services. This feature was highlighted in a study by
[251], emphasizing the usefulness of MAS in representing and managing the intricacies of
SC operations.

The concept of a Holon refers to a system that is composed of smaller subsystems while
also being a part of a larger system. Holonic agent concepts have been an active area of
research, with current efforts concentrating on applying these concepts to larger systems
such as complex supply chains [252] and transportation management [253]. Additionally,
foundational steps for establishing the infrastructure required for creating agents have been
discussed in [254].

Almost every decision to be made in the SCRM are affected by supplier evaluation and
selection. For example, [255] studied the application of agent technology on a combined
problem of sustainable order allocation and supplier selection proposing data base agent that
is provided with an algorithm for evaluating suppliers. A simulation—optimization approach
for multi-period news-vendor problem with multiple unreliable suppliers and multiple news-
vendors have been proposed in [236] . Adding to [256] had implemented an agent-based
negotiation model for supplier selection of multiple products with synergy effect and the
last decision was taken according to the negotiation functions. [257] had developed supplier
assessment methodology to be applied as the decision making procedure by the supplier
evaluation agent. Also, [258] had defined a semantic-augmented MAS architecture.

The profit of the enterprise was taken in consideration in the development of some works
as [236] however other works are interested in lower costs [259]. The assortment of problems
such as inventory management in the SC with the focal on minimizing the overall cost are
discussed by [260]. Inventory control where each local agent had optimized a local cost
function for decision-making have been studied in [259]. Also [231] had discussed cost
collaborative management.

The majority of conventional SC models concentrate on creating policies for SC agents
that aim to either increase their anticipated overall profits or decrease their expected overall
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expenses. While the focus on maximizing expected profit or minimizing expected cost is
suitable for decision makers who are not risk-averse, traditional SC models do not adequately
address the needs of risk-averse planners, as they do not propose methods to mitigate the
possibility of unfavorable profit outcomes. Hence, it is essential to integrate the concept of
risk aversion into traditional SC models.

The findings in this part are based on a review of journal articles that mainly apply MAS
in SCRM. The literature review was conducted in two phases: identification of the journal
articles and compartmentalization of the papers by addressing different issues.

SCRM involves an extensive variety of topics. So this causes difficulties in categorizing the
nature of the papers. Although there are some survey of the state of the art close to our work
as [117,261] but a readily classification of SCRM issues with DSS and MAS wasn’t available
in the current literature. Moreover, each paper uses different terms.

A summary of previous research on risks, DSS and MAS in SCRM are categorized in table
4.1. The table outlines the scope of application for each research. which are classified into 5
issues: process SCRM, approaches, problem area, methodology and DSS level.

The benefits of a multi-agent SCRM model for risk management are a plurality. The
learning competence via algorithms and the real-time adaptability that is established in
the model can prompt a more efficient reaction to data asymmetries amongst SC partners.
This in turn can lead to more effective SCRM and synchronization of SC processes [247].
Agent technology offers the essential capability for resolving distributed problems and the
independence to achieve proactive system behavior. Moreover, agent technology possesses
adaptable communication capabilities, which constitute a fundamental characteristic that
existing technological approaches based on contemporary technologies lack.

The outcomes and their implications empower the SCR managers to combine the MAS
model to their SCM system as a choice help tool.

The table 4.1 provides a comprehensive overview of studies that have used MAS for SCRM,
demonstrating the effectiveness of this approach in addressing specific problems such as
supplier selection, order allocation, and inventory control. However, the integration of DSS
with MAS in SC remains limited, with only 36% of works utilizing this combination.

To overcome this limitation, an appropriate DSS integrated with the risk management
process and MAS is required, which can assist decision-makers throughout all risk man-
agement phases and provide solutions at each step. It is worth noting that the majority of
MAS research in SCRM is led by computer science researchers, which emphasizes software
architecture rather than an in-depth analysis of the problem at hand.

Furthermore, MAS has a unique ability to model and monitor complex phenomena by
using a bottom-up technique that examines the micro-level behavior of individual agents to
comprehend macro-level emergent behavior. This capability is especially useful for modeling
complex SCRM problems that are challenging to explain through empirical research or
analysis.

Lastly, while most works that utilize DSS with MAS rely on mathematical models, there is
a need to explore the potential of artificial intelligence to construct a real smart system for
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SCRM. By doing so, researchers and practitioners can unlock new possibilities for addressing
the complexity of SCRM and enhancing decision-making.

4.5 The proposed multi-agent approach for risk management
in supply chains

Our multi-agent approach to risk management in SCs is a promising tool for solving SCM
problems. This approach leverages the advanced capabilities of software agents to proactively
collect data, make decisions, and generate alerts. The ability to assign an agent a goal and
its advanced communication abilities allow the agent to operate independently, helping to
decompose complex problems into more manageable sub-problems. This is especially useful
for representing supply chains as networks of autonomous companies negotiating, producing,
and delivering products and services.

The role of a MAS in real-time supply chain risk management is to provide a decentralized
and distributed decision-making framework that enables effective collaboration and coordi-
nation among different agents involved in the supply chain. By implementing the MAS, the
following benefits can be achieved:

e Improved risk assessment: MAS can collect and analyze data from various sources in
real-time and provide a comprehensive view of the risk levels in the supply chain.

e Faster decision-making: MAS enables agents to make decisions independently and
quickly, reducing the response time to potential risks.

e Increased flexibility: MAS allows for changes in the supply chain structure, such as the
introduction of new suppliers, without disrupting the entire system.

e Better coordination: MAS enables agents to exchange information and coordinate their
actions, leading to a more efficient and synchronized supply chain.

e Enhanced transparency: MAS provides a clear and transparent view of the supply chain
operations, enabling better monitoring and control.

In summary, the MAS approach enables supply chain organizations to proactively manage
and mitigate risks in real-time, resulting in improved supply chain performance and resilience.

To develop an agent-based SCRM concept, a suitable software engineering methodology
is necessary. In the following, a suitable methodology is selected and adapted to the needs
of agent-based risk management in supply networks. We specifically describe the different
components (agents) of our NeutroMAS4SCRM system and their interactions by showing
the established relationships between the various agents.
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4.5. THE PROPOSED MULTI-AGENT APPROACH FOR RISK MANAGEMENT IN SUPPLY CHAINS

4.5.1 Approaches
4.5.1.1 Macro and Micro perspectives

Agent-Oriented Software Engineering (AOSE) is a software engineering methodology
specifically developed for the design and development of Multi-Agent Systems. Unlike tradi-
tional software engineering methodologies, AOSE takes into account the unique characteristics
of agents, such as autonomy, proactivity, and social ability. Agents are autonomous entities
that can perceive their environment, reason about it, and take actions to achieve their goals.
They can interact with other agents and external systems to achieve a common objective.

The goal of AOSE is to provide a systematic and rigorous approach to developing MASs.
AOSE involves the use of formal methods, such as modeling languages and verification
techniques, to ensure that the designed MASs meet their requirements and are correct and
reliable. It provides a set of guidelines and best practices for developing MASs, including
identifying agents and their roles, modeling agent behavior and interactions, and specifying
agent communication protocols.

The basic engineering steps, such as Analysis, Design, and Implementation, are still
applicable in the design and development of MASs. However, according to Wooldridge [230],
there is a clear differentiation between designing an agent society as a whole, where each agent
type is considered as a black box, and further refining each specific type of agent. The former is
known as the macro perspective of AOSE, which deals with the overall architecture of the MAS,
while the latter is referred to as the micro perspective of AOSE, which focuses on the individual
agent’s design and implementation, as illustrated in Figure 4.6. This differentiation allows for
a better understanding of the complex interactions between agents and their environment,
and facilitates the development of MASs that are efficient, robust, and scalable.

Agenl

Sysiem
requirem
ents

Macro-perspective Micro perspective

Figure 4.6: Macro- and micro-perspective of Agent-Oriented Software Engineering
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The macro perspective of AOSE focuses on the high-level design and organization of agent
systems. It involves the definition of the system’s architecture, the definition of the interaction
protocols between agents, and the assignment of tasks to individual agents. Advantages
of the macro perspective include the ability to manage complex systems, and the ability to
model large-scale, dynamic systems with multiple agents that interact in real-time. The micro
perspective of AOSE, on the other hand, focuses on the internal behavior and decision-making
processes of individual agents. This perspective deals with the definition of agents” objectives,
the selection of appropriate actions based on their beliefs and goals, and the definition of
reactive and proactive behaviors for agents. Advantages of the micro perspective include the
ability to design intelligent and adaptive agents that can respond to changing conditions and
make autonomous decisions, and the ability to model systems with agents that have different
motivations, preferences, and behaviors.

In conclusion, both the macro and micro perspectives of AOSE have their own advantages
and challenges. By considering both perspectives, AOSE provides a comprehensive approach
to software engineering that takes into account the needs of both system-level and agent-level
design.

During the analysis phase within the macro-perspective, three aspects are typically con-
sidered according to [230, 267]:

o The environment : The agent system’s surroundings are evaluated, which includes
determining the domain and problem that the system will address, as well as identifying
any environmental restrictions. The agent system’s objectives are established based on
the system’s specifications.

e Key roles responsible for the main functions of a system are identified. These functions
must be executed to achieve the goals of an agent solution.

e Interactions : The connections between functions and their corresponding roles are
recognized and designed. These models of interaction establish, for instance, which
roles must collaborate to attain a goal.

The findings of the analysis stage are utilized in the design stage to specify the types of
agents that assume one or more of the identified roles and to establish a structural dependence
between agent types (for instance, how many agents of a certain type are created in an agent
system). The interactions identified in the analysis phase are structured as agent interactions
within such an agent community. The design stage generates a comprehensive model of a
multi-agent system that outlines the agent types, their roles, and the primary interactions
between them.

In the micro-perspective design phase, these agent specifications are refined with regards
to the following aspects, according to Bauer et al. [267]:

e Resources: Each agent needs several types of resources that it can use to carry out
activities. These are its internal knowledge assets, its goals, and external resources that
it can employ. External resources provide sensory information (e.g., access to databases,
user inputs) or represent effectors that are used to influence an agent’s environment
(e.g., communication channels or machine control interfaces).
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e Behaviors: The way an individual agent achieves its goals by employing activities that
use its available resources is described in an agent’s behaviors. A behavior combines
several activities that are triggered if certain preconditions apply and lead to a specific
outcome (e.g., a modification of an agent’s knowledge or environmental situation).

o Interactions: A detailed description of how an agent interacts with other agents in
an agent society and how these interactions are initiated and controlled by an agent’s
behaviors is summarized in an interaction model.

The final step in AOSE is the implementation of the detailed concept and evaluation of the
MAS. In subsequent sections, a specific methodology for designing the agent society and for
the micro-perspective is discussed, prototypical implementations are discussed in the next
chapter, and an overall evaluation of NeutroMAS4SCRM concept is carried out in this chapter.

4.5.1.2 Methodologies for the development of MAS

Currently, there are a significant number of MAS design tools and methodologies [267].
Each of them is based on its own conceptual foundation and covers a number of aspects that
are considered essential. Most of these methodological proposals are inspired by the results
of the object-oriented software engineering field. In this section, we present several examples
of these methodologies and conclude with some arguments that reinforce our choice of the
methodology to use for our MAS application in the logistics chain.

e AUML: The goal of AUML [268] is to extend UML with facilities that enable the descrip-
tion of agents. This formalism aims to recommend a technology for adopting a common
semantic, meta-model, and abstract syntax for the analysis and design of agent-based
methodologies. This technology must cover the lifecycle of AUML products and work
tools and be in accordance with existing FIPA specifications and the Object Management
Group (OMG). Currently, UML versions 2.0 and 2.1 have incorporated several concepts
of Agent UML, as shown on the official AUML website. Thus, with UML 2.0 and later
versions, one can model an agent-oriented application.

e M-UML:Is a modeling language proposed by [269] to represent and describe mobile
agents. It provides a standardized approach for modeling the behavior of mobile agents
and their interactions with other agents or systems. The language encompasses a range of
UML (Unified Modeling Language) diagrams and notation, such as sequence diagrams
and activity diagrams, that are adapted to capture the particularities of mobile agents.

e GAIA: [270] is a methodology where the multi-agent system is seen as an organization
composed of roles interacting with each other. The methodology starts with a description
of the organizational structure of the system, composed of roles and interactions between
them. Two phases are distinguished: the analysis phase, which allows the construction
of the role model and the interaction model, and the design phase during which the
agent, service, and accointance models are created.

This methodology approaches the design of a MAS without a pre-established agent
architecture model. Its use leads to a set of specifications that can be considered at
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the analysis level. However, the design is very weak, as no computational model is
considered.

MaSE (Multi-agent System Engineering [271]) is a generic methodology that considers
the initial context of the system, assumed to contain a well-defined set of functional
requirements, and allows the extraction of a set of hierarchized goals as its starting
point. It focuses on the practical aspects of building MAS. This methodology consists
of two phases. The analysis phase takes place in three steps: goal capture, use case
application, and role refinement. The design phase has four steps: creation of agent
classes, construction of conversations, assembly of agent classes, and design of the
system.

MaSE proposes to start with a goal analysis as it considers that goals are more stable in
analysis and design than functions, processes, and information structures. This goal
analysis and its clear distinction from a traditional functional analysis are the most
interesting contributions of MaSE. It also proposes a mechanism for identifying roles
and assigning them to agents.

To finally arrive at a computational model of agents, however, it carries out some simpli-
fication when considering that each type of agent corresponds to an object class. On
the other hand, certain considerations, such as assuming that there is an initial set of
functional needs or determining a well-established set of conversations, limit its appli-
cability to solving problems similar to those dealt with using a classic object-oriented
methodology. This results in a set of classes whose behavior is defined by automata,
but it is not clear how one could approach the construction of deliberative agents, such
as BDI agents, since, for example, it is no longer defined how to manage and control the
satisfaction or failure of goals.

The list presented above is not exhaustive. Below, we show some arguments guiding and

reinforcing our choice of methodology to use for the modeling phase of our architecture:

Table 4.2: Comparison of Agent-Oriented Tools.

Tool Abstraction | Agent Interaction | Mobile | Real-time | Decision
Level Model Agent Reaction | Making
Support
AUML High Model-based No Yes No
Gaia High Model-based No No No
M-UML High Model-based Yes No No
MaSE High Methodology-based | Yes No No
AALAADIN | High Framework-based Yes No No
Jason High Platform-based No Yes Yes
JACK High Model-driven No No No
Prométhée High Methodology-based | No No No
RoboCup High Platform-based No No No
Moise High Framework-based No No No
Tuple Centers | Low Paradigm-based No No No
RBSE High Methodology-based | No No No
ADELFE High Methodology-based | No No No
Tropos High Methodology-based | No No No
KQML Low Language-based No No No
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This table 4.2 provides a comparison of several agent-oriented tools based on key charac-
teristics such as abstraction level, agent interaction model, mobile agent support, real-time
reaction, and decision making. Let’s go through each criterion:

e Abstraction Level: This criterion refers to the level of abstraction provided by the tool.
It assesses how abstract or detailed the tool’s modeling capabilities are. In this table,
the tools are categorized as having a "High" abstraction level, indicating that they offer
comprehensive modeling capabilities.

o Agent Interaction Model: This criterion focuses on the approach or model used to
represent and facilitate agent interactions within the tool. The table indicates the different
interaction models employed by each tool, such as "Model-based," "Methodology-based,"
"Framework-based," etc.

e Mobile Agent Support: This criterion assesses whether the tool supports mobile agents,
which are autonomous software agents capable of migrating between different execution
environments. The table indicates whether each tool provides support for mobile agents
with a "Yes" or "No" entry.

e Real-time Reaction: This criterion evaluates whether the tool enables real-time reaction
capabilities for agents. Real-time reaction refers to the ability of agents to respond or
react to stimuli in real-time. The table indicates whether each tool supports real-time
reaction with a "Yes" or "No" entry.

® Decision Making: This criterion focuses on the decision-making capabilities of the tool.
It indicates whether the tool supports decision-making functionality for agents. The
table categorizes each tool as either supporting decision making with a "Yes" or not
supporting it with a "No."

The comparison provides a general overview of each tool and can help in selecting the
best tool for a particular use case based on the specific requirements.

e There is a significant number of methodologies and design tools for MAS and the
community working in the field of agents faces the problem of identifying a common
vocabulary to support them. However, there is not yet a mature enough standard
methodology that addresses all the necessary aspects for defining an MAS, nor the
entire development cycle of this type of software.

e J. Pavon, one of the authors of the INGENIAS methodology, states in [272] that despite
the existence of many agent-based applications, there is still a lack of experience for
designing and constructing MAS at an industrial level. The vast majority of agent-
based applications are built without using reusable agent components and are not
generalizable. This is why research on methods, tools, and agent platforms is of great
importance for the implementation of agent technology outside the purely academic
tield. In the current situation, few methodologies have brought significant real-life cases
to practice and are assisted by tools. Furthermore, existing methodologies only consider
some aspects of the lifecycle, usually analysis and design. For implementation, most
methodologies are conditioned by the use of a determined agent architecture.
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e The agent paradigm can extend to the object paradigm. As a result, an MAS devel-
opment methodology should take advantage of the experience of the object-oriented
approach. Object-oriented methodologies have acquired a high level of maturity and
their advantages are widely recognized. A large number of software developers are
familiar with them and use a wide range of available tools.

Among the various tools listed in the table 4.2, AUML stands out due to its alignment with
the requirements of the system in multiple criteria. First, AUML exhibits a high abstraction
level, showcasing its comprehensive modeling capabilities. This means that AUML offers
a rich assortment of constructs and features specifically designed to represent and design
complex agent systems effectively.

In terms of agent interaction modeling, AUML adopts a model-based approach. This
approach provides a structured and standardized method to depict the interactions between
agents. By employing this model-based approach, AUML facilitates clear communication and
enhances understanding of the system’s behavior, enabling smoother collaboration between
agents.

Moreover, AUML excels in real-time reaction capabilities, as it supports agents in promptly
responding or reacting to stimuli. This real-time responsiveness is of great significance in
systems that necessitate timely and dynamic decision-making in response to ever-changing
circumstances. With AUML, the system can effectively adapt and make informed decisions in
real-time, enhancing its overall performance and agility.

Considering these factors, AUML emerges as a suitable choice for implementing the
system due to its high abstraction level, model-based interaction approach, and support for
real-time reaction. These qualities make AUML well-suited for designing and developing
agent systems that require complex modeling, well-defined interaction patterns, and real-time
responsiveness.

It's important to note that the choice of tool ultimately depends on the specific requirements
and context of the system being developed. The table provides a comparative overview of
different tools, and based on the given information, AUML appears to be a favorable option
for the mentioned criteria. However, other considerations such as ease of use, tool availability,
and compatibility with existing technologies should also be taken into account when making
the final decision.

In order to give a methodological framework to the modeling process, we will subsequently
apply the AUML formalism, which contains a large number of concepts related to agents. In
fact, UML is a widely known, accepted, and proven standard for modeling object-oriented
applications. The fact that the agent paradigm is considered an extension of the object
paradigm has led several authors to extend UML to take into account agent concepts. By
choosing AUML, our models proposed in this manuscript will be widely disseminated and
understood. Other more technical arguments related to the issue we are addressing and that
reinforce our choice will be presented in the next chapter.
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4.5.2 Agent society in NeutroMAS4SCRM for SCRM

To leverage our NeutroMAS4SCRM proposition, we will begin by presenting the macro
perspective of AOSE, which aims to explain the role and type of agents in the system, as well
as the interactions between these agents. This approach will enable us to understand how
individual agents can work together to form a global system for SCRM.

Using AOSE, we will design an agent society for managing risks in the supply chain. Each
agent will have specific tasks, such as risk assessment, decision-making, or communication.
The agents will work together to identify and mitigate risks in real-time, thus improving the
resilience of the supply chain.

In summary, we will leverage our proposition by using the macro perspective of AOSE to
design an agent society for SCRM. The interactions between these agents will enable proactive
and real-time risk identification and management, ultimately enhancing the overall resilience
of the supply chain.

4.5.2.1 The roles and types of agents

The roles and types of agents are important components in the management of SCRs. In
the macro-perspective of AOSE, different types of agents are proposed for managing risks
within supply chain networks, along with basic interaction models. The specific roles and
responsibilities of these agents can vary depending on the particular requirements and goals
of the SCM. However, some common functions that may be assigned to these agents include
communication, data collection and analysis, risk evaluation, decision-making, and alert
management. Understanding the different roles and types of agents in SCRM is essential for
designing and implementing effective systems for managing risks in these networks.

Each company within the network is represented by three agents, as detailed in Figure
4.3. These agents are responsible for real-time risk alert generation and use neutrosophic
logic to evaluate potential risks. In addition, they serve as intermediaries for communication
and management of internal and external alerts, and are crucial to the proactive collection of
SCRM data. The data collected forms the foundation for the analysis and interpretation phase
of the SCRM process, where new information is generated through research, selection, and
interpretation of data. The resulting information product provides a snapshot of the status of
a particular order, represented by a set of SCRM data types. This group of roles is referred to
as the order monitoring group.

The functions of agents within the risk management process of businesses:

e Each of the three agents is equipped with an interface for internal and external com-
munication and alert management, in addition to monitoring. The alert management
interface allows the agents to receive and respond to alerts related to potential issues or
disruptions in the supply chain. These alerts can come from various sources, such as
sensors, tracking systems, or manual reports, and may signal a range of issues such as
delays in delivery, quality issues, or inventory shortages. By responding quickly and

CHAPTER 4. NEUTROMAS45CRM 115



4.5. THE PROPOSED MULTI-AGENT APPROACH FOR RISK MANAGEMENT IN SUPPLY CHAINS

Table 4.3: The NeutroMAS4SCRM system Agents.

Agent Name

Roles

RiskAppAgent

Agent related to the company’s procurement risk management process:
e Communication Manager.

Surveillance Manager.

Information collected.

Risk Evaluation (research, iteration of data launch status) + AHP

method + surveillance decision.

Risk Alert Manager.

e Risk Handling.

RiskFabAgent

Agent related to the fabrication risk management process:
e Communication Manager.
Surveillance Manager.
Information collected.
Risk Evaluation (research, iteration of data launch status) + AHP
method + surveillance decision.
Risk Alert Manager.
e Risk Handling.

RiskDistAgent

The main role of this type of agent is to handle sales risk management
procedures:
e Communication Manager.
Surveillance Manager.
Information collected.
Risk Evaluation (research, iteration of data launch status) + AHP
method + surveillance decision.
Risk Alert Manager.
e Risk Handling.

effectively to these alerts, the agents can mitigate risks and ensure that the supply chain
network operates smoothly.

e Information Collection: The proactive collection of SCRM data is based on both internal
and external requests for such data. This step provides the foundation for the analysis
and interpretation phase of the SCRM data process. During this phase, new information
is generated through research, selection, and interpretation of data. An information
product is created that represents the status of an order through a set of SCRM data
types. This group of roles is collectively referred to as the order monitoring group.

e Monitoring Manager: The role of the Monitoring Manager involves managing the
beginning and completion of monitoring procedures, responding to clients’ status
requests, and actively managing alerts. The successful launch of monitoring activities is
closely related to effective proactive alert management. Additionally, the Monitoring
Manager is responsible for creating an information product by collecting and analyzing

SCRM data.

o Alert Management: The process of Alert Management involves the identification and
response to critical issues in a timely and effective manner. These alerts are directed
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Figure 4.7: Agent societies in a SCRM network

towards both internal stakeholders, such as management teams and employees, as well
as external partners in the supply chain network, including vendors, suppliers, and
customers. The purpose of Alert Management is to ensure that everyone involved in
the supply chain is aware of any potential problems or disruptions that may impact
the operations or delivery of goods and services. Effective Alert Management is crucial
for maintaining the overall efficiency and productivity of the supply chain network,
minimizing the risk of delays, and reducing the costs associated with disruptions.

Risk handling: Encompasses the crucial step of making informed decisions by con-
sidering the findings from the synthesis and sensitivity analysis. Once the risks are
identified, treatment plans are initiated, taking into account the severity of each risk.
These plans are designed to mitigate and manage the identified risks, safeguarding
the overall business operations and minimizing potential adverse impacts. The treat-
ment plans may include a range of strategies such as risk transfer, where insurance
or contracts are used to shift the responsibility to external parties, or risk mitigation,
which involves implementing proactive measures to reduce the probability or impact
of risks. This can include diversifying supplier networks, implementing redundant
systems, creating buffer inventory, improving logistics and transportation capabilities,
or adopting advanced technology solutions for real-time monitoring and predictive
analytics. Additionally, contingency plans are developed to outline specific actions to be
taken in response to different risk scenarios, ensuring a swift and coordinated response.
Regular monitoring and reassessment of the treatment plans are necessary to adapt to
evolving risks and maintain the effectiveness of the risk handling strategy.

ach of the agents depicted in Figure 4.7 aims to collaborate with others to expand the
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range of potential scenarios for managing risks and mitigating undesirable events that pose a
threat to the supply chain. In terms of their responsiveness and ability to process information,
these agents are designed to react to incoming stimuli in the form of messages, and they also
employ decision-making strategies that utilize the Neutrosophic Data AHP method.

In order to create a concept based on agents, it is necessary to use a suitable software
engineering methodology. In the following text, we will outline the distinctive features of
agent-oriented software engineering, and choose a methodology that can be customized to
meet the requirements of risk management using an agent-based approach in the context of
supply chains.

4.5.2.2 The structural design of the agent society

It refers to the way agents are organized and interact with each other in a society. This
may include aspects such as the distribution of resources, roles and hierarchical relationships,
and mechanisms for coordination and decision making.

Two key dimensions of communication are prominent in the agent-based SCRM concept:

e Inter-organizational communication: This refers to the interaction between businesses
and involves the exchange of messages between the distribution agent and the supply
agent of each SCRM agent society. These agents serve as the main point of contact for
external communication, facilitating communication between different organizations.

e Intra-organizational communication: This refers to the interactions that occur within
an SCRM agent society between different types of agents responsible for executing the
enterprise system. These interactions play a critical role in ensuring coordination and
effective decision making within the organization.

The distinction between these two dimensions of communication highlights the impor-
tance of effective communication for the success of SCRM systems. By understanding the
communication needs and processes within and between organizations, organizations can
design and implement SCRM systems that support the efficient exchange of information and
cooperation between agents.

Based on our understanding, the supply chain network is composed of three distinct
agents, each of which represents a different company: a RiskAppAgent for service level
supply risk management, a RiskFabAgent for production or manufacturing level service
risk management, and the last agent, the RiskDistAgent, for distribution level service risk
management.

The individual agents are responsible for managing risks in each of the three sectors that
comprise the company. They ensure that the company’s monitoring initiatives are consistently
initiated and that external requests for status updates and alerts are managed effectively.
Additionally, the agents provide a comprehensive overview of all the monitored orders within
the company. This is crucial for the ongoing assessment of risk levels within the organization
and the supply chain as a whole.
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If a single agent is responsible for managing different orders, additional planning proce-
dures would be necessary. To avoid this, each order is monitored by several agents, with each
agent providing a standard interface to the company’s internal data sources. These agents
are capable of handling multiple requests from different agents within the supply chain
network, and can manage access to their respective data sources. These functionalities are
standard features of agent development frameworks like JADE [273], which can be utilized
to implement an agent system for Supply Chain Risk Management.

Users can manually access these systems using the application’s graphical user interface
(GUI). This enables network partners with their own proprietary risk management tracking
systems to communicate and exchange data through the interface. However, the most optimal
approach to SCRM involves each network partner implementing their own SCRM system.
This makes data collection and analysis more efficient at all levels of the supply chain network.

The structural interdependencies between the agents in a SCRM agent society and the
main types of knowledge assets that they act upon can be depicted through an abstract model
in the form of an AUML class diagram. This provides an overview of the relationship between
the agents and their interactions.

Each agent initiates monitoring activities, and each company’s distribution agent has access
to multiple external supply chain agents from other companies. The distribution agent has a
direct connection to the supply chain agent to request data on manufacturing orders, which
serves as a gateway to external network partners. The agents can access the SCRM systems of
other partners by querying address information since the SCRM process is applicable to each
network partner. This results in multiple SCRM systems interconnected in a supply chain
network, forming a recursive many-to-many relationship between the companies’ agents.

4.5.3 Interactions among agents
4.5.3.1 Basic Interaction Protocol

Interactions among all types of SCRM agents are based on the exchange of requests
for supply chain data and activities to be performed for the collection or manipulation of
that data. A standardized protocol, the Foundation for Intelligent Physical Agents (FIPA)
Request Interaction Protocol [274],is used as the appropriate basic interaction protocol for
this exchange that is appropriate for our work.

According to the FIPA specification document (FIPA-00037), the Request protocol is
defined as: "A protocol for sending a request from one agent to another with the expectation
of a reply. This protocol is used to initiate a conversation between two agents, where the
requester agent sends a message to the responder agent asking for some action to be performed.
The responder agent sends back a reply, which may be a confirmation of the request, a denial
of the request or a counter-proposal.” [275]

FIPA Request (refer to Figure 4.8) is a well-established interaction protocol used in agent-
based systems that provides a structured and standardized way of exchanging requests and
responses between agents [274]. It defines the format and content of requests, the mechanisms
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Figure 4.8: The "Request" protocol of interaction in the Foundation for Intelligent Physical Agents.

for handling failure and time-out situations, and the expected responses to requests. The use
of this standardized protocol ensures that interactions between SCRM agents are consistent
and predictable, even in complex and dynamic environments [274].

Once the activities triggered by the request have been carried out by the participant, it
must acknowledge its completion, either by sending a failure message indicating that the
request could not be fulfilled, or by sending information as a final response. This information
includes either the result of the actions performed in response to the request (inform-result),
or a simple confirmation of the successful completion of the request (inform-done), which is
sent to the initiator of the request.

In an SCRM agent society, the standard response to a request includes the communication
of results, as the exchange of information between agents is critical for the coordination and
management of the supply chain. The inform-result message contains the results of the actions
performed in response to the request, providing the initiator with the necessary information
to make informed decisions and continue to coordinate the supply chain.

Figure 4.9 illustrates the usage of an inform-result message that provides detailed infor-
mation about the results of actions, which is defined based on the proposed SCRM ontology.
Each type of agent decides on an appropriate action based on the type of message, the sender,
and the content of the message. In addition to reacting to messages, each agent can proactively
decide to take or initiate other actions in the risk management process (e.g., sending an alert).
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ACLMessage message = new ACLMessage(ACLMessage.INFORM RESULT);

message.setSender(new AID("RiskAppAgent@Enterprise3”, AID.ISGUID));
message.addReceiver(new AID{"RiskDistAgent@Enterprise2”,AlD.ISGUID));
message.setContent (" (OrderlD=1; OrderType=\"Warehousing\"; "

" PlannedAchievesentDate =(xx-xx-xx:12:08);: "

" ImportantStepID =(( NameofStep;

" PlannedCompletionDate =(xxxx-xx-xx;12:8@); "
“"CompletionDate =(xxxx-xx-xx;12:88));... ~
"RisksTypes=(has_RiskTypelD(34); "
"has_Description(\ X0\ ); ~

"has RiskODccurenceDate(xxxx-xx-xx;15:58); =
"has_RiskSeverity(3);

"has_ RiskEventPerturbation =(has_EventCarrierTypelD

& & 4 & & & L o+ %

(56); *
+ "has_DescriptionDetails(\"yyyyy\"); has_Date(xxxx-xx
xx;15:08);)):%);
message.setOntology("SCRM_Ontology”);
message.setConversationId(”3");

Figure 4.9: Surveillance Result - FIPA Message to the Distribution Agent.

4.5.3.2 Intra-organizational communication

An NeutroMAS4SCRM system within a single company is composed of different types
of agents, each serving a specific role in the overall system. These agents work together to
achieve the objectives of the NeutroMAS4SCRM system.

The communication between these agents is based on FIPA "Request" interaction pro-
tocol. This protocol allows for effective and efficient communication between the agents,
allowing them to exchange information and coordinate their activities. In addition, the Neu-
troMAS4SCRM system also facilitates communication with external entities, such as other
companies within the supply chain network.

Figure 4.10 provides a visual representation of the main interactions that occur within
the NeutroMAS4SCRM system. It shows how the different agents communicate with each
other and highlights the different types of information that are exchanged between the agents.
The figure also highlights the communication between the NeutroMAS4SCRM system and
external entities, ensuring that all relevant information is available for effective SCM.

In this way, the NeutroMAS4SCRM system can operate as an integrated system, ensuring
that all agents are able to effectively collaborate and contribute to the achievement of the
system’s objectives.

4.5.3.3 Two possible external triggers

The idea of an explanatory AUML interaction diagram for SCRM is to create a visual
representation of the system’s behavior that enables stakeholders to better understand how it
works and how to optimize it for maximum efficiency and effectiveness. It uses the notation of
the AUML to illustrate the dynamic behavior of the system and how its components interact
with each other.
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In this specific scenario, a customer company requests information on a manufacturing
order, or a customer informs the distribution agent of an alert. Both pieces of information are
transmitted to the Manufacturing agent, which then takes into account any external triggers it
may have received and checks for critical states corresponding to the order. The content of the
request is based on the AgentSCRM ontology and follows the syntax introduced in chapter 5,
requesting different types of state data and information about disruptive events and risks.

The distribution agent receives requests or alerts from other agents and then starts actively
collecting data from internal or external data sources. For example, the client’s enterprise
resource planning (ERP) system. Based on the SCRM data that the agent receives in the
corresponding information message from the External RiskAppAgent, it extracts knowledge
on all associated orders. Then, the RiskDistAgent analyzes and interprets these inputs using
its Neutrosophic Data AHP system (see chapter 3) and creates a response (Inform OF) to
respond to the order state or (Inform (Alert OF)) for the evaluation of the criticality of an
event or disruptive risk. The results that represent new information created by the distribution
agent are stored in its SCRM Data knowledge asset. This response to the request from the
external client agent is illustrated in figure 4.10.

RiskAppAgentExt : RiskDistAgent : RiskFabAgent : RiskAppAgent : RiskDistAgentExt :

T
I I I I
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Figure 4.10: An Explanatory AUML Interaction Diagrams for SCRM.
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4.5.3.4 Commitment to an ontology

The significance of semantics in communication is emphasized in Chapter 5, where an on-
tology has been created to outline the relevant semantic concepts and their associations within
the AgentSCRM domain. To achieve successful agent interactions, each agent must employ
an ontology to clarify the meaning behind its messages. To facilitate communication between
all agents in an SCRM society, it is crucial to reach a consensus on a common ontology, which
in this scenario is the AgentSCRM ontology. Additionally, the utilization of the AgentSCRM
ontology is also required for inter-organizational interactions between SCRM systems, as
this helps to eliminate the need for conversions between different semantic interpretations
of content and simplifies the implementation process of these systems. Therefore, the basic
agent concept in our NeutroMAS4SCRM proposal presumes that all agents must agree to
use the same ontology in order to provide clear and transparent interactions without the
need for conversion mechanisms. However, in the realistic settings of an inter-organizational
supply network, this assumption may not hold and the integration of other risk management
solutions may be desired. In such a scenario, mechanisms for matching between different
semantics represented by specific ontologies are necessary.

4.54 Agent RiskDistAgent

In the field of AOSE, the focus of descriptions regarding society of agents primarily lies on
organizational structures and the relationships between all agents involved. However, a com-
prehensive understanding of each type of agent is also provided, giving a micro-perspective.
This comprehensive understanding encompasses the internal resources, behaviors, and inter-
actions with other associated agents as well as AUML models.

In our work, we will solely focus on the distribution agent as the three agents operate
under the same principle. The distribution agent is one of the types of agents within the
NeutroMAS4SCRM concept, and it plays a crucial role in managing the risks associated with
the company’s sales process, from demand generation to the delivery of finished products. To
effectively perform this role, the distribution agent consists of several components, including
a communication module, a reasoning engine, a distribution knowledge base, and a database.

The communication module enables the agent to interact with other agents, while the rea-
soning engine enables it to make informed decisions based on the information it receives. The
distribution knowledge base stores relevant information and data related to the distribution
process, while the database serves as a storage system for the agent to access and manipulate
data as required.

In conclusion, the detailed concept of the Distribution Agent provides a thorough under-
standing of its purpose, functions, and components, and plays a critical role in the successful
implementation of the NeutroMAS4SCRM concept.

The design of the agents is illustrated in Figure 4.11, which includes the various components
and their interconnections.

o User interface: The module for user interface allows for communication between the sys-
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Figure 4.11: Agent Architecture.

tem and the user. It offers the necessary tools for the user to adjust the company’s plans
in the case of a risk or unfavorable circumstance. Additionally, the interface displays the
outcomes of searches and interactions with the "RiskAppAgent" and "RiskFabAgent"
agents.

The Monitoring Manager: The Monitoring Manager’s primary responsibility is to oversee
the initiation of monitoring procedures and generate a knowledge resource by collecting
and analyzing SCR data. This data is crucial for addressing customer status inquiries
and for facilitating proactive alerts between agents in real-time.

Information Collection: The process of information collection in SCRM plays a crucial role
in ensuring that all relevant data is gathered, analyzed and interpreted in a systematic
manner. This helps in providing actionable insights that can support decision making
and risk management activities. The information collected can come from both internal
and external sources, which could include customer data, supplier data, market trends,
and other relevant sources. The process of information collection is a step-by-step
procedure that involves searching, selecting and interpreting the data in a meaningful
way. The resulting information can provide a foundation for effective risk management
and decision-making processes.

Risk assessment and decision-making module: The Risk Assessment and Decision-Making
Module encompasses the strategy for making informed choices regarding potential haz-
ards facing the organization. The initial step involves the formation of a comprehensive
risk hierarchy that takes into account all potential dangers to the organization. This
involves a thorough examination of the processes involved and identification of any
potential weaknesses. The risks are then grouped based on criteria such as severity,
frequency, and detectability. Subsequently, the SCR is evaluated using the Neutrosophic
Data Analytical Hierarchy Process (NDAHP), as outlined in chapter 3 of the thesis.
This process provides a systematic approach to risk assessment and decision-making,
ensuring that the organization is equipped with the necessary information to make
informed choices.
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o Alert management module: The alert management module plays a crucial role in ensuring
the effective functioning of the system. Based on the results of evaluations performed
by other agents, the alert management module generates alerts and distributes them to
the relevant internal and external stakeholders. These alerts are crucial in proactively
identifying and mitigating potential risks that may impact the organization. The timely
dissemination of alerts also helps to foster collaboration and communication among all
stakeholders involved in the supply chain risk management process.

Communication module: The Communication module acts as an intermediary between
the different agents within the system, enabling them to exchange information and
alerts efficiently and effectively. This module plays a key role in ensuring real-time
coordination between the agents, allowing for a prompt response to potential risks or
adverse events. It facilitates communication between agents using various protocols,
including the FIPA ACL message format, ensuring secure and seamless interactions.
The real-time nature of this module ensures that the agents can collaborate effectively
to assess and manage risks, ultimately reducing the impact on the organization and
its external supply network partners. An illustration of the Communication module’s
function can be seen when an alert is received from an external "RiskAppAgentExternal"
belonging to another company. This alert, in the form of a FIPA ACL message, can
be transmitted by the Communication module to the internal manufacturing agent
"RiskFabAgent".

Knowledge Base: The Knowledge Base is a vital information store used by system agents
to make knowledgeable decisions. It encompasses a range of criteria that outlines the
terms for each service and criteria concerning customer offers. The Knowledge Base
also establishes the threshold for alerts by defining the level of risk that the system can
tolerate before taking action. This threshold is based on the company’s risk appetite,
which considers factors such as the company’s financial capacity and strategic objectives.
The Knowledge Base specifies action plans for managing risks based on the most suitable
treatment strategy, such as avoiding, accepting, or transferring the risk, and ensures that
the agents operate within the predefined risk limits. Additionally, the Knowledge Base
is designed to store key risk indicators and other types of relevant knowledge that are
specific to each type of agent. This information is used by the agents to identify and
assess potential risks and to make informed decisions about the best course of action.

Database: The Database component of the system also contains information about key
risk indicators (KRIs) that provide insight into potential risks and help to prioritize the
need for risk mitigation actions. The data stored in the database is constantly updated
and used by the various agents to make informed decisions and respond to risk events in
real-time. Additionally, the database supports data analysis and reporting capabilities,
providing a historical record of risks, events, and responses. This information can be
used to identify trends, patterns, and areas for improvement to further enhance the
organization’s overall risk management strategy.

Reasoning engine: The Reasoning Engine serves as the central control mechanism of the
system, managing the execution of various actions taken by the agents. It is responsible
for interpreting the data from the Database and the Knowledge Base, making decisions
based on the algorithms and models defined in the system, and coordinating the com-
munication between agents. The Reasoning Engine also plays a critical role in ensuring
the efficient and effective operation of the system, ensuring that the right decisions
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are made in response to risks and adverse events, and minimizing their impact on the
organization and its supply network partners.

4.5.4.1 Structure of the RiskDistAgent agent

Roles: Surveillance Manager, Alert Manager....

Behavior

React [RequestReceived] OutsideRequestManagement
RiskAppAgentexternal [Requestzatisfied]

React [AlertReceived AppExt] ManageIncomingAlertRiskAppAgentexternal
[AlertHandled]

React [AlertReceived] ManagelncomingAlertRiskAppAgent
[AlertProcessed]

Process [StatusMonitoringUpdate] GenerationAlert [
AlertSentRiskFabAgent RiskAppAsent | NoAlertSent]

Internal [NewUpdate Status ] ManageUpdateStatus
[UpdateMonitoringStatus]

Internal [Iscalled] SearchIncomingOrder [returnedStatusincoming Order
D]

Perception

ACL_Messages ( AlertReceived | AlertReceivedAppExt | RequestReceived |
StatusMonitoringUpdate...)

Figure 4.12: AUML class diagram of a Distribution agent

The AUML class diagram provides a visual representation of the structural characteristics
of a distribution agent as presented in Figure 4.12. The diagram depicts the distribution agent
as a class with the following roles: Surveillance Manager and Alert Manager. The main
resources of the distribution agent, which encompass several knowledge assets for proactive
decision making and order tracking, are also depicted in the diagram.

An AUML class diagram is a diagram that illustrates the structural organization of classes
in a software system, helping to model its object-oriented architecture. It provides a visual
representation of the relationships between classes, including their attributes and methods.
Classes are represented by boxes with sections: the top section displays the name of the agent
class, the middle section shows the behavior of the agent, and the bottom section represents
the perception of the agent.
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In the subsequent section, an examination is made of the actions carried out by a distribu-
tion agent to carry out its duties, and these behaviors are concisely itemized in figure 4.13. To
collect information about its surroundings, a distribution agent relies on a range of sensors.
It receives different sorts of messages, such as customer status requests (RequestReceived),
alerts from outside clients (AlertReceivedAppExt). Furthermore, the agent gets two types of
messages internally: alerts from the company’s production and procurement agents (AlertRe-
ceived). More information about the circumstances under which these messages are received
will be explained in the following sections.

The main advantage of using an AUML class diagram is that it clarifies the design of a
software system, making it easier to understand and maintain. It is particularly useful for
identifying class hierarchies and relationships, and for capturing the structure of the system
at a high level of abstraction.

Agent Behaviors )
Sensor Effecror
—
P React [RequestReceived] OutsideRequest «Usew :
ManagementRiskAppAgentExternal V
[Requestsatisfied]
Internal [Iscalled)]
SearchIncomingOrder £ - 17>
[returnedSiatus Usd »
P React [AlertReceived AppExt] Manage Incoming Order ID]
IncomingAlertRiskAppAgentExternal
[AlertHandled) @ F~==--- 1
«Usen I
1
React [new FI{J:“t [_:\le:lke;?;g]:lanaie Internal [NDAHPE Internal
message] B e erecssedt o [T xecution] Alert L _ 1= [is called]
[AlertProcessed] « Use » Generation [Analyzed Usd
Wait Data] Send
Messages React [AlertReceived] Manage | . Use?’ message
b’ IncomingAlertRiskAppAgent
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Status | ManageUpdate |- — | }
b_ Process [Cyclic] NewManagedNDAHP Status [Update
r i T . — Usd»
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h— GenerationAlert [ AlertSentRiskFab | - = == == Ll
Agent RiskAppAgent | NoAlertSent] « Use »
P> Process [ElapsedWaitTime] Request [~~~ ~ ~ «Usew | =
InternalOrderDetails RiskDistAgent —
«_LTst_» . Call [CollectedInternalOrderDetails]
for another

behavior

Figure 4.13: Agent Distribution Behaviors
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4.5.4.2 Behaviors of the RiskDistAgent agent

The statement implies that since the three agents have similar behavior, only the distribu-
tion agents will be analyzed in detail. The distribution agents are in charge of transmitting
alerts between client companies and internal agents (RiskFabAgent and RiskAppAgent),
which relate to supply chain data, specifically tracking information for production orders.

preview of the behaviors associated with Distribution Agent roles and the interdependen-
cies between these behaviors is presented in Figure 4.13. Two basic behaviors perform the
functions of the sensors and actuators of a Distribution Agent:

o Thereactive behavior Wait for Messages acts on newly received Agent messages, extracts
their content, and makes it available to other Agents.

e An internal behavior Send Message is an internal process that is initiated by other
behaviors within the system. As an internal behavior, it is not directly triggered by
external events, but rather by other processes within the system.

In the role of a Distribution Agent as a Surveillance Manager, foure behaviors are initiated
reactively or proactively: The behaviors Manage Demand from Outside RiskAppAgent and
Handle incoming Alert RiskAppAgent external ManagelncomingAlertRiskAppAgentExternal or
Handle incoming Alert RiskFabAgent internal ManagelncomingAlertRiskFabAgentInternal and
RiskAppAgent internal ManagelncomingAlertRiskAppAgentInternal react to messages perceived
by the agent, namely the types of perception Received Alert AlertReceived or Received Demand
RequestReceived, as indicated in the prerequisites of these behaviors.

When an entity outside the company alerts the distribution agent about the occurrence
or potential occurrence of a disruption in the execution of an order, it creates a new type
of perception for the distribution agent. This alert is received in the form of a message,
which includes an OrderID. The distribution agent then forwards this OrderID to the relevant
internal agent as a request message, through a process known as OrderID lookup.

The ManagelncomingAlertRiskAppAgentExternal behavior is responsible for processing
this incoming alert and updating the risk database with the information collected from internal
sources and the received ACL messages. The GenerationAlert behavior is then executed,
where the Neutrosophic DAHP (Decision Making based on Analytic Hierarchy Process)
method is applied. The Neutrosophic DAHP method used in the GenerationAlert behavior
focuses on utilizing current data from updated sources to create a single-valued neutrosophic
number (SVNN), also known as cross-data. The SVNN is a numerical representation of the
uncertainty, indeterminacy, and incompleteness of the data.

This conversion of data into a single numerical value enables decision-makers to efficiently
assess the risk associated with a particular event or order, as it provides a concise and ob-
jective evaluation of the information. The SVNN takes into account the inherent limitations
and ambiguities of the data, making it a more reliable and accurate representation of the
information compared to traditional methods that only consider definite values.

In addition, the New Method NDAHPExecution is cyclically launched by the Distribution
Agent or in the case of new risks or critical events. It is therefore a proactive behavior
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whose initiation is controlled internally by the agent. After the SVNN is calculated, the
GenerationAlert behavior produces the overall risk ranking, which can be used by decision-
makers to make informed decisions about potential risks and disruptions in the supply
chain. The use of the neutrosophic DAHP method and the SVNN provides a robust and
comprehensive approach to risk management, improving the efficiency of decision-making in
real-time reactions. So, The final step is for decision-makers to review the risk ranking and, if
necessary, create a treatment plan and send a message to the agents if an alert is generated.
The execution details of this behavior can be found in Figure 4.15.

In the context of the Alert Manager role, a Distribution Agent makes status updates based
on the results of surveillance. As soon as the status of an order is updated, the behavior
StatusMonitoringUpdate reacts by updating the corresponding knowledge resources, the
behavior Alert Manager acts on the new state data and decides on the generation of alerts.

With the real-time reaction capability of this behavior diagram, the Distribution Agent can
respond promptly to incoming messages and quickly process them, making the necessary
updates to knowledge resources in response to received alerts. This allows the agent to
provide an efficient and effective decision support system for handling surveillance and
alert management. The proactive behavior New Method NDAHPGerée enables the agent to
continuously monitor the environment and detect any new risks or critical events, allowing it
to proactively initiate the necessary responses to maintain a safe and secure system.

A. The alert management behaviors

In the realm of SCRM,, it is essential to constantly monitor and assess risks that could
potentially impact the supply chain. In order to achieve the desired outcome, the
behavior GenerationAlert outlined in figure 4.14 must be properly executed. This figure
serves as a visual representation of the steps that need to be taken in order to achieve
the desired result, several steps should be taken to ensure that all relevant information
is considered and acted upon. The first step involves the identification of any new status
updates that may impact the supply chain. This information can then be utilized to
update the SCRM data, thereby providing a more comprehensive understanding of the
current situation.

The calculation of Key Risk Indicators (KRIs) is a critical component of SCRM. KRIs are
quantifiable measures that provide a concise representation of the level of risk associated
with a particular risk factor. The calculation of KRIs involves collecting and analyzing
data, and converting this information into metrics that can be used to monitor and assess
risk.

For instance, One KRI for a supply chain could be the "Inventory Days of Supply"
metric. This KRI measures the number of days that inventory can cover the demand for
a particular product or group of products. The KRI can be used to identify potential
supply chain risks such as stockouts or overstocking of inventory.

Another KRI for a supply chain could be the "Supplier Performance Scorecard". This
KRI measures the performance of a supplier based on factors such as on-time delivery,
quality of goods, and responsiveness to issues. The KRI can be used to identify potential
risks associated with supplier performance, such as delays in delivery or poor product
quality.
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Figure 4.14: Alert Management Role of Distribution Agent

A third KRI for a supply chain could be the "Freight Cost per Unit". This KRI measures
the cost of freight for each unit of product shipped. The KRI can be used to identify
potential risks associated with rising transportation costs, which can impact the overall
cost of goods sold and ultimately, the profitability of the supply chain.

By continuously monitoring and tracking KRIs, organizations can quickly identify the
potential impact of a risk event and take necessary actions to mitigate or manage the
risk.

In addition to updating SCRM data and calculating KRIs, it is also important to keep the
knowledge base up-to-date. The knowledge base is a repository of information related
to SCRM and other relevant fields and serves as a valuable resource for those involved in
risk management. Regular updates to the knowledge base help to ensure that it remains
relevant and useful for decision-making and risk management activities. To update
the knowledge base, it is necessary to collect and analyze the latest information on
SCRM, including information on KRIs, and integrate this information into the existing
knowledge base.
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In conclusion, the steps of identifying new status updates, updating SCRM data with
new state data, calculating KRIs, and updating the knowledge base form an integral
part of a comprehensive SCRM strategy. By following these steps, organizations can
continuously monitor and assess risks and take necessary actions to manage and mitigate
their impact on the supply chain.

After these steps have been completed, the behavior of the NDAHP can be activated.
Based on the information analyzed, the agent will decide if there is an alert that needs
to be generated or if the system is in a safe situation without any threats. In the event of
an alert, necessary actions can be taken to mitigate or manage the risk. Ultimately, the
combination of continuous monitoring and assessment, data analysis, and the activation
of the NDAHP ensures that organizations have a comprehensive understanding of the
potential risks to their supply chain and are able to take proactive measures to protect
their operations. If the system encounters a risk, a real-time reaction must be taken.
With the ontology of the communication between the agents, the Agent Communication
Language (ACL) alert message will be disseminated to the agents in the system.

. Monitoring management behaviors:

The purpose of the Monitoring management behavior is to identify and mitigate risks
and threats in the SC. By monitoring various elements within the supply chain, such
as the status of tasks, resources, and other components, the Surveillance Manager role
can identify potential issues and take the necessary actions to prevent or mitigate those
risks. This helps to ensure the proper functioning of the SC and minimize any negative
impact on the overall performance of the system.

For example, if a component in the supply chain is not functioning as expected, the Mon-
itoring management behavior can detect this and trigger the appropriate response, such
as triggering an alert, reassigning tasks, or diverting resources to a different component.
This allows the supply chain to continue to operate smoothly and meet its performance
goals, despite any challenges that may arise.

To represent these behaviors, detailed activity diagrams using AUML was created. In
these diagrams, the different steps and processes involved in monitoring management
behaviors are depicted and analyzed.

For example, in the case where a new state request from a client is received, the Out-
sideRequestManagementRiskAppAgentExternal behavior becomes active (See figure
4.17). This behavior is responsible for managing the request and determining the
appropriate response. The response is then handled separately by the Recherche Re-
questReceived role, which is responsible for searching for the requested information
and returning it to the client. The distribution agent searches for the orderID state ex-
tracted from the ACL message by sending an ACL message to the internal RiskFabAgent,
RiskDistAgent and from the internal database of the agent itself.

As a second example (See figure 4.16), one can discuss the behavior of Managelncomin-
gAlertRiskFabAgent. The RiskDistAgent distribution agent, as soon as it identifies a
new verification request from the internal RiskFabAgent manufacturing agent, collects
information using key risk indicators (KRI) and identifies new risks. KRI are perfor-
mance metrics that provide a quantitative measure of an organization’s risk exposure.
Then, the agent updates the risk database. Afterward, it will either execute the Alert-
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Generation behavior or apply the neutrosophic Data AHP method (as represented in
Chapter 3 and detailed in the work by Meziani et al. [276]) to classify the risks.

Once the risks have been identified and classified, the agent moves on to the application
of the treatment step in the risk management process. This step involves implementing
strategies and actions to mitigate or manage the risks. For example, if an alert is gener-
ated, the agent will initiate an alert handling process which may involve implementing
risk mitigation measures and communicating the necessary information to the relevant
stakeholders.

It is important to note that the goal of the treatment step is to minimize the impact
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Figure 4.16: Execution Details of the ManagementIncomingAlertRiskFabAgent Behavior

of risks and to ensure that the organization is prepared to respond effectively in the
event of a risk materializing. This can include activities such as risk monitoring and
review, risk acceptance, risk transfer, or risk reduction through risk mitigation measures.
By carrying out these activities, the agent contributes to the overall risk management
process of the organization.

In conclusion, the Monitoring management behavior plays a crucial role in maintaining
the stability and efficiency of the SC by detecting and mitigating risks and threats in
real-time. This helps to ensure that the SC remains reliable and effective, even in the
face of changing conditions.

CHAPTER 4. NEUTROMAS45CRM 133



4.6. CONCLUSIONS

W7 ACL Message(RequestReceived) RiskAppAgent
External
|’ React [RequestReceived] OutsideRequestManagementRiskapp I
!! t ACL Message
3 RiskFabAgent
Identify a new request lelﬁl\ppl\l‘wrll
ACL Messag,
RiskFabAgent Extracting the orderlD from the ACL message
RiskAppAgent
Internal [Iscalled] SearchIncomingOrder /r Sending a request to identify the status of the
[ReturnedStatus Incoming OrderID] order.
Receiving the order status.
Send the response to the client \L
Verifying the order status
ACL Message
Request processed. RiskFabAgent
() Return OrderID status. RiskAppAgent
‘ MODELER

Figure 4.17: Execution Details of the OutsideRequestManagementRisk App AgentExternal Behavior

4.6 Conclusions

this chapter delved into the topic of multi-agent systems, providing a thorough overview of
the defining concepts and development methodologies in the field. The main functions to be
performed by a Supply Chain Risk Management solution were outlined, and a technological
approach to integration was presented, using software agents as an innovative technology for
building autonomous and distributed software solutions.

We also explored the strengths of MASs, highlighting their importance for managing risk
in supply chains and their ability to handle cooperation, integration of incomplete expertise,
adaptation to reality, modularity, efficiency, reliability, and reusability. The multi-agent ap-
proach is based on a set of concepts, including communication, organization, and coordination
between more or less intelligent and autonomous entities. This wealth of concepts makes the
multi-agent approach a powerful and rich approach to modeling.

In this chapter, we proposed NeutroMAS4SCRM, an enterprise architecture solution
consisting of three agents solely dedicated to risk management in the SCRM system. Our
proposal was built upon two key choices. The first choice concerned the use of the AUML
language during the modeling phase, while the second choice involved the selection of the
optimal enterprise architecture for managing risks in the supply chain. Additionally, in the
upcoming chapter, we will delve deeper into the proposed ontology, which aims to enhance
the collaboration between the system’s agents. We will also cover the implementation of
our system on the JADE platform and discuss the validation process. Overall, this chapter
serves as a significant contribution to the field of MASs and SCRM, offering a thorough
understanding of the topic and proposing an effective solution for managing risk in the SC.
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5.1. INTRODUCTION

5.1 Introduction

MUlti-agent systems rely heavily on effective communication among the agents to achieve
their goals. Communication ontology plays a crucial role in facilitating this communication
by providing a shared understanding and vocabulary for the agents to exchange information
and coordinate their actions. The accuracy and consistency of the communication ontology
have a direct impact on the performance and success of the MAS system.

In recognition of the importance of communication ontology in MAS, we have proposed a
communication ontology for our system. This ontology is designed to provide a standardized
and efficient exchange of information among the agents, improving their coordination and
decision-making. Our proposed communication ontology has been carefully crafted to meet
the requirements of the MAS system and to accurately reflect the intended meaning of the
communication among the agents. Through the use of our proposed communication ontology,
we aim to enhance the performance and success of the MAS system.

Assessing the concept of SCRM and its associated prototype implementations must take
into account the specifics of the supply chain domain, particularly its structural complexity.
In what follows, an evaluation approach is selected that allows for consideration of the
advantages and limitations of agent-based SCRM from various perspectives. Given the
proposal of a comprehensive risk management framework to address the complexity of the
logistics chain, the evaluation method is chosen.

In this chapter, The validation process involves verifying the compliance of the proposed
ontology with the requirements of the MAS system, testing its accuracy and consistency
through simulation or experimentation, and ensuring its effectiveness in facilitating commu-
nication among the agents. This chapter provides a comprehensive overview of the proposed
ontology and the validation method, allowing for a thorough evaluation of the SCRM concept
and its associated prototype implementations.

5.2 AgentSCRM ontology

The history of ontologies in the field of computer science traces back to the 1970s when
the first artificial intelligence systems and knowledge representation techniques were devel-
oped. During that time, ontologies were primarily used for modeling specific domains and
facilitating the resolution of complex problems.

In the 1990s, with the emergence of the World Wide Web, the use of ontologies expanded to
knowledge management and information retrieval on the internet. Knowledge representation
languages such as Resource Description Framework (RDF) and Web Ontology Language
(OWL) were developed to enable the creation and sharing of ontologies on the web.

The utility of ontologies in the field of computer science is manifold. Firstly, they provide a
formal and coherent structure for organizing and structuring the knowledge within a specific
domain. This facilitates searching, navigating, and integrating information by establishing a
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common framework for mutual understanding between computer systems and users.

Additionally, ontologies promote interoperability among different computer systems by
providing a shared vocabulary and semantics. They address the challenge of data heterogene-
ity by ensuring a shared understanding of concepts and relationships.

Furthermore, ontologies are employed in applications such as knowledge extraction,
content recommendation, information management, and machine learning. They offer a
formal framework for logical reasoning, inference, and deduction, enabling systems to reason
about the knowledge represented within the ontology.

5.2.1 Languages for Inter-Agent Communication

The coordination of diverse autonomous agents is critical for a multi-agent system to
effectively carry out its tasks. To achieve this, all agents must be able to understand a common
language that they can use to communicate with one another. This requires a shared vocabu-
lary with a clear syntax for structuring symbols, a shared understanding of pragmatics for
interpreting symbols, and a shared ontology to ensure the use of common terms.

Comparing KQML and FIPA-ACL: Key Differences in Agent Communication Languages.
KOML (Knowledge Query and Manipulation Language) and FIPA-ACL (Foundation for
Intelligent Physical Agents - Agent Communication Language) are two of the most prominent
languages for communication between agents. They share similar basic concepts and prin-
ciples, but differ mainly in the details of their semantic frameworks. This difference can be
substantial, as it is not possible to systematically translate between KQML performatives and
their equivalent in FIPA, or vice versa. However, for programmers of intelligent agents, these
differences may be inconsequential if their agents are not true BDI (Belief-Desire-Intention)
agents.

Each KQML or FIPA-ACL message comprises several elements, including:

e Performative: The performative is a crucial element in KQML and FIPA-ACL messages,
as it defines the type of communicative act being performed by the sender. This act can
take on different forms, such as informing, requesting information, making a proposal,
accepting or rejecting a proposal, and so on. The performative determines how the
receiver should interpret the message and how they should respond to it, based on the
expected norms and conventions of the system.

For example, if the performative is "inform", the receiver of the message would be
expected to simply acknowledge the information provided, without necessarily taking
any further action. On the other hand, if the performative is "request”, the receiver would
be expected to provide the requested information in response to the message. The use
of standardized performative types helps to ensure that all agents in the system can
communicate effectively and efficiently, and that their messages are properly understood
and acted upon.

e Sender: the sender of the message.

e Receiver: the recipient of the message.
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o Content: The "content” element of a KQML or FIPA-ACL message refers to the informa-
tion conveyed by the message. The content can take different forms depending on the
specific communicative act being performed by the sender. For example, if the perfor-
mative is an "inform" type, the content might be a statement or a piece of information
that the sender wants to convey to the receiver. On the other hand, if the performative
is a "request” type, the content might be a question or a request for information that the
sender is asking the receiver to provide.

The content of a message is crucial for successful communication between agents in
a multi-agent system. It needs to be carefully structured and unambiguous to ensure
that the receiver can understand the intended meaning of the message. In addition,
the content needs to be relevant and informative, so that the receiver can use the in-
formation to make appropriate decisions and take actions in response to the message.
Therefore, designing effective content for messages is an important aspect of developing
a communication ontology for a multi-agent system.
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Figure 5.1: Communication Among SCRM Agents

In the context of describing the structure of a conversation between agents, neither language
imposes a specific format for the content. Instead, various coding languages can be employed.
Examples of such languages include KIF (Knowledge Interchange Format) or an ontology.
KIF is a standardized computer language that facilitates the representation and exchange of
knowledge, while an ontology provides a formal description of the concepts and relationships
within a domain. By using KIF or an ontology, the structure of the conversation can be defined,
enabling agents to communicate and exchange information in a well-defined and mutually
understandable manner.

The use of ontology plays a crucial role in enabling agents working in a cooperative system
to communicate with each other during the process of information search and analysis. An
ontology provides a shared vocabulary, which is essential for communication between agents.

By agreeing on a common ontology, different agents within a system can achieve a mutual
understanding. This way, they are able to exchange knowledge, make statements, and ask
questions about a particular domain. The use of ontology enables the agents to communicate
with each other, share information, and collaborate effectively by coordinating their actions.

CHAPTER 5. AGENTSCRM ONTOLOGY AND EVALUATION. 139



5.2. AGENTSCRM ONTOLOGY

It's important to note that ontologies can be expressed in various forms, such as:

o Taxonomies: A taxonomy is a hierarchical classification of concepts, with each concept
being a subcategory of a broader category. It typically represents a domain of knowledge
in a tree-like structure, where each node represents a concept and the edges represent the
relationships between the concepts. For example, in a taxonomy of animals, the category
"mammals” would be a parent node of the category "dogs," "cats," and "humans."

e Concept maps: Concept maps are graphical representations of the relationships between
concepts. They typically consist of nodes representing concepts and lines connecting
them to show relationships between the concepts. These relationships can be of different
types, such as hierarchical, associative, or causal. Concept maps can be useful for
visualizing complex concepts and relationships, and for communicating them to others.

o Frame-based systems: A frame-based system represents knowledge in terms of frames,
which are structured objects that represent a concept or entity in the domain of interest.
Each frame has a set of attributes that describe the properties of the concept or entity, as
well as a set of slots that define the relationships between the frame and other frames.
For example, a frame-based system for representing cars might have frames for different
types of cars, each with attributes such as make, model, and year, and slots for related
frames such as engines and transmissions.

All of these methods can be used to express an ontology, which is a formal representation of
knowledge that specifies the concepts and relationships within a specific domain. Ontologies
are used in multi-agent systems to enable effective communication and coordination between
agents, by providing a shared understanding of the domain-specific vocabulary and semantics.

In the example depicted in Figure 5.1, the clients are represented by factories in Morocco
and Tunisia, while the suppliers are represented by a French factory. The focal factory, respon-
sible for coordinating the SCRM activities, is located in Algeria. The agent RiskDistAgent
plays a pivotal role in this scenario, as it is responsible for communicating and assigning tasks
to different SCRM agents.

The RiskDistAgent interacts with other agents by receiving alert ACL messages and
sending requests to the RiskAppAgent and RiskFabAgent. These agents are responsible for
assessing risks and managing the supply chain within the focal factory. Once the RiskDistA-
gent retrieves the necessary information, it communicates the results with external agents
representing the company’s clients and suppliers.

This type of communication is crucial as it allows for seamless coordination and collabora-
tion among agents. The agents are designed to work together and share information effectively
to ensure smooth operations within the supply chain. By facilitating communication between
the different stakeholders, the SCRM agents contribute to the efficient management of risks
and the overall success of the supply chain.
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5.2.2 Advantages of ontology for smart MAS

As ontology-based systems and agents deal with different and complementary aspects of
the same problem, we believe that the integration of these two approaches would result in a
highly effective and efficient system. We will discuss the various forms of benefits that arise
from integrating ontology, including communication among different agents, information
retrieval and localization, as well as analysis and manipulation of information.

Advantages of Integrating Ontology into Intelligent Multi-Agent Systems:

o Improved Communication: Ontology provides a shared vocabulary and common un-
derstanding between agents, enabling effective and efficient communication. This helps
in eliminating ambiguity and misunderstandings between agents.

e Enhanced Information Retrieval: The use of ontology facilitates the integration of
knowledge from multiple sources and enables a unified representation of information,
which can aid in the discovery and retrieval of information.

The ontology being constructed must be designed to represent knowledge about SCRM
risks and allow reasoning about this knowledge. It must contain information about
disruptive events and the agents must communicate and share the SCRM system data
and make updates, then make a decision on whether to send a risk alert message to
other agents or not.

The ontology is used to structure the information and give an overview of the knowledge
in the domain, and presents the information in a meaningful way. In addition, the
hierarchical organization of ontologies adds a taxonomic context to this information
and allows easier identification of conceptual relationships in the data.

o Improved Knowledge Representation: Ontology provides a structured representation
of knowledge that can be used to reason about and manipulate information. This can
help in improving the accuracy and consistency of information.

e Facilitation of Cooperation and Coordination: Ontology enables agents to share their
knowledge and understand each other’s goals, allowing them to cooperate and coordi-
nate their actions effectively.

In our example of information retrieval on risk and risk trigger events in the logistics
chain, all agents in the system must share and use the common ontology when commu-
nicating with each other. Concepts such as "Risk," "Risk Consequence," and "Treatment
Strategy" must be precisely defined by this ontology and these concepts must be inter-
preted in the same manner by different agents in the system. This will facilitate effective
task sharing and results from the Intelligent Multi-Agent System.

e Supports Reusability: Ontology provides a reusable and transferable representation of
knowledge that can be leveraged across multiple applications and domains.

e Facilitation of Reasoning: Ontology provides a formal framework for reasoning about
and inferring new knowledge, which can help in improving the decision-making process
of intelligent agents.
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o Improved Scalability: Ontology enables the modularization and abstraction of knowl-
edge, which can help in managing complexity and improve scalability of intelligent
multi-agent systems.

5.2.3 Ontologies in the field of SCRM

SCRM is an important aspect of business operations that aims to mitigate the impact of
uncertainties on supply chain performance. In recent years, researchers have proposed several
ontologies for SCRM, which provide a structured and formal representation of knowledge
about SCRs. These ontologies differ in their focus, and each brings its own set of benefits to
the risk management process.

[277] developed a prototype that allows the amalgamation of information from vari-
ous data sources and different data types. Nevertheless, their work did not specify how
decision-making can be facilitated after the detection of threats. Moreover, their study mostly
concentrated on local supply chains as a research subject. On the other hand, [278] proposed
an ontology that facilitates risk evaluation for manufacturing service systems in the global
manufacturing network domain. Additionally, [279] introduced an approach to construct a
multi-view risk ontology for enhancing visibility and communication of supply chain risks.

Each of these ontologies has unique advantages to the SCRM process and helps to address
specific challenges in the management of SCRs, as summarized in Table 5.1.

Table 5.1: Comparison of Supply Chain Risk Ontologies.

[277] | [278] | [279]
Purpose
Assessment of supply chain risks using semantic technologies | X - -
Configuration of supply networks - X -
Improved visibility and communication of supply chain risks - - X
Benefits
Improved accuracy of risk assessments X - -
Intelligent configuration of supply networks - X -
Better visibility and communication of supply chain risks - - X
Standardized and systematic risk assessment process X - -
Integration of multiple perspectives in risk assessment - X X
Better understanding of the interplay between different risks X - -

5.2.4 AgentSCRM ontology proposal

JADE is a software framework for developing multi-agent systems. It provides a platform
for developing and deploying applications based on agents.

The proposed NeutroMAS4SCRM system leverages an ontology for intelligent and dy-
namic information retrieval. For JADE to conduct appropriate semantic checks on a given
content expression, it is essential to categorize all potential elements within the discourse
domain. These elements encompass those that may appear in a valid sentence transmitted by
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an agent as the content of an ACL message, and are classified based on their generic semantic
characteristics. This classification is informed by the ACL language delineated in FIPA, which
mandates that the content of each ACLMessage possesses suitable semantics corresponding
to the performative of the ACLMessage. At the initial level, we distinguish between predi-
cates, terms, and agent actions. In simpler terms, the multi-agent system uses an ontology
to categorize elements in the discourse domain based on their semantic characteristics. This
categorization allows JADE to perform semantic checks on the content of an ACL message to
ensure that it is appropriate. The system differentiates between predicates, terms, and agent
actions as part of this categorization process.

In more detail, at the first level, we distinguish between predicates, terms, and agent
actions.

Predicates (or facts) are expressions that state something about the world and can be
true or false. Predicates can be used meaningfully, for example as content of an INFORM
or QUERY-IF message, while they would have no sense if used as content of a REQUEST
message.

Concepts describe common characteristics of a set of individuals/objects. Concepts are
general, abstract or concrete notions in a domain of discourse. They are similar to classes
in the object-oriented modeling paradigm. From a logical point of view, each concept is
associated with a term, generally a natural language description, expressing its name and
a set of properties that characterize it. Concepts generally have no sense if used directly as
content of an ACL message. They are generally referenced in predicates and other concepts.

Agent actions are special concepts that indicate actions that can be performed by some
agents, for example, (HaveRisk (RiskType :Description "Machine failure") (OF :Type Distri-
bution)). It is useful to treat agent actions separately because, unlike "normal" concepts, they
are significant contents of certain types of ACLMessage such as REQUEST. Communication
acts (i.e., ACL messages) themselves are agent actions.

Our ontology was realized using the Protégé software which is an open-source tool based
on a graphical ontology development environment. It has evolved since its first version
(Protégé-2000 [280]) to integrate semantic web standards including OWL (Web Ontology
Language) from 2003 onwards. This tool has many optional components such as graphical
interfaces, the structure schemas of agent actions, predicates, and concepts are well illustrated
by this software. Many plugins are available and can be added by users.

To enable JADE to conduct the necessary semantic checks on a provided content expression,
it is imperative to categorize all potential elements within the discourse domain. These
elements encompass those that may appear in a valid sentence transmitted by an agent as the
content of an ACL message, and are classified based on their inherent semantic attributes.
This classification is informed by the ACL language stipulated in FIPA, which mandates
that the content of each ACLMessage possesses suitable semantics commensurate with the
performative of the ACLMessage.

Our proposed ontology, AgentSCRM, aims to capture the essential concepts and their
interrelationships in risk management. In this field, there are several fundamental concepts
and their relationships that are critical to comprehend. One such concept is the identification
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of potential risks that may arise in a supply chain environment. Another important concept is
the assessment of the severity and probability of these risks occurring. Additionally, there is
the need to establish strategies to manage and mitigate the identified risks. These concepts,
along with others, have been incorporated into the AgentSCRM ontology, which are exposed
in figure 5.2.

e OF: which stands for the manufacturing order that is executed within a company. The

properties of this order include the legal entity it belongs to and the scheduled start and
finish dates of manufacturing. It is important to link all the activities together to create
the OF and calculate the cost of sales.

RiskType: represents the type of risk that can potentially harm a production order. Risk
is an unpredictable variable that can steer the company away from its expected outcome
and affect its overall performance. This is why risk management is a crucial area of
research in the field of supply chains. The concept of risk triggering event refers to a
specific occurrence or event that activates or initiates a risk. On the other hand, the
occurrence end impact of risk refers to the eventual impact or outcome that results from
the activation of the risk, which can be negative or positive. Effective risk management
requires a thorough understanding of the potential risks that a company may face,
as well as the ability to accurately identify and respond to risk triggering events and
minimize their occurrence end impact.

DisruptiveEvType: A risk-triggering event refers to an occurrence or situation that has
the potential to trigger a risk. This can be a positive or negative event, but it is typically
considered to be a negative event that could cause harm, damage, or loss to a production
order. This event is a crucial aspect to consider during the risk identification step in the
risk management process, as it is the first step in the process of identifying and assessing
risks that may affect the production order.

Risk-triggering events can take many forms, including but not limited to: changes in
market conditions, changes in technology, natural disasters, unexpected equipment
failures, and changes in the regulatory environment. Understanding these events and
the impact they can have on the production order is crucial for developing an effective
risk management plan.

For example, a natural disaster, such as a hurricane or earthquake, could trigger a risk in
the production order if the facility or equipment is damaged. Similarly, an unexpected
equipment failure could trigger a risk if it causes a delay in the production process.

It’s important to note that not all risk-triggering events are immediately apparent or
easily recognizable, which is why it’s crucial to consider all potential events during
the risk identification step. The risk management process should involve a thorough
evaluation of all potential risk-triggering events to ensure that all possible risks are
identified and assessed.

So, the risk-triggering event is a critical aspect of the risk management process for a
production order. By identifying and assessing the potential risks, organizations can take
proactive steps to minimize their impact and ensure a successful production process.

RiskConsequence: Risk Consequence is an important concept in risk management as
it helps organizations to understand the potential impact of a negative event on their
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operations, finances, reputation, and other assets. By understanding the potential
consequences of a risk, organizations can take proactive measures to mitigate or prevent
the risk from occurring, or develop contingency plans to respond to the risk if it does
occur.

The severity of a risk consequence is typically measured in terms of financial losses,
physical damage, or harm to individuals or the environment. For example, the conse-
quences of a cyber attack on a company’s IT systems could include the loss of sensitive
data, downtime, loss of revenue, and damage to the company’s reputation. The severity
of these consequences would be assessed based on the amount of data lost, the dura-
tion of the downtime, the potential financial losses, and the impact on the company’s
reputation.

It is important to note that risk consequences can be both direct and indirect. Direct
consequences are those that are immediate and directly caused by the risk event, such
as financial losses or physical damage. Indirect consequences are those that are more
indirect, such as the loss of reputation or reduced customer confidence.

In order to effectively assess the risk consequence of a particular event, it is necessary to
consider a variety of factors, including the likelihood of the event occurring, the severity
of the consequences, and the potential impact on key stakeholders, such as employees,
customers, shareholders, and the environment.

In conclusion, understanding the potential consequences of a risk is crucial for organi-
zations to effectively manage risk and minimize the impact of negative events on their
operations and stakeholders. By taking a comprehensive approach to risk management,
organizations can better protect their assets and ensure long-term success.

o RiskPlanTreatment: RiskPlanTreatment is an integral part of a comprehensive risk
management process. The risk treatment strategies may include mitigation, avoidance,
transfer, or acceptance. Mitigation involves reducing the impact of the risk, while avoid-
ance involves avoiding the risk altogether. Transferring the risk involves transferring the
risk to another party, such as an insurance company, while acceptance involves accepting
the risk and making contingency plans for dealing with it.

It is important to note that the risk treatment strategies should be documented in the
RiskPlanTreatment and regularly reviewed and updated. This helps ensure that the
risk management process remains effective over time and that the production order is
completed successfully.

In conclusion, RiskPlanTreatment is an essential component of the risk management
process, and it plays a critical role in ensuring the successful completion of production
orders. It helps organizations to effectively manage risks and minimize their impact,
ensuring that the production order is completed on time, within budget, and with
minimal disruption.

e RiskSeverity: RiskSeverity is a crucial aspect of risk management and refers to the
potential impact of a risk. It measures the extent of harm or loss that could occur if a risk
materializes. The severity of a risk can be evaluated in terms of various factors, such as
financial loss, injury to people, damage to property, or harm to the environment.

The determination of risk severity is an important step in the risk assessment process
as it helps to prioritize the risks that need to be addressed. Risks with a high severity
rating are considered to be more significant and require more attention and resources
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to manage. On the other hand, risks with a low severity rating are considered to be less
critical and may require a more limited response.

It is essential to understand that risk severity is not the same as the likelihood of a risk
occurring. While a risk with a high likelihood of occurrence may not necessarily have a
high severity, a risk with a high severity has a greater impact and requires more attention
and resources to manage, regardless of its likelihood of occurring.

In summary, RiskSeverity is a critical concept in risk management that represents the
potential impact of a risk. It is used to determine the extent of harm or loss that could
result from an incident and to prioritize the risks that need to be addressed. Under-
standing and assessing risk severity is an essential step in the risk management process
and helps organizations to effectively manage risks and minimize their impact.

o OF-Comprise-Risk: an object property that links the OF and RiskType classes. It is the
property that shows that a production order can be threatened by several risks.

e Risque-Comprise-Severity: A property of an object describing the relationship between
the RiskType class and the RiskSeverity class. It is characterized by a specific level of
impact.

o Risk-Comprise-StrategyTreatmet: A property of an object that outlines the connection
between the RiskType class and the StrategyTreatmetRisk class. This relationship is
significant because it highlights that different risks can be addressed using different
treatment strategies.

e Risque-Comprise-DE: An object property that describes the relationship between the
RiskType and DisruptiveEvType classes. It's possible that the risk could be caused by a
variety of incidents.

o StrategyTreatmetRisk: The process of risk management involves evaluating potential
risks inrelation to a company’s goals and tolerance levels. The Agents team must come up
with an appropriate response plan for each risk, using one of the four basic approaches:
avoiding, reducing, transferring, or accepting the risk. In the case of accepting risk, it is
important to consider the total cost of the risk, including both expected and unexpected
losses, such as the cost of economic capital, administrative expenses, and the cost of
transferring the risk. This cost should then be reflected in the product price and/or
performance evaluation system.

5.3 Formal specification of the problem

The results of the previous sections are summarized in a formalized model of the Supply
Chain Risk Management problem. This model serves as the foundation for evaluating the
effectiveness of our risk prediction solution in logistics chains, part of this proposal is inspired
from Zimmermann et al. [245].
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Figure 5.2: Presentation of the Main Classes of AgentSCRM Ontology Edited Using the PROTEGE Tool.

5.3.1 Definitions

o Legal Entity: A legal entity with LE, with K € Nis an entity that can conclude a legal
contract. It is either an individual or a company that can be a customer or a supplier.

e Risk: A Risk Ry, with h € N is the term for any type of disturbance. R), represents the
possibility of an event occurring that would result in (positive or negative) consequences
on the performance of the system. A R;, originates from a specific legal entity LFEx and
occurs at a timeT; and is written: Ry, (LEg,T}).

e Manufacturing Order: A Manufacturing Order M O;, with ¢ € N is a legally binding
contract regarding a transaction between two or more legal entities L E'. It is issued by
one LEy and received by another and is written M O,(LEy, LEx_,)Forz € N.

o Sub Manufacturing Order: Work division leads to sub orders that must be executed
before a super order can be executed. A Command relationship SMO;; between a super
order MO, and a sub order MO; is defined as: SMO,;(MO;, MO;).

o Order Attribute: A Manufacturing Order M O; has one or more characteristics or at-
tributes AMO;, with 7 € N. Some of them have a constant value while others can change
during the execution of the MO;. Therefore, AMO,(T}) is the value of an attribute
AMO,, at a certain time 7;. The value of a manufacturing order attribute is characterized
by the order parameters M O; and time T} : AMO,,(MO;,T}).

o Order State: The situation that describes all the attributes of an order at a given time 7;
is defined as: SOMO;(T;) = AMO,(MO;,T;) For n € N. In this equation, SOMO;(T%)
represents the order state of order i at time 7;, and AMO, (MO;,T;) represents the
attribute n of the order ¢ at time 7;. The index n ranges over the set of attributes V
associated with the order.
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This formulation allows for a comprehensive representation of the order state, capturing
all relevant attributes at a given point in time. It enables a detailed analysis and evalua-
tion of the order’s characteristics and facilitates decision-making processes within the
supply chain management context.

e Activity: An activity A, is something that is executed over a certain time interval, with
"something" referring to physical and/or mental tasks that are carried out by an entity.

e Demand: A demand D, is the need of an actor (for example a legal entity) for goods or
information.

e Message: Ms is a written or spoken information item that is sent from one actor to
another.

e Content: Content C, is defined as the subject contained in information (for example in
a Message).

® Reaction: A reaction, denoted as RE,, represents an activity that directly arises as a
result of a risk event or a disruptive event within the supply chain. When a risk event
occurs, it triggers a reaction from the entities involved in the supply chain to mitigate
the impact or address the consequences of the event.

Reactions can take various forms, depending on the nature of the risk and the specific
circumstances. They may involve immediate actions, contingency plans, or alternative
strategies to minimize disruption, restore operations, or prevent further negative con-
sequences. Examples of reactions can include activating backup suppliers, rerouting
shipments, implementing emergency protocols, or adjusting production schedules.

By recognizing and planning for potential reactions to risks, supply chain managers
can enhance their ability to respond effectively to disruptions and maintain continuity.
Developing proactive response strategies and incorporating them into risk management
frameworks can help minimize the impact of risk events and enable the supply chain to
recover quickly and efficiently.

o Consequence: A consequence, denoted as C'SQ,,, refers to the outcome or result that
arises from the execution of a specific reaction within the supply chain. When a reaction
is implemented in response to a risk event, it leads to various consequences that may
impact the overall supply chain performance.

Consequences can manifest in different ways depending on the nature of the reaction
and the context of the risk event. They can include both positive and negative outcomes,
such as improved operational efficiency, increased customer satisfaction, financial losses,
delays in delivery, reputational damage, or changes in resource allocation.

Understanding and evaluating the consequences of reactions is essential for assessing
the effectiveness of risk mitigation strategies and identifying areas for improvement
within the supply chain. By analyzing the consequences, supply chain managers can
make informed decisions, adjust their response strategies, and take proactive measures
to minimize negative outcomes and maximize positive impacts in the face of risk events.

The data used by a SCRM solution must reflect both the static structure of the supply
networks and the dynamic behaviors that the networks exhibit over time. As a result, different
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order relationships must be represented in a data model along with order attributes that
characterize an order (such as quantities, delivery dates, quality measures, prices, costs). To
assess the status of an order, data on the planned execution of processes (such as a scheduled
delivery date) is also required. Some order attributes change in value during the execution
processes, both due to progress in execution and trigger events that pose risks.

5.3.2 Statements

The following statements are based on the concepts defined above and characterize the
risk problem that threatens the supply chain.

Let R,(LEy_,, T1) denote a risk occurring at time 7} and originating from entity EL;_,.
This risk will affect one or multiple orders MO;, leading to changes in order attribute val-
ues represented as AAMO, (MO;,T;) and changes in order state SOMO; represented as
ASOMO(TY).

The information regarding the relationship between the Risk R; and the modified order
state ASOMO; (1) is defined as the potential content C,, of a message.

C,(Ry, ASOMO;) (5.2)

Regarding the interdependencies between commands and their sub-commands, a change
in the attributes of the command AAMO,,(MO;,T;) and the respective change in the state of
the command ASOMO;(T}) will impact a related super-order M O; of the legal entity LE}, at
a future time 7.

((SMoji — (MO;,MO,)) /\ (ASOMO,(T}) # 0)> — AAMO, (MO, T})
withn € Nand Ty > Ty

(5.3)

With the deviation of ASOMO;(T}) , an implicit information demand D, arises at time
Ty on the supply network partner who may be impacted by the future Risk R}, as described
in (5.1). This demand cannot be articulated as it is unknown to the partners at the time of
occurrence of Risk Rj,. The content C, defined in formula (5.2) is required at time T1 (as soon
as the risk occurs), and it is necessary for the recipient LE}.

((SMoﬂ — (MO;,MO,)) /\ (ASOMO;(T}) # 0)> — D, (LE;, C,, T})

(5.4)
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Ideally, demand D, is satisfied by a message M, that is communicated from the legal entity
LE})._,, where the event took place, to the potentially affected legal entity LE}).. This content
C, is transmitted at time 75 from the sender LE),_, to the recipient LE.

D, (LEy,C,,T}) — M, (C,, Ty, LEs_,,LE;) With T, > T, (5.5)

Based on the content C}, communicated in the message ), the recipient LE}, is capable of
reacting to the arisen problem in order to reduce the potential negative effects. The reaction
RE, is characterized by parameters describing the actor LE}, an activity A,, the target MO,
of the activity, and also the time T5.

Ms(Cp, TQ, LEk,x, LEk> — REu<LEk, Au, MOJ', Tg) avec I3 > 15 > T} (56)

Any RE, reaction, as defined in equation (5.6), will have a C'S(Q,. consequence on the state
of the SOMO;(T;) command of the manufacturing order M O,. The consequence is described
by the negative effect ASOMO;(T}) of the remaining states at time 7 of the R), risk on the
super order M O,. The chosen RE reaction must minimize or eliminate the negative effect of
the risk.

RE, (LEy, Ay, MO;, T3) — CSQ,, = ASOMOj (T})

5.7
— Min(CSQr) With Tf >T;>1T, >T) (5.7)

The formula can be used to monitor and analyze the supply chain in real time, allowing
for quick reactions to risks and minimizing their impact. By tracking changes in the order
attributes and state, the system can identify potential disruptions and take corrective actions
to mitigate their effects. This can help to ensure that the supply chain operates efficiently and
effectively, even in the face of risks and uncertainties.

5.3.3 Implications

The objective of minimizing the negative effects of risks and their trigger events on sup-
ply networks, by using data communication between supply network entities to allow for
precautionary actions, is defined in formula (5.7) with the term Min(CSQ,).

The analysis of previous formulas regarding potential problems highlights a critical evident
fact, the demand D,(LE}, C,,T)) experienced by a legal entity LE}, in a risky state has no
information about the risk trigger event that occurred at time 7 at LE),_,, even though
this information is already available as content C, (R, ASOMO;(11)) on LE)_,. A deficit
of information is the result. Therefore, the relatively vague need for proactive information
management in a supply network, which has become visible in statement (5.4), is refined in
formula (5.5) by defining the message M,(C,, T2, LE),_,, LE};) necessary to satisfy the implicit
demand D,.
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The formalized model presented above considers the autonomy of supply network partners,
which is reflected in the notion of different legal entities LE), that voluntarily enter into
contracts through orders. Implicitly, the model also considers the heterogeneity of participants
and their different information needs, since the demand D, is defined without any data
restrictions. Given that the restrictions of heterogeneity and autonomy are reflected in our
formal model of the SCRM problem, the model is used as a basis for risk management in the
supply chain.

5.4 Potential benefits

In supply chain risk management, the detection and processing of trigger events must
be done in advance and provided by the SCRM system to enable decision-makers to re-
act in real-time with a greater range of possible solutions before the consequences of the
risks accumulate and worsen. Our solution illustrates this through the result of a reaction
RE,(LEy, A,, MO;,T;), where a significant amount of risk-related information is needed for
rational decision-making, such as the type, severity, and date of occurrence, to determine
the necessary activities A, during an RE,, reaction. The SCRM data model must explicitly
characterize trigger events with data types that allow for understanding and evaluating the
type and quality of a risk.

Real-time risk reaction provides many benefits, including reducing the negative conse-
quences associated with the risk for all parties involved. The advantages of risk management
in supply networks are achieved at various levels, as multiple companies are affected by the
spread of trigger events. To quantify the reductions in negative consequences, an evaluation
of the benefits for individual companies is performed, followed by a cumulative evaluation of
these benefits at the network level. All benefit quantifications are based on a cost model that
is presented in the following sections.

5.4.1 Benefits for individual companies

In a simple scenario, a machine failure occurs that has a serious impact on a production
order. If the trigger event of the risk is not detected, then production and shipping delays will
result. Only a few alternatives are left for reaction, and the company will have to pay high
costs to solve the problem. However, if the risk is detected earlier using an NeutroMAS4SCRM
solution, a greater number of reaction alternatives would have been available and lower costs
associated with the risk would have been incurred. A longer reaction time flexibility would
have been gained.

An early discovery of the situation would have allowed for re-planning, as more reaction
alternatives would have been available and the situation could be modified, which can lead
to lower costs, increased flexibility, and improved performance. Additionally, it can help
them maintain a competitive edge in the market and enhance their reputation by ensuring
high-quality products and services are delivered on time.

Figure 5.3 offers a scenario on the potential benefits of an NeutroMAS4SCRM system for a
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single company. Figure 5.3 indicates the ability of a company to react to a problem caused
by a trigger event of risk that occurs during an execution process. The ability degrades as
time advances, and some reaction options become impractical. In contrast, costs related to
risk increase with time compared to a planned execution.
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Figure 5.3: The cost per cost function for a single risk

The main parameter influenced by risk management is the time interval between the oc-
currence of a risky situation and its identification, referred to as AT = TigentifRisk — L OccurrencRisk-

Our agent-based NeutroMAS4SCRM system updates the system and database information
based on new input data, which also allows for the update of Key Risk Indicators (KRI)
indicators, upon which alerts are generated as necessary. The time interval between the
occurrence and identification of a trigger event of risk = AT is determined by the number of
update cycles per period. The higher the number, the more quickly any risk will be discovered
and the lower it will be.
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If no explicit risk management mechanism is in place, risky states are identified at a certain
point after the planned date of order execution, namely when a human actor realizes that an
order has not yet arrived due to a delay or some problem (e.g., product failure, incomplete
delivery, etc.). In such cases, a manual risk management process is initiated and data will
be collected by human actors to identify the reason for the problem and react accordingly.
Therefore, a single SCRM cycle is assumed to be sufficient for identifying any risk before the
planned date of order completion.

In a supply chain, a production cycle refers to the time it takes to produce and deliver a
product or service to the end customer. It involves all the processes from the procurement
of raw materials to the delivery of the finished product. The duration of a production cycle
varies depending on the complexity of the product, the number of steps involved, and the
efficiency of the production process.

A typical production cycle starts with the procurement of raw materials, which are then
processed into intermediate products. The intermediate products are then assembled into
finished products, which are then tested, packaged, and shipped to the end customer. Each
of these steps takes a certain amount of time, and the total time it takes to complete all the
steps is the production cycle time.

The production cycle time is a critical metric in supply chain management, as it determines
the lead time for the delivery of products to the end customer. A shorter production cycle
time means faster delivery times, which can help a company to meet customer demands and
gain a competitive advantage. However, reducing the production cycle time can also increase
costs, as it may require investments in new equipment, process improvements, or additional
labor.

To optimize the production cycle time, companies may use various strategies such as just-
in-time (JIT) manufacturing, lean manufacturing, or agile manufacturing. JIT manufacturing
involves producing goods only when they are needed, while lean manufacturing focuses on
reducing waste and improving efficiency. Agile manufacturing is a flexible approach that
allows companies to adapt quickly to changes in demand or production requirements.

Overall, the production cycle is a critical aspect of the supply chain, and managing it
effectively can help companies to improve their performance and competitiveness.

5.4.1.1 Reduction of costs related to risk

Any acceptance of risk must be followed by discussions on how to integrate the total cost
of risk into product pricing or performance measurement systems. All costs associated with
a risk can be divided into two parts: costs associated with direct problem resolution (e.g.
management costs) and follow-up costs (e.g. lost sales or higher inventory levels).

The detailed analysis of the described benefits is based on a cost function as described in
[245]. Let C'R be a cost function of the form CR(S, AT), where S is the measurable severity
of a risk and AT is the positive difference between the time of identification of a risk trigger
event and the time of occurrence of the risk. The cost function (5.8) is based on an additive
model with two cost parameters o and f3.
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CR(S,AT) = aS + BAT, AT >0anda,3 >0 (5.8)

The costs associated with a risk tend to increase as the severity of the disruptive event
increases, as it affects more orders and results in longer delays. Additionally, AT cannot be
zero because it always takes at least a very short period of time for an event to be identified
and communicated. The two cost parameters, « and 3, are positive because the occurrence of
a disruptive event and the time it takes to respond cannot reduce costs compared to a situation
without a disruptive event. However, cases with \S,, = 0 are not relevant as no problem occurs,
and no additional specific cost can be associated with this situation.

The cost parameter « reflects the impact of the severity of a risk trigger event, and deter-
mines the costs associated with the risk that cannot be reduced by operational reactions. This
impact is determined by the organizational structures and processes of a company that are
affected by this risk, but can be reduced as a result of organizational optimization efforts. The
second term consists of the cost parameter 3, which varies for different types of risks and
depends on the time of occurrence of the risk trigger event.

In Figure 5.3, data is used to simulate an alert scenario between the company’s agents.
The production agent sends a request message to the enterprise agents when it detects an
alert after the cyclic risk assessment at the manufacturing service level using the NDAHP
method. The severity level, represented by the cost parameter ¢, is set to 120 monetary units
[MU] on the top and 70 monetary units [MU] on the down, multiplied by the random value
Sy, = 0.2. The time between risk occurrence and identification is calculated using the value
S =4 MU per time unit (TU) in the cost-benefit model. Time is measured in seconds in the
agent runtime simulation. The simulation, conducted using the Jade platform, demonstrates
that the delay between the alert detection time and the risk occurrence time impacts the
company’s costs.

One unit of time is an abstract measure of time in the cost benefit model, and in execution
processes, time is mainly measured in hours.

5.4.1.2 The automation of event management

The proactive collection of data in inter-organizational environments is one of the main
features required for automated risk management. Several companies are simulated, as shown
in the generic prototype (See chapter 4). Each of the three distributed agents that make up
the E,, company, if they encounter an alert state during their updates, will react instantly by
sending the alert message to either the £,_; client company or the £, ; supplier company.
The overall response time between the initial request of the agent that detected the risk and
the final response received by the agent is measured.

Calculation times are necessary for each company, as the complex data retrieval mecha-
nisms may take additional time in reality. After analyzing the data collected in the supply
chain, the step of activating the Neutrosophic logic module with the AHP method integrated
in each agent is taken to decide whether or not to generate alerts.
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5.4.1.3 Propagation of risk effects throughout the supply chain network

In order to show how risk affects other companies within the supply chain network, it is
necessary to track how negative risk effects spread. These effects determine how serious risky
events are at different levels of related companies’ supply chain networks.

When there is a risk that affects a particular Order Fulfillment (MO), the consequences of
that risk will spread to the end customer along the path determined by the order relationships.
This spreading effect starts at level n and goes to level n + 1, and then to levels n + 2 and n + 3,
as shown in Figure 5.4.

The effect of a trigger event of a risk that happens at level n of the distribution network and
affects the next level, n+1, is calculated using E,,(S,, AT,). This is a measure of the severity
of the risk tracking at level n + 1.

Syt = Ey = 7S, + SAT, With S,,, AT, >0 And 7,6 > 0 (5.9)

Risk Triggering
Event

Figure 5.4: Propagation of risk effects throughout the SC.

The severity of a risk, represented by S, has an impact on the effect, represented by F,
that other partners in the supply network will experience. The magnitude of this impact
is determined by the company’s structural processes, which can vary in their sensitivity to
different risk-triggering events.

A high value for the parameter ¢ indicates that a company is less equipped to handle
disruptions, while a low value indicates advanced risk management abilities that can help
to minimize harmful impacts. The parameters v and ¢ are unique to each supply network
member and not necessarily specific to a given type of risk-triggering event.

CHAPTER 5. AGENTSCRM ONTOLOGY AND EVALUATION. 155



5.4. POTENTIAL BENEFITS

In Figure 5.5, the impact of different AT, values on risk severity at level S,,; is shown.
An increase in AT, suggests the occurrence of a risk-triggering event at supply chain range
n, and its adverse effects propagate to the next partner in the supply network at sequence
n + 1. It’s assumed that AT,, does not directly influence the factor +.5,, which leads to an
advancement of 7.5, 1.
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Figure 5.5: Variations in risk severity at the level of the client company n+1.
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5.4.2 Benefits for supply chain networks
5.4.2.1 Reducing costs in the supply chain

Using the I supply network as a basis, it is possible to calculate the effects of the network
on costs and evaluate the cumulative impact of cost reduction on potential supply network
benefits. By analyzing the costs associated with the E network, it becomes possible to identify
areas where cost reductions can be made without compromising the effectiveness of the
network. This analysis can provide valuable insights for supply chain management, allowing
for the implementation of targeted cost reduction strategies that can yield substantial benefits.

Furthermore, by assessing the cumulative effects of cost reduction on the network, it
is possible to determine the potential benefits that can be achieved through this approach.
These benefits may include improved efficiency, increased productivity, and better alignment
with customer demands, among others. Overall, the calculation and evaluation of supply
network costs and the cumulative impact of cost reduction can help organizations make
informed decisions regarding their supply chain strategy and improve their overall operational
performance.

The formula used to calculate the cost for a company at level n:
CR,(S,, AT,,) = oS, + AT, With AT, >0And o, 3 >0 (5.10)

The formula used to calculate the cost for a company at the next level, which is level n+1:

ORn+1(Sn+la ATnJrl) = aSﬂ+1 + ﬁATn+1
— (1S, + 6AT,) + BAT) 1 (5.11)
= aYSn+ adAT, + BAT, 1

The cost formula for level n4+2 company:

CRn+2<Sn+27 ATn—i—Q) = aSn+2 + BATN+2

5.12
a S, + adAT, 1 + BAT, 2 ( )

In this study, a simulation was conducted to investigate the impact of AT,, on the severity
of risks at level n 4 1 in companies. The simulation results in Figure 5.5 show that the costs
associated with a disruptive incident increase with its intensity, such as more orders being
affected by a prolonged machine outage, resulting in lengthier delays. The values of a and §,
however, do not affect the severity of risks since they remain constant during the simulation
run with different AT,, values.

To further understand the behavior of the system, a simulation was conducted with a
single risky event but with varying severity and AT, values to show the influence of these
factors on the costs associated with the cumulative effects of risk propagation to level n + 1
companies.
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Figure 5.5 presents two possible scenarios, where the first scenario, depicted by a green
arrow, represents the proposed NeutroMAS4SCRM system, where agents representing rel-
evant companies proactively communicate risk-triggering event information, leading to a
reduction in AT in subsequent stages, resulting in lower costs. The second scenario, depicted
by a red arrow, represents a supply chain without a risk management system and real-time
communication, resulting in greater AT and higher loss costs.

It is worth noting that, in addition to multi-agent systems and their advantages in dis-
tributed systems, the proposed system also utilizes the NDAHP and AgentSCRM ontology to
facilitate the collection and extraction of real-time event evaluation knowledge.

In general, the costs for each level n + = tend to increase due to larger cost parameters.
However, with the proposed real-time risk detection system and the decision to alert other
companies, there is an expected decrease in costs for all levels of the distribution network.
This highlights the important role of the system in reducing SC costs.

5.5 Implementation of the proposed approach
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Figure 5.6: A visual representation of risk assessment and monitoring in the supply sector.
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public static final String NAME = "Agent5CRM-ontology”;

private static Ontology theInstonce = new AgentSCRMontology();

public static Ontology getInstance() {
return thelnstance;
H

rivate constructor

private AgentSCRMontology() {

super(NAME, BasicOntology.getInstance()});

try 1l
ConceptSchema cs = new ConceptSchema(Risk);
add{cs,AgentSCRM. OntologySCRM . Risk.class);

£s ConceptSchema) getSchema H
cs.addSuperSchema( (ConceptSchema) getSchema(Risk));
es.add(Risk_NAME, (PrimitiveSchema) getSchema(BasicOntology.STRING)):
cs.add(Risk_Desc, (PrimitiveSchema) getSchema(BasicOntology.STRING),ObjectSchema.OPTIONAL);

ConceptSchema csl = new ConceptSchema(OF);
add(cs,AgentSCRM. OntologySCRM.OF .class);

csl.addsuperschesa( (Conceptschema) getSchema(OF));
csl.add(0F_TITLE, (PrimitiveSchema) getSchema(BasicOntology.STRING));
csl.add(0F_Descriptio, (PrimitiveSchema) getSchema(BasicOntology.S5TRING);ObjectSchema.0PTIONAL);

= a e RaveRl S

PredicateSchema ps= new PredicateSchema (HRJ.;
add(ps ,AgentSCRM. OntologySCRM.HaveRisk.class);

ps.add(Riskl Desc, (ConceptSchema) getSchema(Risk));

Figure 5.7: Communication between Agents.

In this study, we conducted a simulation to investigate the influence of different parameters
on the performance of a multi-agent system. The simulation was realized using JADE, a
popular platform for developing and deploying multi-agent systems.

JADE (Java Agent Development Framework) is an open-source platform for developing
multi-agent applications in Java. As defined by Bellifemine [281], JADE is a "middleware"
that provides developers with a set of libraries and tools to create and manage autonomous
agents that communicate and collaborate with each other.

The platform is built on top of the FIPA (Foundation for Intelligent Physical Agents)
specifications, which define a standard communication protocol and ontology for multi-agent
systems. According to Zambonelli [282], FIPA is "the most significant and widely used
standard for the development of multi-agent systems."

JADE consists of several components:

o Agent Container: The Agent Container is a platform for hosting agents. It is responsible
for creating, starting, stopping, and managing agents, and provides the infrastructure
for inter-agent communication.

o Agent Management System (AMS): The AMS is a special agent that is responsible for
managing the Agent Container. It provides services such as agent creation, deletion,
and monitoring, and allows agents to discover and communicate with other agents.
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e Directory Facilitator (DF): The DF is a special agent that provides a yellow pages service
for agents. It allows agents to register their services and capabilities, and provides a
directory of agents that can be queried by other agents.

e Message Transport Service (MTS): The MTS is responsible for delivering messages
between agents. It provides support for different communication protocols such as TCP,
UDP, and RMI, and allows agents to communicate across different machines.

o Agent Development Environment (ADE): The ADE is a set of tools and libraries that
support the development of JADE-based agents. It includes an agent development kit, a
graphical user interface for monitoring and controlling agents, and various application
programming interfaces (APIs) for building agents.
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Figure 5.8: A Visual Representation of the interface of Agent RiskAppAgent.

Overall, JADE provides a flexible and robust platform for building and deploying multi-
agent systems. As stated by Bellifemine [281], "the combination of JADE and FIPA provides a
powerful and flexible tool for the development of multi-agent systems."

The interfaces implemented using the JADE platform and Java language (as presented in
Figure 5.6) are designed to capture and convey the state of alerts signaled by the agents to the
companies in the supply chain. These alerts are generated based on real-time risk detection
and evaluation of disruptive events in the supply chain. As illustrated in Figures 5.9 and
5.8, the JADE platform facilitates efficient communication and coordination among agents
from diverse companies. This capability enables timely and accurate information sharing
in response to risk-triggering events. Furthermore, the use of the Java language provides a
robust and flexible programming framework for the development of the interfaces, which can
be easily customized to suit the specific needs and requirements of the supply chain partners.
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This integration of JADE platform and Java language thus enables efficient risk management
in the supply chain and helps to minimize the negative impacts of disruptive events.

The ontology of communication between agents that appears in the interface in Figure
5.7 plays a crucial role in facilitating effective communication and ensuring a common un-
derstanding of risk-related information between supply chain partners. By using a common
ontology, our proposed approach can improve the accuracy and efficiency of risk detection and
response in the supply chain, ultimately leading to reduced costs and improved performance.
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Figure 5.9: JADE Interface for Communication among Agents.
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5.6 Conclusions

This chapter has introduced the proposed scenarios for the detailed validation of our
agent-based system for risk management in a distributed supply chain environment. As
previously mentioned in the preceding sections, the agents in our system communicate and
collaborate with one another to effectively share tasks and information. In this section, we
have discussed the advantages of using an ontology to facilitate communication in multi-agent
systems. Specifically, we presented our ontology AgentSCRM which helps to formalize the
vocabulary and relationships between the concepts used in our system.

The proposed JADE platform offers several benefits for supply chain networks, particularly
in terms of reducing costs. By analyzing the costs associated with the supply network and
identifying areas for cost reduction without compromising network effectiveness, organi-
zations can implement targeted strategies that lead to significant benefits. The calculation
and evaluation of supply network costs, along with the cumulative impact of cost reduction,
enable informed decision-making and improved operational performance. The cost formulas
presented in this study provide a framework for assessing costs at different levels within the
supply chain. Simulation results demonstrate that the severity of risks and the time delay
(AT,,) have a direct impact on costs associated with disruptive incidents. The proposed
NeutroMAS4SCRM system, with proactive communication and real-time risk management,
shows a reduction in AT and subsequent cost savings compared to scenarios without such a
system.

Furthermore, the utilization of multi-agent systems, NDAHP, and AgentSCRM ontology
enhances the system’s ability to collect and extract real-time event evaluation knowledge. This
integration facilitates effective risk detection and communication, leading to cost reduction at
all levels of the distribution network.

In summary, the JADE platform offers significant benefits for supply chain networks by
enabling effective communication, coordination, and timely information sharing in response
to risk-triggering events. This approach leads to cost reduction, improved efficiency, increased
productivity, and better alignment with customer demands. By implementing the proposed
system, organizations can make informed decisions, enhance their supply chain strategy, and
ultimately improve their overall operational performance.

In addition to the aforementioned points, it is important to note that this chapter primarily
focuses on the implementation phase of the system. However, it is worth mentioning that, as
of now, there is no available Java library specifically designed for neutrosophic logic. Neutro-
sophic logic, with its ability to handle uncertain and indeterminate information, has potential
applications in various domains, including risk management in supply chain environments.
While neutrosophic logic is a promising framework, further research and development are
required to create a dedicated Java library that fully supports neutrosophic logic operations
and reasoning.

Through our work, we have proposed a method for performing calculations using neutro-
sophic logic within a Java environment. This method, developed as part of our research, aims
to provide a computational framework that incorporates neutrosophic logic operations and
reasoning.
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6.1. CONCLUSIONS

6.1 Conclusions

THroughout the course of our thesis, we have delved into several key areas of interest. We
have discussed a range of pertinent issues and topics that are central to our research, providing
in-depth analysis and critical evaluation along the way. Furthermore, as we have continued
to develop our ideas and arguments, we have explored a variety of related aspects that we
believe are important for fully understanding and addressing our research questions. In this
regard, we have sought to build a comprehensive and nuanced picture of the issues at hand,
drawing on a range of theoretical and empirical sources to support our claims and assertions.

6.1.1 Review of the realized study

Disruptions in the supply chain can lead to significant losses for companies, affecting not
only their financial performance but also their reputation and relationships with customers and
trading partners. The COVID-19 pandemic has highlighted the vulnerability of global supply
chains, making it clear that businesses must be prepared to mitigate risks and respond quickly
to changing conditions. While SC managers have developed strategies for risk identification,
assessment, treatment, and monitoring, there are still significant gaps in knowledge and many
companies have not implemented proactive or flexible processes for dealing with adverse
events. The use of real-time information and intelligent tools offers new opportunities for
managers to react and manage risks in a shorter time frame, but more research is needed in
this area. Overall, the complexity of SCRM issues requires an integrative and collaborative
approach, using all available technologies and strategies to encourage informed decision-
making and minimize the impact of disruptions on businesses and the wider economy.

This section provides a summary of the main research findings on Supply Chain Risk
Management, as well as new approaches and recommendations for future research. Re-
searchers have studied SCRM extensively, focusing on measures such as resilience, robustness,
stability, and flexibility to assess SC performance under disruptions. However, there is still
a gap between practical needs and research outcomes. Globalization has brought benefits
such as new markets, reduced costs, internet opportunities, and commercial treaties, but
also challenges such as political instabilities, cultural diversity, extended distances, and nor-
malization difficulties, which make SC more vulnerable to risks. Although the literature on
SCRM mainly focuses on a single company and its direct business partners, some studies
have extended the analysis to multi-level supply chains. The authors call for more empirical
research to bridge the gap between theory and practice, linking conceptual and empirical
studies, and developing global frameworks and holistic approaches with Decision Support
Systems that cover all stages of SCRM. The speed of recovery is essential in mitigating the
impact of disruptions, and investment in SCRM can help avoid many problems related to
disruptive events. However, it is not possible to avoid all disturbances, and the emphasis
should be on recovery policies. Overall, the SCRM field is evolving, and further quantitative
and qualitative studies are necessary to improve the understanding and management of SC
risks.

As our thesis has progressed, we have addressed the following points:
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Chapter 2 of the thesis provides an overview of supply chain risk management process,
scope, and independent techniques that can be used to manage risks in the supply chain.
The chapter begins with an introduction to SCRM, which involves identifying, assessing,
mitigating, and monitoring risks in the supply chain to minimize the impact of potential
disruptions.

The chapter 3 presents various methodological tools that can be used in decision-making
processes. The first tool introduced is neutrosophic logic, which includes fuzzy and intuitionis-
tic fuzzy sets. Neutrosophic sets are then defined, along with their complement, containment,
union, intersection, and single-valued variations. The classic Analytic Hierarchy Process
method is also described, including its strengths and limitations, as well as the steps involved
in the decision-making process. Finally, the chapter presents the Neutrosophic Data AHP
method, which combines neutrosophic logic and the AHP method to improve the accuracy of
decision-making processes.

Chapter 4 of the thesis discusses the use of Multi-Agent Systems for risk management in
supply chains. The chapter begins by defining the concept of an agent and its importance
in MAS. It then goes on to describe the characteristics of MAS and the communication
languages used between agents. A typology of agents is also presented. The chapter then
provides an overview of MAS studies in SCRM and introduces the authors” own approach
to risk management using MAS. This approach takes a macro and micro perspective and
utilizes methodologies for the development of MAS. The agent society for supply chain risk
management is described, including the roles and types of agents and the structural design
of the agent society. The interactions among agents are then discussed, including the basic
interaction protocol, intra-organizational communication, and external triggers. The chapter
also highlights the importance of commitment to an ontology. The chapter concludes with
a detailed description of the RiskDistAgent, including its structure and behaviors. Overall,
the chapter not only presents a theoretical framework for the use of MAS in SCRM, but also
provides a practical approach to implementing a multi-agent system for risk management in
supply chains.

Chapter 5 of the dissertation discusses the use of ontology in Smart Multi-Agent Systems
for Supply Chain Risk Management. The chapter begins by introducing the AgentSCRM
ontology proposal, which is designed to facilitate communication and knowledge sharing
between different agents in the SMA system. The benefits of ontology for SMA are discussed,
including the ability to represent and reason about knowledge in a more formal and structured
manner. The chapter then moves on to formally specify the problem of SCRM, defining
key terms and outlining the implications of different events and actions. The potential
benefits of implementing the proposed approach are discussed, including cost reduction,
event management automation, and risk propagation management. The implementation
of the proposed approach is then discussed, highlighting the challenges and opportunities
for realizing the benefits of the AgentSCRM ontology. Finally, the chapter concludes by
emphasizing the importance of using ontology in SMA for SCRM to improve supply chain
resilience and risk management.
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6.1.2 Limitations and extensions

Limitations:

e The proposed decision support system will rely heavily on accurate and up-to-date data,
which may not always be available in real-time. This may limit the effectiveness of the
system in certain situations.

e The proposed ontology-based communication mechanism may be limited by the avail-
ability of a standardized ontology for SCRM, which may vary across industries and
regions.

e The proposed Neutrosophic Data Analytical Hierarchy Process method may require
significant computational resources, which may limit its applicability to smaller organi-
zations.

Extensions:

e Further research could explore the use of other decision-making systems in combination
with multi-agent systems to improve SCRM, such as fuzzy logic or artificial neural
networks.

e The proposed ontology-based communication mechanism could be expanded to in-
corporate machine learning techniques to automatically categorize and prioritize risk
information.

e The proposed Neutrosophic Data Analytical Hierarchy Process method could be further
refined and extended to incorporate additional criteria or factors for risk evaluation.

e The validation scenarios proposed for the agent-based system could be extended to in-
corporate a broader range of supply chain scenarios, including those involving multiple
tiers of suppliers and complex logistics networks.

6.2 Future work

Future work involves developing a neutrosophic logic-based multi-agent system to improve
risk mitigation in supply chain management. This research will significantly contribute to the
current literature on SCRM by presenting an innovative approach that combines neutrosophic
logic and multi-agent systems. The findings will offer valuable insights and guidance for
practitioners and researchers in creating efficient SCRM strategies in the future. Additionally,
the proposed system is expected to enhance the decision-making process for risk mitigation in
real-time, thereby improving supply chain operations’ efficiency and effectiveness. Ultimately,
the results will play a crucial role in advancing the field of SCRM and increasing supply chain
performance and resilience.
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6.3 Overall Conclusions

In conclusion, this thesis has proposed a novel approach to supply chain risk management
through the development of a neutrosophic logic-based multi-agent system called Neutro-
MAS4SCRM [283]. The system was designed to improve the decision-making process for
risk assessment and mitigation in real-time, with the aim of increasing the efficiency and
effectiveness of supply chain operations.

The study has contributed to the existing literature on SCRM by highlighting the impor-
tance of understanding what SCRM means and which information should be controlled. It
has also shown that becoming a sustainable supply chain is not a destination but a journey,
and that meeting sustainability and SCRM cooperatively is sensible.

Our research has made significant contributions to understanding and resolving challenges
related to risk assessment in the presence of uncertain, incomplete, and imprecise information.
The findings of our study have led to the recommendation of using the NeutroMAS4SCRM
method for effective risk assessment and management in the supply chain. This holistic
approach provides real-time decision support, ensures optimal collaboration among supply
chain organizations, and assists decision-makers in making informed decisions in the face of
risks. In conclusion, our research has adequately addressed the questions raised in the thesis
and provides practical recommendations for enhancing risk management in the supply chain.

Additionally, the study presents detailed validation scenarios to showcase the potential
effectiveness of the proposed system. However, it is important to acknowledge that currently,
there is a lack of a dedicated Java library specifically designed for neutrosophic logic, despite
its wide-ranging applications, including risk management in supply chain contexts. As part
of this research, we have introduced a methodology for conducting calculations using neutro-
sophic logic within a Java environment. This approach offers a computational framework that
integrates neutrosophic logic operations and reasoning. Nevertheless, further research and
development efforts are necessary to develop a specialized Java library that comprehensively
supports these functionalities.

Overall, the findings of this research have significant implications for practitioners and
researchers interested in developing effective SCRM strategies. The proposed approach
has the potential to enhance the decision-making process for risk mitigation and improve
supply chain performance and resilience. Future research could explore the use of other
decision-making systems, incorporate machine learning techniques, or extend the proposed
risk evaluation method.

In summary, this thesis has made a valuable contribution to the field of SCRM by proposing
a novel approach that incorporates neutrosophic logic and multi-agent systems. It is hoped
that the findings of this research will serve as a useful guide for practitioners and researchers
seeking to improve supply chain resilience in the face of increasing complexity and instability.
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