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Abstract:

The evolving digital economy presents significant challenges for traditional
auditing practices. This research investigates the transformative potential of
integrating Artificial Intelligence (Al) and blockchain technologies into digital
audits, aiming to enhance trust and transparency. Through a systematic literature
review and thematic analysis of 45 relevant studies, we identify key trends and
assess the impact of Al and blockchain on data reliability, audit automation,
continuous auditing capabilities, and information asymmetry. Our findings
demonstrate that this integration can significantly improve audit efficiency and
effectiveness, resulting in stronger audit evidence, greater accountability, and
ultimately, heightened trust and transparency within the audit process. To further
advance the field, the study proposes future research directions, including exploring
industry-specific applications, analyzing long-term impacts on organizational
performance and sustainability, and investigating integration with other emerging
technologies. By embracing these advancements, the auditing profession can
leverage the power of Al and blockchain to ensure its continued relevance and
value in the digital age.
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1. Introduction

The auditing profession has undergone a significant evolution over the
past decades, driven by advancements in technology and the
increasing complexity of business operations. Traditional audit
practices, often reliant on manual processes and sampling techniques,
are struggling to keep pace with the volume, velocity, and variety of
data generated in today's digital economy (Vasarhelyi et al., 2015).
This has led to the emergence of digital auditing, which leverages
technologies like data analytics, artificial intelligence (AI), and
blockchain to enhance audit efficiency, effectiveness, and overall
quality (Alles, 2015). Among these technologies, Al and blockchain
stand out as particularly promising due to their synergistic potential to
address key challenges in digital audits, specifically the need for
greater trust and transparency (Dai & Vasarhelyi, 2017).

This paper aims to explore the synergistic relationship between Al and
blockchain in the context of digital auditing, with a particular focus on
enhancing trust and transparency. The research objectives include
examining the specific ways in which Al and blockchain can be
integrated into audit processes to improve data reliability, automate
tasks, and facilitate continuous auditing. Additionally, the study will
analyze the potential benefits of Al and blockchain synergy in
reducing information asymmetry, enhancing audit evidence quality,
and promoting greater transparency and accountability. Finally, the
research will identify the challenges and opportunities associated with
implementing Al and blockchain technologies in the audit profession.
By exploring these objectives, this study seeks to contribute to the
ongoing development of digital audit practices and provide insights
for audit professionals, regulators and stakeholders navigating the
evolving landscape of the digital economy. Understanding the
potential of AI and blockchain synergy in enhancing trust and
transparency is crucial for building confidence in digital audits and
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ensuring the long-term sustainability of the auditing profession in the
digital age.

The emergence of digital auditing and the potential of blockchain
technology have attracted significant attention from researchers in
recent years. Studies have explored the applications of blockchain in
various audit domains, including supply chain management (Saberi et
al., 2019), financial reporting and internal control systems (Dai &
Vasarhelyi, 2017). These studies highlight the benefits of blockchain
in enhancing data integrity, improving audit trail transparency, and
facilitating real-time audit procedures. Similarly, research on Al in
auditing has explored its potential for automating tasks, analyzing
large datasets, and identifying fraud risks. However, there is a gap in
the literature regarding the combined effects of Al and blockchain
synergy on enhancing trust and transparency in digital audits. This
study seeks to address this gap by conducting a comprehensive
literature review using content analysis methodology to identify key
themes and trends related to the application of artificial intelligence
and blockchain in digital auditing. From the above, we pose the
following question:

Does the synergy between AI and blockchain technologies
significantly enhance trust and transparency in digital audits
compared to traditional audit methods or the use of either
technology in isolation?

2. Literature Review

The digital revolution has profoundly impacted various industries,
including accounting and auditing. The rise of big data, automation,
and cloud computing necessitates a paradigm shift in how audits are
conducted. Digital auditing, leveraging advanced technologies like
Artificial Intelligence (AI) and blockchain, emerges as a powerful
solution to address the complexities of the modern business
environment.
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2.1 Defining Digital Auditing in the Digital Age

The term "digital auditing”" often overlaps with "electronic auditing"
and "digital transformation" in the literature, creating ambiguity.
However, a closer examination reveals distinct nuances and a specific
context for each term.

A. Defining Digital Auditing:

Digital auditing represents a comprehensive approach to auditing that
leverages advanced technologies like AI, blockchain, big data
analytics, and cloud computing to enhance the efficiency,
effectiveness, and scope of audit procedures. It encompasses:

» Automation of routine tasks: Data extraction, reconciliation, and
other repetitive tasks are automated, freeing up auditors for complex
analysis and judgment-based activities (Dai & Vasarhelyi, 2017;
Elommal & Manita, 2022).

* Advanced data analytics: Al-powered tools analyze large datasets to
identify trends, anomalies, and potential risks, improving risk
assessment and fraud detection capabilities (Shaqqour, O. F.et al,,
2022; Han et al., 2023).

» Continuous auditing: Real-time access to transaction data and audit
trails facilitated by blockchain technology enables continuous
monitoring and proactive risk management (Rozario & Thomas,
2019).

* Enhanced transparency and trust: The immutability and transparency
of blockchain records in financial reporting and strengthen stakeholder
confidence in the audit process (Elommal & Manita, 2022; Kabir et
al., 2022).

708 Oum EI Bouaghi University/ June -2024



Al & Blockchain Integration in... Journal of Economic & Financial Research
B.Distinguishing Digital Auditing, Electronic Auditing and Digital
Transformation:

*Electronic Auditing: Refers to the use of computer technology to auto
mate audit tasks and analyze electronic data. It represents a stepping st
one toward digital auditing but lacks the comprehensive integration of
advanced technologies like Al and blockchain (Okab, 2013).

Digital Transformation: A broader concept encompassing the integra
tion of digital technologies into all areas of an organization, fundamen
tally changing how it operates and delivers value to customers. Digital
auditing is a specific application of digital transformation within the a
udit function (Tang, D. (2021).

C. The Emergence of Digital Auditing and its Driving Factors:
Several factors have driven the emergence of digital auditing:

* Technological Advancements: The rapid development of Al,
blockchain, big data analytics, and cloud computing has created new
opportunities for auditors to improve efficiency, accuracy, and the
scope of their work (Aditya, Hartanto, & Nugroho, 2018).

* Increased Data Volume and Complexity: The exponential growth of
data in today's business environment necessitates advanced tools and
techniques for effective data analysis and risk assessment (Dengler,
Lois, Repousis, & Thrassou, 2019).

* Evolving Regulatory Landscape: Regulations like MiFID II and
EMIR II require more comprehensive and transparent audit trails for
financial transactions, driving the need for innovative solutions like
blockchain (Vishnia & Peters, 2020).

* Demand for Real-Time Information and Assurance: Stakeholders
increasingly expect real-time insights into financial performance and
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risks, pushing the audit profession towards continuous auditing and
real-time assurance models (Rozario & Thomas, 2019).

* COVID-19 Pandemic: The pandemic accelerated the adoption of
digital solutions in auditing as remote work and social distancing
measures became necessary (Shaqqour, Harb, Ballout, & Jaber, 2023).

2.2 Defining Blockchain and Its Importance

Blockchain technology has emerged as a transformative force across
various industries, with its potential to revolutionize the way we store,
manage, and verify information (Dai & Vasarhelyi, 2017).

A. Defining Blockchain

At its core, blockchain is a distributed ledger technology (DLT) that
records transactions securely and transparently across a network of
computers (Panwar, A., & Bhatnagar, V. (2020, February)). This
decentralized system eliminates the need for a central authority,
fostering trust and accountability.

* Blockchain properties

Unlike traditional centralized systems, blockchain operates on a
network of computers, with each participant holding a copy of the
ledger (Swan, 2015). This eliminates single points of failure and
reduces reliance on intermediaries, promoting a more democratic and
collaborative environment (Dai & Vasarhelyi, 2017). Once a
transaction is recorded on the blockchain, it becomes a permanent and
unalterable part of the ledger (Crosby et al., 2016). This ensures data
integrity, preventing manipulation or tampering with records and
enhancing the reliability of information (Rozario & Thomas, 2019).
Also All participants in a blockchain network have access to the same
information, promoting transparency and accountability (Yli-Huumo
et al., 2016). This allows for easy verification of transactions and
fosters trust among stakeholders (Vishnia & Peters, 2020).
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* Importance of Blockchain:

Blockchain's unique features have significant implications for various
industries, including:

Financial Services: Blockchain can streamline payments, reduce
transaction costs, and enhance security in financial transactions
(Tapscott & Tapscott, 2016). It also enables new forms of financial
instruments and services, such as cryptocurrencies and decentralized
finance (DeF1) platforms (Schér, 2021).

Supply Chain Management: Tracking the movement of goods and
materials through a blockchain-based supply chain can enhance
transparency, improve traceability, and reduce the risk of fraud (Saberi
et al., 2019). This benefits businesses by improving efficiency,
reducing costs, and ensuring product authenticity (Tian, 2016).

* Reasons for Blockchain's Emergence:
Several factors have contributed to the rise of blockchain technology:

Growing Need for Trust and Transparency: In an increasingly digital
world, concerns about data security, privacy, and fraud have grown.
Blockchain's inherent features address these concerns by providing a
secure, transparent, and tamper-proof system for managing
information. (Zyskind, G., & Nathan, O, 2015, May).

Limitations of Centralized Systems: Traditional centralized systems
are often vulnerable to single points of failure, data breaches, and
manipulation. Blockchain's decentralized nature offers a more resilient
and secure alternative (Swan, 2015).

Advancements in Cryptography: Developments in cryptography have
enabled the creation of secure and efficient blockchain systems that
can handle complex transactions and ensure data integrity (Narayanan
et al., 2022).
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Demand for Efficiency and Automation: Businesses are constantly
seeking ways to improve efficiency and reduce costs (lansiti &
Lakhani, 2017). Blockchain's ability to automate processes and
eliminate intermediaries offers significant potential for streamlining
operations and reducing administrative burdens (Saberi et al., 2019).

In conclusion, blockchain technology has emerged as a powerful tool
for enhancing transparency, trust, and security in various domains. Its
decentralized, immutable, and transparent nature addresses the
limitations of traditional centralized systems and offers a promising
solution for improving efficiency, reducing costs, and fostering
collaboration. As research and development in blockchain technology
continues, its applications and impact are likely to expand further,
shaping the future of various industries and transforming the way we
interact and transact in the digital age.

2.3 Synergy of Al and Blockchain:

The combination of Al and blockchain presents a powerful synergy
for transforming the audit profession. By leveraging each technology's
strengths, auditors can overcome limitations and significantly enhance
the effectiveness of digital audits:

* Enhanced Risk Assessment: Al algorithms can analyze vast
amounts of data stored on the blockchain to identify patterns and
anomalies indicative of potential risks. This enables auditors to
perform more targeted and efficient risk assessments, focusing their
efforts on areas of higher risk and improving the overall effectiveness
of audit procedures (Elommal & Manita, 2021).

e Automated Audit Evidence Verification: Smart contracts, self-
executing agreements stored on the blockchain, can automate the
verification of audit evidence, reducing the need for manual
procedures and improving efficiency. This not only saves time and
resources but also ensures greater consistency and accuracy in
evidence verification (Rozario & Thomas, 2019).
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* Real-Time Audit Reporting and Insights: Al can analyze
blockchain data to provide real-time insights into financial
transactions and generate dynamic audit reports. This enables
continuous monitoring and timely reporting, allowing for proactive
responses to emerging risks and issues (Han et al., 2023).

The emergence of digital auditing and the transformative potential of
blockchain technology are reshaping the audit landscape. While
challenges remain, the synergy of Al and blockchain offers significant
opportunities to enhance efficiency, improve risk assessment, promote
transparency, and ultimately, fortify trust in the audit process. Further
research and development in these areas will ensure the continued
relevance and effectiveness of the audit profession in the digital age.

3. Data and Method

This study employed a systematic literature review methodology
to explore the synergistic potential of Al and blockchain in fortifying
trust and transparency in digital audit. The research process involved
the following steps:

A. Defining the Research Scope:

The initial stage involved defining the research question and
scope, focusing on the intersection of Al, blockchain, and digital
auditing. Specific attention was given to identifying relevant academic
literature, industry reports, and publications from leading accounting
firms that address the impact of these technologies on audit practices,
challenges, opportunities, and future directions.

B. Search Strategy and Data Sources:

To explore the transformative potential of Artificial Intelligence
(AI) and blockchain technology in digital auditing, this study
implemented a comprehensive search strategy. Academic database like
Scopus , alongside search engines like Google Scholar and Semantic
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Scholar, were utilized to identify relevant literature. The search query
incorporated keywords such as "Digital auditing", "Blockchain
technology”, "Artificial intelligence", "Audit quality”, "Continuous
auditing", "Smart contracts", and "Big data analytics". To ensure the
relevance and quality of the selected studies, specific inclusion and
exclusion criteria were applied. Articles published in expert-reviewed
and reputable academic journals focusing on the application of Al
and/or blockchain, conducted within the past 10 years and published
in English . Articles not directly related to digital auditing, artificial
intelligence, or blockchain, studies focusing only on traditional audit
methods, publications not subject to expert review, and publications
more than ten years old were excluded.

C. Data Collection and Analysis:
This process yielded a final dataset of 45 relevant articles.

These articles were then carefully reviewed and analyzed using
a thematic analysis approach. This involved familiarization with the
data through thorough reading and re-reading, and finally, reviewing
and refining the themes to ensure they accurately reflect the data and
address the research question. The identified themes were synthesized
and interpreted to draw conclusions and answer the research question.

By employing a systematic and rigorous approach to data
collection and analysis, this study provides valuable insights into the
potential of Al and blockchain to transform the audit profession. The
identified themes and future research directions can inform the
development of new audit methodologies, technologies, and
educational initiatives to ensure the profession remains relevant and
effective in the digital age.

4. Result And Discussion

This study embarked on a comprehensive exploration of the
evolving landscape of digital auditing and blockchain technology
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through a content analysis of 45 research papers. By delving into the
key themes and research trends in this area, we aimed to understand
how researchers envision the synergy between AI and blockchain
technology in transforming audit practices. Our analysis revealed
eleven distinct research trends that highlight the current status and

future trajectory of the auditing profession in the digital age, as
summarized in Table: 1.

Table 1: Research Directions in Digital Auditing and Blockchain

Technology
0
N R?Seaf"h Content Example Studies
Direction

1 | Foundations Explores the fundamental concepts, | Zemankova, A
of Digital | characteristics, and functionalities of digital | (2019), Rozario, A.
Auditing and | auditing and blockchain  technology, | M., & Thomas, C.
Blockchain including different blockchain architectures | (2019), Dai, J., &

and their potential applications within the | Vasarhelyi, M. A.
audit context. (2017).

2 | Impact of | Investigates how digital tools and | Dyball, M. C. &
Digitalization | techniques, such as data analytics, Al, and | Seethamraju, R.
on Audit | automation, influence audit procedures, | (2021), Leng, A., &
Processes and | efficiency, effectiveness, and overall audit | Zhang, Y. (2024),
Quality quality. Manita, R., et al.

(2020), Marquez, J., &
Catacutan, Ko
(2023).

3 | Blockchain Examines how blockchain technology can I\:’/(;fehrglalGé\.Ns.(’Z%ZO).
and Audit | enhance the reliability, security, and Dybali, M.C. & '
Evidence transparency of audit evidence through Seethamraju, R.
Management | immutable and traceable recordkeeping, | (2021), Faccia, A., et

facilitating the development of robust audit | al. (2022), Kabir, M. et
trails and data integrity verification | al. (2022).
methods.

4 | Smart Explores the use of smart contracts for | Dyball, M. C., &
Contracts and | automating audit tasks, such as control | Seethamraju, R.
Audit testing, transaction  verification, and | (2022), Vishnia, G. R.,
Automation compliance monitoring, with a focus on | & Peters, G. W.
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improving efficiency, reducing costs, and | (2020), Ivanchenkova,
enhancing accuracy. L., etal. (2023).

5 | Al and Data | Investigates the application of Al and data | Leng, A., & Zhang, Y.
Analytics in | analytics techniques in various audit tasks, | (2024), Manita, R., et
Audit including risk assessment, fraud detection, | al. (2020), Sanusi, Z.
Practices anomaly identification, and predictive | M., et al. (2022), Han,

analytics, to enhance audit effectivenessand | H., et al. (2023),
generate deeper insights. Aditya, B. R., et
al. (2018), Lugli, E., &
Bertacchini, F. (2023).

6 | Synergy of Al | Focuses on the combined impact of Al and | Dyball, M. C., &
and blockchain  technologies in  auditing, | Seethamraju, R.
Blockchain in | exploring how Al can leverage blockchain | (2021), Elommal, N.,
Auditing data for intelligent audit automation, real- | & Manita, R. (2021),

time risk assessment, and advanced fraud | Han, H., et al. (2023).
prevention.

7 | Cybersecurity | Addresses the challenges and solutions | Qiu, J. (2022), Kabir,
and Data | related to cybersecurity and data privacy in | M. et al. (2022),
Privacy in | the digital audit environment, including data | Ivanchenkova, L., at
Digital protection  measures, risk  mitigation | al. (2023), Ramahi, N.
Auditing strategies, and ethical considerations for | M., etal. (2023).

ensuring data integrity and confidentiality.

8 | Evolving Role | Examines the changing role of auditors and | Manita, R., et al.
and Skills of | the necessary skillsets in the digital era, | (2020), Marquez, J., &
Auditors  in | emphasizing the importance of data | Catacutan, K. J
the Digital | analytics, IT knowledge, critical thinking, | (2023), Sanusi, Z. M.,
Age and continuous learning for adapting to new | et al. (2022), Karlsen,

technologies and evolving audit | A. C., & Wallberg, M.
methodologies. (2017), Lugli, E., &
Bertacchini, F. (2023).

9 | Open Explores the potential of open innovation | Dyball, M. C., &
Innovation models and collaborative approaches for | Seethamraju, R.
and driving innovation, enhancing audit quality, | (2022)., Han, H., et al.
Collaboration | and promoting a more competitive and | (2023).
in the Audit | inclusive audit market.

Industry

10 | Digital Investigates how digitalization in auditing | Manita, R., et al.
Auditing and | influences corporate governance practices | (2020), Faccia, A., et
its Impact on | by improving transparency, accountability, | al. (2022), Alqudah,
Corporate and risk management through real-time
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Governance reporting, stakeholder engagement, and | H., etal. (2023).
data-driven decision-making.

11 | Future of the | Explores the long-term implications of | Elommal, N.,

Age innovation, and the evolving role of auditors | (2023).
in a data-driven economy.

&

Audit digitalization and emerging technologies for | Manita, R. (2021),
Profession in | the audit profession, considering new | Aditya, B. R., et al.
the Digital | service  offerings,  business  model | (2018), Han, H., et al.

Source: Achieved by researchers.

4.1 Detailed Discussion of Research Trends:

Rather than delving into each of the 11 research trends individually,
we can consolidate them into three major overarching directions that
encompass the key themes and findings:

A. Transformation of Audit Processes and Methodologies:

This overarching direction encompasses research trends that focus on
how digitalization and emerging technologies are transforming
traditional audit processes and methodologies.

Impact of Digitalization (Trend 2): Studies highlight the efficiency
gains, improved accuracy, and enhanced audit quality resulting from
the adoption of digital tools like data analytics, Al, and automation.
This leads to a shift from sample-based testing to more comprehensive
data analysis, enabling auditors to identify anomalies and potential
risks more effectively.

Blockchain and Audit Evidence (Trend 3): The use of blockchain
technology for secure and transparent recordkeeping has significant
implications for audit evidence management. Immutability and
traceability of blockchain-based records enhance the reliability and
auditability of financial information.

Smart Contracts and Automation (Trend 4): Smart contracts offer the
potential for automating routine audit tasks, such as control testing
and transaction verification, leading to increased efficiency and
reduced audit costs.

Continuous Auditing (Trend 3): Real-time access to data and
continuous monitoring capabilities facilitated by digital technologies
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enable a shift towards continuous auditing, allowing for ongoing risk
assessment and proactive identification of potential issues.

B. The Evolving Role of Auditors and Required Skillsets:

This direction focuses on the changing role of auditors in the digital
age and the evolving skillset required to adapt to the new audit
landscape.

Auditor Skills and Competencies (Trend 8): The increasing reliance
on digital tools necessitates a shift in the skillset required for auditors.
Proficiency in data analytics, IT knowledge, critical thinking, and
problem-solving skills become crucial for effectively utilizing digital
technologies and interpreting complex data.

Synergy of Al and Blockchain (Trend 6): The combination of Al and
blockchain presents opportunities for auditors to develop advanced
analytics capabilities, automate complex tasks, and enhance risk
assessment and fraud detection. This requires a deeper understanding
of both technologies and their synergistic potential.

Open Innovation and Collaboration (Trend 9): The audit profession
needs to embrace open innovation and collaboration to keep pace with
technological advancements. Collaboration between audit firms,
technology providers, and academic institutions can foster knowledge
sharing, drive innovation, and develop solutions for the challenges of
digital auditing.

C. The Future of Auditing and its Impact on Corporate
Governance:

This direction explores the long-term implications of digitalization for
the audit profession and its role in corporate governance.

Future of the Profession (Trend 11): Emerging technologies like
blockchain and AI will continue to shape the future of auditing,
leading to new service offerings, business model innovation, and a
more strategic role for auditors in the digital economy.

Cybersecurity and Data Privacy (Trend 7): Data security and privacy
concerns are paramount in the digital age. Implementing robust
cybersecurity measures and ethical frameworks for data handling is
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crucial for maintaining trust and ensuring the responsible use of digital
technologies in auditing.

Impact on Corporate Governance (Trend 10): Digitalization in
auditing can enhance corporate governance by promoting
transparency, accountability, and data-driven decision-making. Real-
time access to audit evidence and continuous monitoring can
strengthen board oversight and improve risk management practices.
These overarching research directions highlight the transformative
impact of digitalization and emerging technologies on the audit
profession. While challenges remain in terms of implementation costs,
skills gap, and ethical considerations, the opportunities for improving
audit quality, efficiency, and value creation are substantial. By
embracing innovation, collaboration, and a forward-thinking
approach, the audit profession can navigate the evolving landscape
and ensure its continued relevance and success in the digital age.

5. Conclusion

This study explored the synergistic potential of Artificial Intelligence
(AD) and blockchain technology in revolutionizing digital auditing
practices. Through a comprehensive analysis of relevant research, we
identified key trends and insights into how these technologies can
fortify trust and transparency in the audit process.

Our findings reveal a clear shift towards digitalization in auditing,
driven by factors such as increased data complexity, evolving
regulations, and stakeholder demand for real-time assurance. Al and
blockchain emerge as powerful tools to address these challenges,
offering significant benefits:

Enhanced Efficiency and Effectiveness: Al-powered automation
streamlines routine tasks, while blockchain ensures data integrity and
facilitates continuous auditing, leading to more efficient and effective
audit processes.

Improved Risk Assessment and Fraud Detection: Al algorithms
excel at analyzing vast datasets, identifying anomalies and potential
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risks with greater accuracy. Blockchain's transparent and immutable
nature further strengthens fraud prevention measures.

Elevated Transparency and Trust: The inherent transparency of
blockchain builds trust among stakeholders by providing a secure and
verifiable audit trail. This fosters greater confidence in financial

reporting and the audit process itself.

However, challenges remain in implementing these technologies,
including the need for upskilling auditors, addressing cybersecurity
concerns, and navigating the evolving regulatory landscape.

Several avenues for future research and development hold immense
promise:

Exploring Industry-Specific Applications: Investigating the nuanced
applications of Al and blockchain in wvarious sectors, such as
healthcare, public services, and beyond.

Long-term Impact Analysis: Evaluating the long-term effects of
digital auditing on organizational performance, sustainability, and
value creation.

Integration with Emerging Technologies: Exploring the integration
of Al and blockchain with other groundbreaking technologies like big
data analytics and the Internet of Things (IoT) to further enhance audit
capabilities.

Human-Technology Interaction: Investigating the social and
behavioral impacts of Al and blockchain on auditors, including job
satisfaction, skill development, and the evolving role of human
judgment in the audit process.

Sustainability and Ethical Considerations: Analyzing the role of
digital auditing in promoting environmental sustainability and
addressing ethical concerns surrounding data privacy and algorithmic
bias.

By addressing these challenges and pursuing these future directions,
the audit profession can harness the full potential of AI and blockchain
to fortify trust, enhance transparency, and ensure its continued
relevance in the ever-evolving digital landscape.
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