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Résumé

L’architecture orientée services offre la possibilité d’'intégrer plusieurs services Web afin de
répondre a une exigence spécifique a l'utilisateur. Dans les environnements dynamiques,
I’apparition de plusieurs événements imprévus peut déstabiliser le service Web composite
et affecter sa qualité. La reconfiguration dynamique du service Web composite est es-
sentielle pour faire face a de tels défis. La reconfiguration dynamique est la possibilité
de modifier la structure du service Web composite ou son comportement au moment de
I’exécution sans ’arreter. La recherche présentée dans cette these s’inscrit dans le contexte
du développement d’une reconfiguration dynamique améliorée aux services Web compos-
ites. Malgré son importance, ce domaine n’a pas encore été suffisamment étudié. Dans
cette these, nous proposons une approche de reconfiguration dynamique de services Web
composites basée sur la prédiction de la dégradation imminente de la QoS des services
Web candidats. Une autre approche est proposée pour remplacer les services défaillants et
maintenir les contraintes de bout en bout d’origine. La deuxieme approche étudie la diffi-
culté de sélectionner un service web de substitution optimal, notamment s’il y a plusieurs
erreurs en méme temps, le service de reconfiguration dynamique peut présenter plusieurs
obstacles. Les évaluations expérimentales que nous avons menées sur des ensembles de
données réalistes montrent que nos approches proposées surpassent plusieurs méthodes de
pointe en termes de précision dans la premiere approche et d’efficacité dans la seconde
approche.

Mots-clés: service web, reconfiguration dynamique, prédiction QoS, apprentissage par
renforcement.
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Abstract

Service-oriented architecture provides the ability to incorporate several web services in or-
der to achieve a user-specific requirement. In dynamic environments, the appearance of
multiple unforeseen events can destabilize the composite web service and affect its quality.
The dynamic reconfiguration of the composite web service is essential to dealing with such
challenges. Dynamic reconfiguration is the capacity to modify the composite web service
structure or behavior while it is operating. The research presented in this thesis takes place
in the context of providing enhanced dynamic reconfiguration to composite web services.
Despite its importance, this area has not yet been adequately studied. In this thesis, we
propose an approach for dynamic reconfiguration of composite web services based on pre-
dicting the imminent degradation in QoS of the candidate or partner web services. Another
approach is proposed to replace failed services and maintain the original end-to-end con-
straints. The second approach investigates the difficulty of selecting an optimal substitute
web service, especially if there are many errors at the same time, the dynamic reconfigu-
ration service may present several obstacles. The experimental evaluations we conducted
on realistic datasets show that our proposed approaches outperform several state-of-the-
art methods in terms of accuracy in the first approach and efficiency in the second approach.

Keywords: web service, dynamic reconfiguration, QoS prediction, reinforcement learn-
ing.
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General introduction

General Context and Problem Statement

Service-Oriented Architecture (SOA) enables the construction of distributed systems with
Web services that can be published, invoked, and composed dynamically at runtime. With
the emergence of cloud and Software as a Service (SaaS), many companies and organiza-
tions have relied on web services for their needs and business [1]. Responding to a user
request often requires composing multiple web services, resulting in a composite web ser-

vice.

The composition process enables integrating and interconnecting web services to form
a composite web service, which seeks to meet not only functional needs but also non-
functional requirements, such as QoS restrictions. The context in which service composi-
tion is performed is characterized by dynamism and evolving, which makes web services
involved in the composition vulnerable to disrupting or affecting the quality of the services
that characterize it; therefore, providing reliable and efficient services is a big challenge.
In the literature, several research works have been carried out on the composition (static
or dynamic) of Web services. However, several other aspects relating to this research area
are still at the preliminary stage and have not yet reached a high level of maturity. One
of the most interesting challenges in this research domain is the dynamic reconfiguration

of composite Web services.

The dynamic reconfiguration of web services is a crucial task in order to ensure consis-
tency and robustness to distributed systems based on web services. According to [2, 3], a
dynamic reconfiguration is the ability of the software system to change the sub-part of the
system while it is running without interrupting the service. There are several motivations
why dynamic reconfiguration should be supported in service-oriented applications. Some
of these motivations are: adaptability, high availability, scalability, maintenance and per-

formance.
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With the emergence of dynamic reconfiguration it becomes possible to replace the failed
services, modify them or delete them dynamically at runtime, which finding replacements
for failed services, allows the composite web service to continue running without completely
reconfiguring the composition. However, the increasing number of candidate web services
with the same functionality but the different quality of service may present the dynamic
reconfiguration process to several obstacles, including the difficulty of selecting an opti-
mal candidate web service, especially in the case of multiple failures at the same time.
Several authors studied the selection of candidate services in the dynamic reconfiguration
[1, 4, 5, 6, 7], but this research remains insufficient and lacks a guarantee of high efficiency

in the light of the increasing number of candidate services [§].

Another important research gap relates to when the reconfiguration action is triggered.
Much research supports reconfiguration in either a proactive or reactive manner [9]. In
the reactive approach the reconfiguration action triggered after an event which causes the
need for the reconfiguration. Contrary to the reactive approach, the proactive approach is
capable to predict the necessity of the reconfiguration earlier than the problem happens. In
the literature, researchers have proposed several methods to improve the efficiency of the
reactive approaches to dynamic reconfiguration in composite web services. However, a re-
active method for reconfiguration and service continuity takes a long time [10] and affects
the performance [11], from selecting the best service to reconfiguring the entire process. A
proactive or predictive method for impending problems is one of the most critical suggested

solutions in the dynamic reconfiguration problem.

Contributions

The first contribution of this research is to present a comparative study among several
dynamic reconfiguration of composite web services approaches by examining the charac-
teristics of these approaches and classifying them with respect to these characteristics.
This study has been shown in [12].
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The second contribution proposes a swarm reinforcement learning approach to replace
multiple failed services and maintain the original end-to-end constraints. This approach
combines multi-agent and reinforcement learning technologies to dynamic reconfiguration
of composite web services in the presence of failures. ACO (Ant Colony Optimization) is
used to improve the exchange of information between agents based on the Pheromone-Q

values, inspired by real ants’ behavior.

The third contribution of this research is to propose a dynamic reconfiguration method
based on HMM (Hidden Markov Model) to predict the imminent degradation in QoS and
prevent the invocation of partner web services with degraded QoS values. PSO (Particle
Swarm Optimization) and SFLA (Shuffled Frog Leaping Algorithm) are used to improve
the prediction efficiency of HMM. The QoS prediction problem is reformulated into a
QoS state prediction problem, where we consider QoS states rather than QoS values and
consider that a QoS state is composed of several attributes. The proposed approach can
predict the QoS according to each user’s preferences and can predict the state of similar
services without the need for their data (QoS). This study has been shown in [13].

Thesis Plan

This thesis is organized into four chapters. The first chapter introduces the context in
which this thesis is placed. The second chapter shows a state of the art of our research
problem. The third chapter presents the proposed approach for dynamic reconfiguration
of composite web services. The fourth chapter presents a proactive approach for dynamic

reconfiguration of composite web services.

e Chapter 1: In this chapter, we will introduce the principles of web services technol-
ogy by defining the SOA paradigm, as well as the protocols, languages and models
that relate to the concept of web services. Afterward, we will present the problem of

dynamic reconfiguration of web services as well as all the related concepts.
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e Chapter 2: In this chapter, we will look at some of the approaches that have been
suggested in the literature. Then, we will compare and categorize these approaches

based on a set of criteria to describe the distinctions between them.

e Chapter 3: In this chapter, we will present an approach to dynamic reconfigura-
tion of composite web services, by combining multi-agent and reinforcement learning
technologies. We will use ACO (Ant Colony Optimization) to improve the exchange
of information between agents based on the Pheromone-Q values, inspired by real
ants’ behaviour. The results of the proposed approach will be presented, discussed

and compared.

e Chapter 4: In this chapter, we will present a proactive approach to dynamic re-
configuration of composite web services, by using Hidden Markov Model to predict
the imminent degradation in QoS and prevent the invocation of partner web ser-
vices with degraded QoS values. We will use PSO (Particle Swarm Optimization)
and SFLA (Shuffled Frog Leaping Algorithm) to enhance the prediction efficiency of
HMM. Finally, the results of the proposed approach will be presented, discussed and

compared.
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1.1 Introduction

The role of Service Oriented Architecture (SOA) is becoming more prominent as economic
competition between companies and research institutions developing software increases. As
a result of this competitiveness, increasingly complicated software development activities
have emerged, which are frequently prone to failure and delay. SOA addresses these short-
comings by offering efficient modeling that can be quickly changed to changing market
demands.

In this chapter, we will introduce the essential concepts of SOA, starting with the defini-
tion of SOA, their actors and their characteristics. Next, we will move on to the definition
of web service, their standards and quality of service attributes, and then we will discuss
web service composition, including its definition, its life cycle of a web service composi-
tion, orchestration, service choreography and static and dynamic composition. Finally, we
highlight dynamic reconfiguration of composite web services by defining dynamic reconfig-

uration, presenting its objectives, classification and properties.

1.2 Basics of service-oriented Architectures

Service Oriented Architecture (SOA) is a paradigm in which software is designed and built
into elements that provide well-defined services on demand. According to Oasis Group’s
SOA, it is defined as: “a paradigm for organizing and utilizing distributed capabilities that
may be under the control of different ownership domains. It provides a uniform means to
offer, discover, interact with and use capabilities to produce desired effects consistent with
measurable preconditions and expectations”. Another definition from [14] considers ”SOA
as component-based software modules that provide services to other modules”. According
to these definitions, a service-oriented architecture is based on the principle of considering
the basic components of building software applications as services. These services have the

following properties [15, 16]:
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a uniform mechanism for data representation and exchange.

a standard means of communication.

an interface for the service contract.

easy to locate and invoke dynamically.

a standard meta language for describing service offerings.

1.2.1 Characteristics of SOA

In [16, 17] the service-oriented architecture paradigm has principles that must be respected
when generating an SOA service:

Loose coupling: helps services meet scalability, flexibility, and fault tolerance require-
ments by minimizing dependencies and the impact of changes between them and client
services.

Interoperability: refers to the ability of services to run on different platforms and to
collaborate with each other regardless of their technical specifications.

Reusability: refers to a service’s ability to participate in various service compositions.
Discoverability: involves that services be released in a form that allows them to be easily
found for subsequent usage.

Autonomy: allows the service to execute the self-management of all its treatments on the
logic that it encapsulates.

Stateless: allows the services to change its status after the processing of the application.
Composability: requiring that services be designed so that they can participate as mem-

bers of other service compositions if necessary.

1.2.2 The actors of SOA

The service-oriented architecture is based on three basic communication primitives rep-

resented by publication, discovery and invocation, which define a model of interaction
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between three types of actors: service provider, service client, and service registry [18].
From the service provider’s point of view, services are created and deployed (publication)
in a directory (service register). From the client’s point of view, the client sends requests
to the service register to discover a service that meets their needs (discovery). Once the
service has been chosen, the client invokes the provider to request the use of the service

(invocation). Figure 1.1 below illustrates the interaction between these actors.

Service registry
| Describe
Lookup
[ ] Publish
Discover ——
Register a service

Interact

) -
Service e Service

Consumer | — Provider

Invoke, consume and interact with a service

Figure 1.1: SOA function [19]

1.2.3 Architectural stack of SOA

According to [18], the SOA architectural stack consists of two parts: a functional part
which includes the transport layer, the service communication protocol, service description,
the service layer, business process and service registry, and a part related to quality of
service which includes policy, security, transaction and management. Figure 1.2 shows the

components of both parts. These components are detailed as follows::

1. The functional part : this part includes:
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e The Transport layer: is the mechanism that sends service requests from the

consumer to the provider, as well as answers from the provider to the consumer.

e The Service Communication Protocol: it is defined as a means agreed upon
by the service provider and the service consumer to indicate what is required

and what will be received.

e The Service Description layer: is an agreed-upon structure for specifying
what the service is, how it is called, and what needs are required to contact the

service successfully.

e The Service layer: specifies an adequate service that is made accessible for

usage.

e The Business Process layer: is a set of services, described in a special order
with an appropriate set of rules to satisfy particular requirements. It should
be noted that a business process may be seen as a single service, which leads
us to believe that business processes can be composed of services of different

granularity.

e Service Registry: is a repository of service descriptions and data that can
be used by service providers to edit their services, and by service consumers to

discover or find available services.
2. Service quality aspects: this part includes:

e A Policy: a collection of regulations that govern how a service provider makes
a service available to customers. Policies might be functional or non-functional

properties.

e Security: a collection of rules that may be used to identify, authorize, and

control service customers’ access.

e Transaction: a set of properties that may be applied to a collection of services
to get a consistent outcome. For example, if a collection of three services is to

be utilized to accomplish a given function, all of them must run.

10
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e Management: a collection of characteristics that may be used to manage the

services provided or acquired.

Quality of service

=

z - < g
B d

& Service Description E E % %
3 2 i B
X Service Communication Protocol -~ g

Transport

Figure 1.2: The different elements of a service oriented architecture

1.2.4 Roles in service-oriented architecture
The different roles in a service-oriented architecture are the following:

1. The service consumer is an application, software module or other service that requires
a service. It posts a request to the service directory, communicates with the service
through the transport layer, and then performs the service function. The service

consumer executes the service according to the predefined interface contract.

2. The service provider is a network-accessible entity that accepts and executes requests
from consumers. It publishes its services and interface contracts to the service direc-

tory so that the service consumer can discover and access the service.

3. A service directory is an essential element for service discovery. It contains a direc-
tory of available services and allows consultation of service interfaces by interested

consumers.

11



Chapterl: Service-oriented Architecture SOA

Each component in a service-oriented architecture may perform one (or more) of the three
responsibilities outlined above.

The service-oriented architecture has the possible operations described as follows:

e Edit/Publish: for a service description to be accessible, it must be announced so that

it may be discovered and invoked by a service consumer.

e Discovery: a service requester locates a service via a query to the service directory

based on the criteria of the desired service.

e Binding/Invocation: after searching for the service description, the consumer invokes

the service based on the information in the service description.
The key objects in a service-oriented architecture are :

e Services: when a service is made accessible by the publishing of its interface definition,

a service consumer can invoke it.

e Service description: a service description describes is how the service consumer com-
municates with the service provider. It defines the format of both the service request
and the answer. This description can indicate a set of pre-conditions, post-conditions,

and/or quality of service (QoS).

1.3 Web services

1.3.1 Definition and concepts of Web service

According to [20], web service ” is a software system designed to support interoperable
machine-to-machine interaction over a network. It has an interface described in a machine-
processable format (specifically WSDL). Other systems interact with the Web service in a
manner prescribed by its description using SOAP messages, typically conveyed using HTTP

12



Chapterl: Service-oriented Architecture SOA

with an XML serialization in conjunction with other Web-related standards.” It can be said
that web services technology is the most promising choice to meet the objectives of service-
oriented architecture. Web services can be described, published, localized or invoked over
the network to perform certain tasks using standardized XML. Today, two types of Web
services are widely used: SOAP-based Web services and RESTful Web services [21]. The
former is based on an interface described in an easily exploitable description called WSDL
(Web Services Description Language), a distributed directory of services allowing their
publication and discovery called UDDI (Universal Description Discovery and Integration),
and an information exchange protocol called SOAP (Simple Object Access Protocol), while

the latter conforms to REST architectural principles [22].

1.3.2 Architecture of Web services

Web services have the ability to work together using common standards by fulfilling the
requirement of interoperability. In this section we highlight two types of architectures. The
first is the so-called reference architecture, traditionally used for isolated web services. The
second architecture is more complete and is frequently used when creating Web services.

This is called extended or stack architecture.

1. Reference architecture

According to [23], the reference architecture has three important objectives: the
first, is identification of the functional components, the second is the definition of
the relations between these components and the third is the establishment of a set
of constraints on each component in order to guarantee the properties of the overall
architecture. The reference architecture for web services (Figure 1.3) is based on the

following three roles:

e The service provider: corresponds to the owner of the service. It is made up

of the service reception platform.

13
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e The client: corresponds to the service requester. It is made up of the applica-

tion that will search for and invoke a service.

e The Service registry: is a registry of service descriptions providing facili-

ties for posting services to providers as well as facilities for finding services for

customers.
Service
Registry
Find WSDL, UDDI / Publish WSDL, UDDI
Service ]
Requestor M Provider
Bind SOAP

Figure 1.3: The Web Services Model [23]

2. Extended architecture

The extended architecture consists of several layers overlapping each other. Figure
1.4 describes an example of such an architecture.

We provide an explanation of the extended architecture layers below.

(a) Basic infrastructure (Discovery, Description, Exchange): these are the
technical foundations established by the reference architecture. We distinguish

between exchanges of messages established by SOAP, the service description by
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WSDL and the search for web services that organizations want to use through
the UDDI registry;

(b) Transversal layers (Security, Transactions, Administration, QoS): These
are the layers that make the effective use of web services viable in the industrial
world;

(¢) The Business Process layer (Business Process): This upper layer allows
the integration of Web services, it establishes the representation of a ”Business
Process” as a set of Web services. In addition, the description of the use of

different services that make up this service is available through this layer.

Figure 1.4: Web services stack Architecture [23]

1.3.3 SOAP Web service

SOAP web services are software entities that are interoperable with other distributed sys-
tems using a protocol such as SOAP, usually transmitted via the HTTP protocol with XML
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serialization [20]. What follows is a presentation of the use of web services technologies by

provider and requester actors illustrated in Figure 1.5 [18] :

1. The web service provider publishes its web services.
Directory
{uDDI)

3. The directory finds a service with characteristics X, Z and
¥. It sends the information of the service and its provider.

4. What is the contract of the web service you
propose?

5. Here is my invoke format.

6. | invoke your web service.

2. The requesterlooksfora

web service with

characteristics X, Z and Y.

7. Here is the result of the web service.

Figure 1.5: The use of web services technologies by the provider and requester actors.[18]

The mechanism of execution of web services based on three standards such as UDDI,
WSDL and SOAP.
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1. SOAP (Simple Object Access Protocol)

SOAP is an XML-based messaging protocol for exchanging information over the
Internet [24]. It is a platform and language independent protocol. SOAP supports
remote procedure invokes transported over HTTP. A SOAP message is an XML

document consisting of [14] (see Figure 1.6):

e SOAP Envelope that identifies the XML document as a SOAP message.
e SOAP Header which contains header information.

e SOAP Body It allows the transmission of requests and responses between the
systems. It is composed of one or more sub-elements, which are: Fault element
and Message element. The former is used to indicate the transmission failures of
SOAP messages; the second contains the data to be transmitted via the SOAP

protocol.

SOAP Header

SOAP

SOAP

SOAP Body

SOAP

SOAP

Figure 1.6: The SOAP Envelope.[14]
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2. UDDI (Universal Description, Discovery and Integration)

The UDDI protocol is one of the critical building blocks necessary for effective Web
services. UDDI develops a standard interoperable platform that enables organizations
and applications to locate and use Web services over the Internet in a rapid, easy, and
dynamic manner [9]. In a UDDI registry, each publication is an XML document that
consists of the following main elements Business Entity (about the provider), Business
Service (about the service), Binding Template (about the access to the service) and
tModel (type of service), the following Figure 1.7 shows the main elements of a
publication in UDDI.

UDDI Registry
Business entity

— Business services

——————— tModel

=
Binding Template

'W5DL Document

Figure 1.7: Entities composing a UDDI directory.[18]

To facilitate the operation of searching for information such as the providers of a given
service or the means of invoking it, UDDI organizes all the information it contains

into three pages, specified in XML. These pages are the following.

e White Paper: they provide the customer with all the information about the
supplier that he has entered in the Business Entity element (such as company

name, physical address, company description, etc).

18
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3.

e Yellow Paper: This is a non-technical description of the services by the
providers that describes the category of the company, the industry in which

the company operates, the type of services and the quality of service.

e Green Paper: Based on the WSDL description of the web services, precise
technical information about the services provided is included with an indication

of how to access them.

WSDL (Web Services Description Language)

According to [25] " Web Services Description Language (WSDL) describes a web ser-
vice in XML format. WSDL represents a contract between the service provider and
the user of the service”, in other words, a WSDL document describes the interface
of a web service and provides users with a point of contact. A complete WSDL ser-
vice document provides two-level description: abstract description and concrete

description.

(a) The abstract level: The abstract level describes operations, data types and
messages in detail. In other words, the abstract level answers the following
questions: What operations are available? What are the type definitions of
the input/output messages? And with which input/output messages do the

operations work?
e Data types: is the element that defines the types of data used in the
messages exchanged by the web service.

e Message: specifies the types of operations supported by the web service. It
allows you to incorporate a sequence of correlated messages without having
to specify the characteristics of the data flow.

e Port Type: is a logical grouping or collection of operations supported by
one or more transport protocols. It is analogous to a definition of an object

containing a set of methods.

(b) the Concrete level: describes how a client invokes the service? What protocol
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to use? and Where is the service? It has two main components: Binding

Information about the protocol used and the location address of the service.

¢ Bindings: Describes how a type of port is implemented for a particular
protocol (eg HT'TP), and an invocation mode (e.g. SOAP). This description
is made by a given set of abstract operations.

e Port: Specifies a URL address that corresponds to the implementation of
the web service by a provider and identifies one or more transport protocol
bindings for a given Port Type.

e Service: Specifies the full address of the web service, and allows a remote
application access point to choose to expose multiple categories of opera-

tions for various types of interactions.

The following figure 1.8 illustrates the WSDL document structure.

publishes

[j <pori= =

describes

L <opeEration:
i= <sOoap operation>

Implements

defines

l <operaton>

defines
L

defines

.

T
‘oo <soap body>

Class INnterface

Figure 1.8: The WSDL document structure [26]
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1.3.4 REST Web service

REST is an abbreviation for Representational State Transfer. It was proposed by [22] in
his thesis as an abstraction of the architectural elements within a distributed hypermedia
system. REST is an architectural style based on a set of restrictions that, when applied
to architectural components, allow for the optimization of certain criteria particular to the
requirements of the system to be developed. RESTful application are encouraged to be

simple, lightweight, and quick due to the following principles [22]:

e Resource Identifier: A resource is identified by a URI (Uniform Resource Identi-

fier), which provides a global address space for the discovery of resources and services.

e Resource representation: The resource can be represented in different formats,
but the most popular ones are XML and JSON.

e Operation on the resource: The resources are manipulated by transferring the

representations through a uniform interface addressed by the resource identifier.

1.4 Web services composition

1.4.1 Definition

With the increasing demand for more complex web services, it has become important for
the designer to combine the functionality of a group of services. This process is named web
service composition [27]. In the literature, several definitions of service composition have
been defined. For example, in [28], web service composition is the process of combining
many services into a single service in order to execute more complicated operations. The
services invoked during the service composition are named component services. From a set
of services available in a registry, we can build a composite service [29]. Figure 1.9 shows

the principle of service composition.
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S EZ? ﬁ L
RSl -

: . Composition . .
Service Atoumigue P Service composite

Figure 1.9: The principle of service composition.

1.4.2 Life cycle of a web services composition

Many authors such as [27] defined the life cycle of a web service composition as six ac-
tivities: wrapping services, setting outsourcing agreements, assembling composite services,
executing services, monitoring services, and evolving services.These are shown in figure
1.10

1. Wrapping services: This task guarantees that any service may be accessed through-

out the composition (regardless of its data model, its interaction protocol, etc.).

2. Setting outsourcing agreements: This task entails negotiating and establishing

contractual responsibilities among the partner services.

3. Assembling composite services: This task allows an abstract description of the
services to be constructed. This composition starts with the identification of the
services to be used and ends with the specification of inter-service interactions based

on the shared protocol.

4. Executing services: This task allows you to carry out composition specifications

while adhering to certain practical constraints (availability, reliability, etc).

5. Monitoring services: This step provides for the verification of a variety of features

and attributes, such as controlling access to services, monitoring status changes, and
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message exchanges. This enables the identification of errors (contractual violations),

the measurement of service performance, and the prediction of exceptions.

6. Evolving services: This phase guarantees that the composition evolves (i.e. the

modification of the services invoked, use of new services, consideration of feedback

from the control activity).

5

'_p Wrapping native services

Monitoring services

™

‘ ]

a1

Evolving services

Executing services /

+

4

Assembling composite

services

1
v

Setting outsourcing
Agreements

3

Figure 1.10: Life cycle of a service composition [27]

1.4.3 Service Orchestration and Service Choreography

Web service composition may be characterized in two ways: orchestration and choreogra-

phy.

e Orchestration

According to [30] the orchestration of Web services enables the order and sequencing

of these services to be established in accordance with a well-defined framework. It

defines how the services can interact with one another, as well as the order in which

the various interactions are carried out.The principle of orchestration is illustrated

in figure 1.11.
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I Service Web 3 I

Service Web 1 Service Web 4

Service
Coordinateur

Service Web 2 Service Web 5

—
Interaction

Figure 1.11: Principle of web services orchestration. [30]

e Choreography

In [30], the author mentioned, that choreography enables the tracking of the sequence
of messages exchanged in the context of web service composition. It is typically
related to the description of existing conversations between multiple parties, including
customers, providers and partners.The principle of choreography is illustrated in
Figure 1.12

Service Web 1

Service Web 2 Service Web 3

>
Interaction

Figure 1.12: principle of web services choreography [30]
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1.4.4 Static vs Dynamic Composition

Static composition occurs when an application is designed before deployment. The compo-
nents in question are selected, connected, and assembled [31]. This type of composition is
appropriate for confined situations where the components do not change frequently. Static
composition groups the orchestration methods and the choreography methods for the web
service composition mentioned above. Unlike static composition, dynamic composition al-
lows users to discover, select and dynamically combine Web services due to a user request.
dynamic composition responds to the needs of flexibility and adaptation, besides having

several advantages compared to static composition.

1.5 Dynamic Reconfiguration

1.5.1 Definition of Dynamic Reconfiguration

The malfunction of a software component or the appearance of different functionalities of
this component may be the major reason for the dynamic reconfiguration of a software
application. There are a variety of definition suggestions for dynamic reconfiguration. [32]
defined dynamic reconfiguration as “changing part of an application while it operates.
Dynamic reconfiguration are expressed only at the configuration level, i.e. as changes to
the program‘s connectivity structure.”. In the case of web services, we have selected the
one that we believed would be most suitable: it represents the ability of the software system
to change the sub-part of the system while it is running without interrupting the service
12, 3].

1.5.2 Objectives of dynamic reconfiguration

The task of dynamic reconfiguration relies on a set of objectives, among which we mention
the following [33].
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1. Correctional reconfiguration: Some applications may experience a change in
their behavior during runtime, exposing them to performance defects that require
corrective reconfiguration. The corrective reconfiguration starts by identifying the
application components responsible for the faulty behavior. After that, it replaces
these components with new ones that supposed work more adequately. The new

components must provide the same functionality as the old components.

2. Evolutionary reconfiguration: clients change their needs over time, requiring
additions and modifications to the services provided to meet these changing needs.
Evolutionary reconfiguration responds to these needs: either by adding new compo-
nents to provide the new required functionality or by replacing existing components
with others offering more functionality. In this case, it must be guaranteed that the

replacement does not compromise the integrity of the application.

3. Adaptative reconfiguration: An application is generally intended to be deployed
and executed in a particular context. This context, which can be reflected in the
environment in which the application should run, can change over time. Certain
changes in the context can make the behavior of the application inconsistent. For this
reason, the application must be reconfigured to take into account the new parameters

of its execution context.

4. Perfective reconfiguration: The goal of this type of reconfiguration is to improve

the performance of an application, even if its behavior is consistent.

1.5.3 Classification of dynamic reconfiguration

According to [34] and [35] dynamic reconfiguration can be divided into two categories: 1)

Programmed reconfiguration, 2) Unpredictable reconfiguration.

e Programmed reconfiguration Programmed reconfiguration are those that have

been foreseen by the developer and that have therefore been taken into account during
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the design of the application. When specific criteria are satisfied, the application
can switch from one configuration to another at runtime without should to change
any of its components. However, this approach also has some limitations. First of
all, it is ad-hoc, i.e. it is linked to a specific application. Second, the number of
configurations or modes is already fixed and this decreases the power of adaptability
when unpredictable events appear. Finally, adding new modes or configurations

requires redesigning the entire system and recompiling it.

e Unpredictable reconfiguration Unpredictable reconfiguration are those changes
that were unforeseen or unanticipated at design time but become necessary during the
life of the application. The reconfiguration manager must examine the modification
request and ensure that it does not contradict system coherence or system invariant.
A set of invariant in this category of reconfiguration provides a basis for preserving

system coherence.

1.5.4 Dynamic reconfiguration properties

In [36] thesis, Besseron identified several properties of the reconfiguration process. We

mention the following

e The Consistency means that a reconfiguration must leave the application in a

correct state.

e The Generalization indicates that the reconfiguration process must be able to

support all types of reconfiguration on all types of components.

e The Scalability Indicates that the reconfiguration should be applicable to the whole
application or only to a small part of it. If only a part of the application is affected
by the reconfiguration, the rest of the application must be able to continue working

during the reconfiguration.
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e The Efficiency means that the reconfiguration time should be as small as possible

in order to reduce application interruption.

1.5.5 Dynamic Reconfiguration of web services

The dynamic reconfiguration of web services composed in the life of its execution, is a
crucial task in order to ensure consistency and robustness to distributed systems based on
web services. According to [33] a service is generally represented by the ISC specifications

(interfaces, scenario and its constraints) see figure 1.13.

Scenario

S Interface

Constrained

Figure 1.13: graphical representation of a web service [33].

This representation offers the possibility of having a service composed of several sub-
services as shown in figure 1.14, in which case the composed (resulting) service will have
its own ISC specifications. Thus this representation offers flexibility for dynamic reconfig-
uration operations such as adding new services, removing existing services (temporarily or

permanently) and connecting and disconnecting services and connectors.
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Scenario

Interface

~—— Constrained

Scenario

Interface

~—— Constrained

Figure 1.14: graphical representation of a web service composed [33].

1.6 Conclusion

This chapter has been devoted to the presentation of some key concepts constituting the
scientific context in which this thesis took place. We first introduced service-oriented ar-
chitecture, through the presentation of the basics of service-oriented architecture, a brief
overview of web services and the composition of web services. We then presented dynamic
reconfiguration, with particular emphasis on the definition and objectives of dynamic re-
configuration as well as the classification of dynamic reconfiguration and the properties
that a reconfiguration process must have. Finally, we illustrated the notion of dynamic re-
configuration on web services by presenting the ISC specifications (interfaces, scenario and
its constraints). In the next chapter, we present some works that deal with the dynamic
reconfiguration of composite web services by introducing the aspect of dynamic recon-
figuration of composite web services and the classification of the approaches of dynamic

reconfiguration of composite web services.
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2.1 Introduction

Web services, as software applications exposed on the Web, are invoked by users to meet
their requirements. Responding to a user request often requires composing multiple web
services, resulting in a composite service. In the literature, several research works have
been carried out on the composition (static or dynamic) of Web services. However, several
other aspects relating to this research area are at the preliminary stage and have not yet
reached a high level of maturity. One of the most interesting challenges in this research
domain is the dynamic reconfiguration of composite Web services. In fact, invoking a pre-
composed web service is susceptible to various unforeseen changes that can occur in the
user’s preferences and the environment in which the application operates. Therefore, a
dynamic reconfiguration of the composite web service is essential so that it adapts to the
user’s invocation. During the last decade, many research works [5, 6, 37, 38, 39, 40, 41,
42, 43] have been done in this field. These works have brought very important elements of
answers to some problems relating to dynamic reconfiguration. In this chapter, we present
a survey of the most important works, which deal with the dynamic reconfiguration of web
service composition. We also describe each work and present its strengths and weaknesses

through a comparative study.

2.2 Aspects of dynamic reconfiguration of composite

web services

The importance of dynamic reconfiguration of service-oriented applications has been im-
posed by various aspects: adaptability, high availability, scalability, maintenance and per-

formance, all focused on the quality of service [37, 44] and user preferences.

e An adaptive system is a system that can adapt their behavior to unpredictable
environmental changes. For example, mobile and ubiquitous systems also require
dynamic adaptation under fluctuating resource availability conditions in the form of

system updates when they are active [38].
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High-availability systems are those that must ensure operational continuity for
long periods and must adapt to changes during these periods without the declining
quality of service. The motivation for high availability could be economical, as with

e-commerce and banking systems or security as an air defense system [34].

A scalable system is a system that can acquire new functions over its lifetime to
adjust to unforeseen changes. Dynamic reconfiguration is highly useful for providing

scalability functionality to these systems [45].

Maintenance is the correction of problems that can occur during the life of a soft-
ware system, such as programming errors, bugs, failures, software failures, and secu-
rity vulnerabilities. Dynamic reconfiguration may resolve the maintenance problem

by permitting corrective evolution [34].

Performance refers to how well a system behavior is done. Making systems more
efficient and faster can be seen as a priority today. Optimizing performance in dynam-
ical environments necessitates structural modifications such as replacing one compo-
nent with another or adding another one. So, dynamic reconfiguration allows enabling

these systems to make the desired structural changes [34].

2.3 Synthesis on dynamic reconfiguration of compos-

ite web services

In recent years, many researchers have focused on dynamic reconfiguration of web service

composition. In this study, we will investigate some recent research in this field and conduct

a comparative study about them.

(C. Mohamed et al, 2014) [37] proposed an approach to select the most desirable con-

figuration from a group of substitutes in order to optimize end-user satisfaction. The

suggested approach is based on using a list of components’ non-functional characteris-

tics. The approach begins by proposing a model using Acme (an Architecture Description
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Language (ADL)) to represent the non-functional characteristics of the components. The
authors assume that they have an autonomous reconfigurable component-based system
that includes four layers (figure 2.1): A component pool, a reconfiguration management
unit, an analysis and decision-making unit, a monitoring unit and an end-user require-
ment. The authors offer five steps for selecting the best configuration from a variety of
choices. First, generating the potential configurations, when the user asks the system for
a defined functionality, the analysis and decision-making layer analyzes the user require-
ments and produces all the potential configurations that provide the necessary function-
ality. Second, in the filtering step, check each potential configuration to guarantee that
the system’s consistency is always saved. Third, the normalization step is to standardize
the non-functional characteristics values. Fourth, evaluate the alternative step, evaluate
the candidates and nominate the most preferred configuration in the candidate list. The
authors used the weighted sum model (WSM) to evaluate each component according to its
list of non-functional characteristics. Finally, by applying the selected configuration step,
the reconfiguration management layer is responsible for reconfiguring the components and
applying the selected configuration to choose the best configuration based on the user’s

preferences.
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H

Analysis and decision making

H

Reconfiguration management

t

System components

Figure 2.1: The architecture of an autonomous reconfigurable component-based system

[37]

(J.Hillman and I.Warren, 2004) [38] proposed OpenRec an open framework including a
reconfiguration management unit for managing dynamic reconfiguration, and a thoughtful
component model. (figure 2.2). OpenRec has three main characteristics. First, it supports
an extensible set of algorithms for reconfiguration. The reason is that one algorithm is
not suitable for all applications. Second, it supports measuring the cost of reconfigura-
tion. This enables developers to create a comparative analysis of multiple reconfiguration
algorithms. Third, the framework is itself reconfigurable. Particularly, algorithms for re-
configuration can be replaced at runtime. The authors used OpenRec ML for scripts of
reconfiguration. OpenRec ML is a language based on XML that is used to describe con-
figurations of components and changes to existing configurations. In terms of scalability,
the framework for large systems is not scalable [39]. Later in [39], the authors proposed
an approach to preserve the integrity of the application during the runtime change pe-
riod. The proposed approach uses ALLOY [46] to describe the system constraints. To

verify limitations automatically at reconfiguration time, the authors complete OpenRec
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with ALLOY Analyzer using a service-oriented architecture.
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Figure 2.2: OpenRec Architecture [3§]

In [40], (Y. Li et al, 2011) presented an approach to configure an SOA-based appli-
cation by replacing component services for satisfying new QoS constraints. The authors
introduced a factor named “global significance value” to show the contribution of the QoS
of each component service to the overall QoS of the application which contains these com-
ponent services. They used the notion of partial derivative to calculate the significance
of services. Each service has four attribute significance values and one global significance
value. This approach tries to replace each component service according to the global signif-
icance value. If the global significance value of one service is bigger, its contribution to the
improvement of the QoS of the application is greater and it should be replaced firstly. If all
attempts failed in the first phase, it replaces multiple component services by other service.

Finally, the algorithm halts until any satisfactory solution is found. Four QoS attributes of
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Web services are considered: Response Time (Ts), Cost (Cs), Reliability (Rs), Availabil-
ity (As) and four service composition structures: Sequence structure, Parallel structure,

Selection structure, and Loop structure.

(K. lin et al, 2010) [41] proposed an approach to maintain the original end-to-end QoS
constraints by replacing the region of fault service. In the first step, the suggested approach
attempts to discover substitutes for failed services one by one, then, for all failures, it
expands these failing services with their neighbors and attempts to find replacements. In
all failures, the extended procedure with adjacent services continues until requirements are
satisfied or the number of integrated services surpasses a preset threshold factor ¢ (0 < ¢ <
1). The reconfiguration algorithm will be stopped and the whole service process will be
recomposed if all repair regions together contain too many services (more than c*s, s is the
process size). The service process is represented by a directed acyclic graph (DAG) and is
specified in a language called BPELQ [41] BPELQ defines both the structural flow and QoS
information for the service process. The authors implemented the Adaptation Manager
in the Llama ESB middleware. The service process reconfiguration in the Llama system
(figure 2.3) includes four main components: Accountability Authority (AA), Adaptation
Manager, QBroker and Llama ESB. The first component is responsible for identifying
services that cause a performance problem in a service process. The second component is in
charge of reconfiguration region identification and reconfiguration execution decisions. The
third component provides process planning, service selection as well as BPEL generation
for a service process. Finally, the Llama enterprise service bus (ESB) has built-in support

for dynamic service replacement by re-routing service messages to new services.
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Figure 2.3: Reconfiguration in Llama [41]

(C. Lv et al, 2015) [42] proposed an event-driven continuous query algorithm to cope
with different types of change, and thus enable evolution of service composition (figure 2.4).
The authors present the composition results in the form of DAG (Directed Acyclic Graphs),
and each service Wi in the graph is represented as Wi= IWi, OWi , selfQoS, allQoS, count,
Enabled, where IWi / OWi is the input/output of the web service, selfQoS is its own QoS
value of Wi, allQoS records the optimal overall QoS from start to current service, Count
is assigned to the size of IWi initially, Wi is enabled if its count goes to zero, ie all IWi
are available. Enabled value set TRUE when count is 0. The authors use the algorithm
of Sim-Dijkstra in their previous work [26] to find the optimal result of the composition
of the service in order to store the graph in two inverted index tables and for each change
they will affect the status of other services, the system conducts a forward search starting

from service changed and only updates its successors that become affected services. This
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process continues until all current successors are unaffected. Otherwise, the system needs to
update the graph structure and service affected status. The system generates a new service
composition if the final affected service is presented in the original service composition.
The author used n-m substitution instead of 1-1 substitution. The algorithm is not very

practical in case of service providers violate their service-level agreement.

strnth Subscribe dynamic service WS5LA

Service Compositio
database n engine

-------------------- Fvents 1. Register service
Composition 2. Check Qos

Result 3. Check interface

Figure 2.4: Architecture of event-driven continuous query algorithm [42]

(H. Gao et al, 2018) [6] proposed a service selection method based on the consistency of
the interface operation and the non-functional requirement of quality of service workflow
(QoW) for reconfiguration process (figure 2.5). This work aims to provide a convenient
and efficient way of ensuring the correctness and reliability of a service workflow in the
event of a service failure; the authors proposed an architecture of the service workflow
reconfiguration including four modules: the function-matching process, the non-functional
computing process, the reconfiguration pattern, and the workflow execution and monitor-
ing. The function-matching process is accountable for monitoring the functional behaviors
at the interface operation level. The nonfunctional computing process is responsible for

calculating each reconfiguration’s QoW value, which is based on the QoS of the service
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composition, and calculating the QoW value based on their branch structures. The recon-
figurations pattern is responsible for assigning service to an activity node of the workflow.
The authors design four types of reconfigurations pattern, one-to-one, many-to-one, one-
to-many and many- to-many mode. The basic service repository is accountable for storing
services in such a manner that they are categorized into separate repositories that are

distributed according to their domain and application.
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Figure 2.5: Architecture of the Service Workflow Reconfiguration [6]

(S. Saurabh et al, 2015) [43] studied the problem of dynamic reconfiguration according
to two approaches. The first one produces an optional path of services from its predecessor
services to the fulfillment of the service process. This makes it possible to switch to a new
optional service path without the faulty service. The second approach offers an alternative
service path from the beginning to the end of a service process. This approach is based
on the reality that service set expansion is permitted until the defective region receives an
optional path that is efficient QoS for continuity of the system. Authors used Directed
Acyclic Graph (DAG) (figure 2.6) to find out the execution path of service composition.

This approach is inappropriate when several faults occur at the same time.
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Figure 2.6: A DAG of Service Composition [43]

(F. Boudries et al, 2019) [5] proposed the using of a meta-heuristic to replace mul-
tiple failed services and maintain the original end-to-end constraints. This metaheuris-
tic is a hybridization of two meta-heuristics particle swarm optimization and Shuffled
frog-leaping algorithm. PSO is known for its rapid convergence, whereas SFLA is known
for its global research capability. The Authors present a service composition as a triple
CWS = (AS,0,QoScws) where: AS is a subset of registered abstract services, O is a
set of composition operators such as sequential operator, loop operator, parallel operator,
conditional operator. QoScws = QoScws(q),q = 1...nbq, where QoScws(q) represents the
qth quality attribute value of CW S, while nbq is the number of quality attributes. The
Authors used the function F(CW.S) for finding the best reconfiguration, where F(CW.S)
is a weighted sum of the differences QoS values of the composition. In this work, a com-
posite web service is considered as an initial solution, and some services associated with
this initial solution are considered failed. Furthermore, this approach is used to discover
replacements for these services while enhancing global QoS requirements. The approaches

study the case one-to-one substitution and did not use the reconfiguration pattern.
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Kahlon et al. [10] proposed a hybrid approach distributed between the service client and
the service provider to manage a situation when QoS values degrade. The approach is based
on the publish/subscribe mechanism. On the provider side, the provider uses the Service
Monitor Agent (SMA) to monitor web service data to all the clients. The SMA analyses
the log in real time, and generates alerts (or notifies) when it detects anomalous events.
On the client-side, a service client dispatches mobile agents to partner service providers.
The Mobile Client Agent (CMA) subscribes to the SMA and waits for notifications. when
the CMA gets notified of the QoS degradation, it informs the client. Afterwards the
customer decides to substitute an alternative to the service. This prototype is also based
on the exponentially weighted moving average (EWMA) to predict the degradation of QoS
value. And it is based on three services: the service manager, service provider and service
repair,these services are controlled by the workflow manager (Figure 2.7). However, this

paper lacks a discussion of the prediction accuracy problem.

Abstract composition
|
‘ Client request L_ Work manager . - N Web service providers

Service
-— manitor »
Agent

WS

ife

A | |
hJ

—— >| Service repair Jt

Service manager L

W5
manitor
et

1

Figure 2.7: Architecture of the framework [10]

Mostafa et al [47], proposed a proactive approach to the web services composition

(WSC), where used Q-learning as a Reinforcement Learning technique to adjust to dy-
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namic change in WSC. the Authors represented the WSC process based on the Markov
Decision Process (MDP). By investigating the web service execution log’s historical data
the approach can observe the WSC adaptation change proactively.

Zadah et al (2011) [48], Proposed an approach based on failure-prediction to achieve a
self-healing architecture to reduce failures in web services, it used three agents Figure 2.8:
Monitoring agent, for measure quality parameters in communication level and predict the
value of QoS by used Time series forecasting (TSF) and neural network (NN), diagnosing
agent, for diagnosing the faults in service executions by current and future values of quality
parameters, and repair agent, for carrying out the possible solution failures occur used

selection agent.

Figure 2.8: A self-Healing Architecture for web service based on Failure Prediction and a
MAS [48]

Dia et al [49], proposed a self-healing approach based on performance prediction. They
used the semi-Markov model for performance prediction. also a service reliability model

has been proposed to find a replacement composite service. This framework (Figure 2.9)
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begin by monitoring each component service in the composite one by try to predict whether
the data transmission speed of the service is a deviation from the estimated one during
the invocation. If the QoS at invocation time of a certain service is predicted to be
a large deviation, and the corresponding substitute composite service is not available,
the re-selection process triggers. This latter relies on QoS reliability for a new available
alternative. This approach assumed that the data transfer speed, failure rate, and service

request cost should be constant, which does not exist in a dynamic environment.
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Figure 2.9: performance prediction-based QoS-driven self-healing web service composition
[49]

(Guillaume Babin et al, 2016) [50] proposed, a correct-by-construction formal approach
based on refinement using the Event-B method, which defines a compensation mechanism
to repair failed services at runtime. They defined the Compensation as ”a suspension of
the currently running process or activity and a transfer of the execution to a compensating
process or activity”. The authors focused on checking the correctness of compensation via
the invariants preservation using refinement method. Meanwhile, they defined a formal

model for equivalent, degraded, and upgraded service compensations. but this paper does
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not address the non functional aspects.

(Mingkun and Xiaohui, 2016) [51] proposed an empirical approach to accelerate QoS-
aware runtime adaptation. They built decision maker to estimate the probabilities that
candidate services will be used for upcoming adaptation scenarios, then candidate services
are pruned based on these probability estimates to reduce the search space. By explor-
ing historical records they used the Support Vector Machines (SVMs) to implement the
empirical decision maker (Figure 2.10), However, this approach has some limitations such
as the assumption of users’ preferences and QoS attributes are unchanged for continuous

runtime adaptations.

4. Adaptation Action 3. Execution plan
v ‘ l ‘
. . - 5 Servi
Service Execution platform Empirical QoS-aware Service
decision | Composition
Maker
‘ Y —— [
1. Adaptation request 2. Re-optimization request

Figure 2.10: The framework of runtime adaptation system [51]

(Huan Zhou et al, 2011) [52], used the Physarum model for dynamic service composi-
tion and reconfiguration of Internet-ware systems, this model inspired from the formation
and behavior of such biological adaptive networks. The organism Physarum polycephalum
which has the single cell explores the available space and connects food sources. In the

absence of central control mechanisms this organism can find the shortest path and also
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have an efficient reconfiguration capacity in case of a traffic accident. Based on a math-
ematical model, the authors used the mechanism of Physarum protoplasm flow changes
to find the shortest path that can be used to solve the dynamic service composition and

reconfiguration problem. The authors focused on the sequential service composition model.

(Zhu et al, 2017) [53], proposed a collaborative QoS prediction approach based on
the adaptive matrix factorization to perform online QoS prediction for candidate services.
They used a reactive adaptation when encountering a change. the authors formulated the
problem of QoS prediction to leverage historical QoS data observed from different users
to accurately estimate QoS values of candidate services, and to adapt to QoS fluctuations
over time (Figure 2.11). This approach has two contributions: the first is the algorithm

for online learning and the second is the time evolution.
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Figure 2.11: An example for runtime service adaptation [53]
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2.4 Classification of approaches to dynamic reconfig-

uration of composite web services

In this section, we offer a related summary of the surveyed approaches. As we see during
the survey, dynamic reconfiguration is a part of the process of restoring the service to its
normal state or improving it (see Figure 2.12), which has begun by the monitoring and

ending by the reconfiguration and validation.

Monitering

Adaptation

Reconfiguration

Figure 2.12: classification of monitoring process, adaptation and reconfiguration.

To identify the eventual shortcomings in the field of dynamic reconfiguration, we present
many criteria of comparison which we believe to help to clarify this research field. We will
overview the main techniques used by the researchers to adapt to environmental changes

to evaluate the similarity of those approaches. As shown in Figure 2.13. We present five
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of the main regards of dynamic reconfiguration. The first regard is the strategy used,
which means the reconfiguration action can trigger in a proactive manner or reactive way.
Some approaches such as [37] and [43] used the reactive strategy, while [53] and [54] used
the proactive strategy. The second regard is the reconfiguration goal, which specifies the
reconfiguration aim based on QoS requirements. Some approaches, such as [55], focus on
single QoS optimization, whereas [56, 57, 58| focus on multi QoS criteria. The third regard
is reconfiguration action, that used to address a reconfiguration problem. The reconfigura-
tion action may include a single substitution, a region substitution, or a structural change.
The fourth regard is the model used, which is the model that may be used to carry out a
reconfiguration action such as mathematical model, graph model, and model-driven. The
fifth regard is approach-based, which refers to the approaches that might be used to carry
out a reconfiguration action, such as prediction-based, bio-inspired-based, agent-based, and

hybrid-based.
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Figure 2.13: The main aspects of dynamic reconfiguration in CWS

There are some criteria that are not mentioned or addressed in the classification of

dynamic reconfiguration research, in the following we present the most prominent of them:

the system reconfiguration.

Correctness proof: Preserve the correct and reliable execution during and after

Configured Faults: The process of reconfiguration can be affected by the number

of faults that appear at the same time, some authors used one fault and others used

multi-faults.

Independency: This attribute specifies if the approach is independent of the appli-

cation context or was developed for a particular type of software application.
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system grows.

e Transparency:Means that the approach is transparent from the application devel-
oper and does not require any effort from the developer to create a reconfigurable

system.

e Type of change: It is the operation used in the dynamic reconfiguration process

such as add, remove, link, unlink and replace one-by-one or n-to-m.

e User preference: Means an exploiting of the non-functional properties to maximize

the user satisfaction.

The next tables (2.1 and 2.2) illustrate the analytical study performed on these selected

researches and based on the criteria of comparison quoted above.
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Despite the existence of several works that focus on the most important methods in
the context of dynamic reconfiguration of composite web services, we think that this field
needs more investigations to fix their shortcomings. The main shortcomings identified by

our comparative study consisted of:

e Guarantee the correctness of dynamic reconfiguration.
e Use of the graphic model.

e Mechanisms to guarantee the consistency of the architecture before and after the

dynamic reconfiguration.

e Strategies to combine the structural and behavioral change in dynamic reconfigura-

tion.
e Use of all types of changes add/remove, link/unlink, update.

e Use of the Architecture Description Languages (ADLs) that can allow rigorously
specifying the global architecture of a system, which can be analyzed by automated
tools. Finally, suggest further researches on proactive approaches with a focus on

prediction methods.

2.5 Conclusion

Dynamic reconfiguration is a pivotal point in SOA. The objective of this chapter is to an-
alyze and compare various dynamic reconfiguration of composite web services approaches
to deal with the unforeseen changes. The studied approaches have some limitations. One
of the limitations is that they cannot treat the correctness during and after the recon-
figuration. Another disadvantage is that the majority of these techniques are incapable
of dealing with structural and behavioral change at the same time and lack the graphic
model to represent the architecture of dynamic reconfiguration. In the next chapter, we

will present the second approach to the dynamic reconfiguration of composite web services,
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by combining multi-agent and reinforcement learning technologies. We will use ACO (Ant
Colony Optimization) to improve the exchange of information between agents based on

the Pheromone-Q values.
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3.1 Introduction

Service-Oriented Architecture (SOA) enables the construction of distributed systems with
Web services that can be published, invoked and composed dynamically at runtime. With
the emergence of cloud and SaaS, many companies and organizations have relied on web
services for their personal and business needs [1]. In response to user’s demands and
requirements, a single web service can not satisfy the required functionality, so the com-
position of web services is a significant step in meeting their needs [44]. The composition
process enables integrating and interconnecting web services to create a composite web
service, which seeks to meet its functional needs and non-functional requirements, such
as QoS restrictions. However, there are a large number of candidate services with the
same functionality but different quality of service. The challenge is to build an efficient
composite web service, which is aware the quality of service in order to find the best web
service that respects all the quality of service constraints, such as response time, price and
availability [60]. Up to date, several approaches have been adopted to solve the QoS-aware
automatic service composition problem. The environment in which service composition is
executed is characterized by dynamism and evolving, which makes a web services involved
in the composition vulnerable to disrupting or affecting the quality of the services that
characterize it, therefore, providing reliable and efficient services are a big challenge, and
with the emergence of dynamic reconfiguration it becomes possible to replace the failed
services, modify it or delete it dynamically at runtime, which finding replacements for failed
service allows the composite service to continue running without completely reconfiguring

the composition.

However, the increasing number of candidate web services may present the dynamic
reconfiguration service to several obstacles, including the difficulty of selecting an optimal
alternative web service, especially in the case of several errors at the same time, the problem
becoming an optimization problem belonging to the category NP-hard [8]. To address the
above challenges, combining multi-agent and reinforcement learning technologies (swarm
reinforcement learning : SRL)[61] can assure the efficiency of dynamic reconfiguration of

service-oriented services when failed service take place. SRL is a kind of Machine Learning
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(ML) concerned with how an agent learns to achieve a goal through many episodes in a
dynamic environment, where an optimal policy (the best composition) could be obtained
rapidly by using multi-agent algorithms in which multiple agents learn through combine
two learning strategies. First, every agent learns on their own using one of the standard
reinforcement learning algorithms. In this contribution, we use the Q-learning method
[62]. Second, to accelerate the learning rate, the agents regularly communicate informa-
tion among themselves while learning individually based on the shared information. The
efficient techniques of swarm reinforcement learning is extremely dependent on a tech-
nique of sharing information that should be adequately prepared. In this chapter, we have
used an ant colony optimization (ACO) method [63] for the information communication
method. This technique is based on real-life ant behavior utilizing trail pheromones. The
synthetic pheromone acts as a communication medium between ants. Combining standard
Q-learning techniques with a synthetic pheromone allows speeding up the learning process
of cooperating agents, in order to replace multiple failed services and maintain the original

end-to-end constraints.

3.2 Overview of Proposed Approaches

Recently, dynamic reconfiguration of composite service has received considerable attention,
especially when faced with large-scale problems. Many solutions have been developed by
leveraging techniques, such as integer programming, meta-heuristic, graph planning and
machine learning. Ardagna and Pernici [64] proposed an approach based on integer pro-
gramming to optimize the composition of Web services, and adaptive optimization at run-
time. The authors formalized the service composition problem as a mixed integer linear
programming problem to select web services that satisfy the predefined QoS constraints.
In [65, 66] the authors also used integer programming to eliminate useless candidate Web
services which cannot be part of the optimal solution in order to reduce the search space
by considering the global QoS constraints and used a skyline operator. But this kind of
methods are only applicable to small-scale problems, and lack self-adaptability. So, they

cannot solve the problem of service composition in a large-scale and dynamic environment.
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Meanwhile it was suggested in [5] an approach based on meta-heuristic to replace multi-
ple failed services and maintain the original end-to-end constraints. This meta-heuristic
is a combination of two other meta-heuristics: particle swarm optimization and Shuffled
frog-leaping algorithm. Liu et al. [67] proposed an approach based on Ant Colony Opti-
mization (ACO) and GA to solve the QoS-aware service composition problem, where ACO
is used to generate an initial population in the GA algorithm. Wang et al. [68] used ant
colony optimization (ACO) to choose a composition near to optimal; they have analyzed
the performance by varying several parameters (the rate of evaporation of the pheromone,
the initial population ...). Yan et al. [69] formalised service composition as a partially ef-
fective planning graph, and replaced the undesired services using a greedy technique. Some
researches [70, 71, 72] have applied Multi-agent techniques in dynamic service composition
problems, but they did not consider the adaptation and efficiency in large-scale and com-
plex scenarios. Many researchers [73, 74, 75] focused on machine learning, especially, on
reinforcement learning methods to propose an adaptive service composition approaches in

dynamic environment.

Despite the fact that traditional reinforcement learning is effective in achieving adapt-
ability, these methods cannot ensure high efficiency in a large-scale and complex scenario.
Wang et al. [76] integrate multi-agent and reinforcement learning to face the shortcomings
in the previous works. The authors used Markov Decision Process (MDP) to model web
service composition. This proposition lacks communication technique with agents and may
trap in local optimum. Moreover Wang et al. [77] proposed an adaptive service compo-
sition approach based on QoS prediction and reinforcement learning. The authors used
a time series prediction method based on LSTM to help estimate the QoS in a dynamic
environment, and reinforcement learning to make dynamic service selection. They are
based on the Markov decision process to model the web service composition in a dynamic

environment.
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3.3 Background

In this section, we have mainly discussed some background information on the compo-
sition of QoS based web service as well as swarm reinforcement learning and ant colony

optimization.

3.3.1 QoS of Web Service

The web service is characterized by many non-functional attributes such as quality of
service, which are essential in selecting the optimal web service in light of the significant
increase in web services with the similar functionality, for this purpose we define a web
service’s QoS, as follow: It is a set of attributes such as W.S = {QS1, QS2, QS3, QS,} where
51,052,055 and ().S4 represent response time, throughput, reliability, and availability
respectively. The QoS parameters of a web service can be classified either positively or
negatively [1]. If a QoS parameter is positive (e.g. throughput, availability) the larger
values will show better quality. Whereas negative one (e.g. response time), smaller values
means better quality. So, they are normalized as shown by Equation (3.1) for negative
parameters and positive ones,

Qmax—Q) i Omax — Qmin #0  for positive QoS attributes

Qmax —Qmin
Norm(QoSi) = % if Qmax — Qmin # 0  for negative QoS attributes
1 if Qmax —Qmin =0
(3.1)

Where Q; is the 7, QoS parameter of web service and the @max and min are the

maximum and minimum values of i, QoS parameters respectively.

3.3.2 QoS of Web Service Composite

Many complex tasks require compositing of many web services among themselves to per-

form these tasks efficiently and rapidly, as web services are composed as a sequential,
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parallel or loop structure, and due to the rapid growth in the web services with similar
functionality. Finding an efficient web service to create a new service that meets user’s
requirements is a challenging task. We deal in this approach with the sequential structure
that is the basis of the other structures [78]. We define the composite web service as a group
of web services linked between them according to a specific structure that results in the best
service quality according to the user’s needs. The following Figure 3.1, shows a set of tasks
linked on the sequence, whereas for each task, we select the most appropriate web service
from service candidate sets, so finding the optimal web service out of all services candidates
is about finding pathways that meet the user’s needs. The challenge is how to find the best
way among the available paths, so that the overall quality of service is optimal, while all the
QoS constraints are satisfied. We have defined the quality of service for a composite of web
services as follows: QoS vector of web service composition WSC is represented as Q(wsc) =
{Qrt(wsc), Qthr(wsc), Qavail(wsc), Qre(wsc) }, where Qi(wsc) is the ith global attribute

of the web service composition, i = { Responsetime, T hroughput, Reliability, Availability}.
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Qi(wsc) is the aggregate from the values of the ith QoS attributes of web services that

participate in the composition of the web services. Most commonly met QoS aggregation

functions can be represented by additive, multiplicative and Min-operator attributes. For

example, availability and reliability can be aggregated as a product, response time can

be aggregated as a sum and throughput can be aggregated as a Min-operator. Table 3.1

shows that QoS aggregation functions for the four aforementioned QoS attributes.

Table

3.1: the QoS aggregation functions

QoS Attributes

Aggregation functions

Response Time zsewsc QoS+

Throughput Mingewsc = {qoSur (S1) - --,q08us (Si)}
Reliability [Lcwsc 405,a(s)

Availability Hsewsc qos,,. (8)
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3.3.3 Fitness Function

Selecting the optimum reconfiguration from all potential combinations is viewed as an
optimization issue that must be solved by optimizing a fitness function. In our case, the
fitness function f(wsc) is a sum of all QoS attributes with regard to the user’s preferences,

which is calculated as follows:
4
flwse) = Z QoS;(wsc) * w; (3.2)
i=1

where QoS;(wsc) determines the value of the ith quality attribute of WSC and w; presents

the user’s preference weight of the QQoS; , The weights are assigned in such a way that:

w = Z?:l w;

3.3.4 Swarm Reinforcement learning method (SRL)

Reinforcement Learning (RL) is an unsupervised learning approach where an agent learns
how to reach a goal by trial-and-error interacting with a dynamic environment. The main

elements of reinforcement learning (shown in Figure 3.2) can be identified as follows:

e Agent is the learner and the decision maker.

¢ Environment is where agent learns and decides what actions to perform.
e Action is a set of actions which the agent can perform.

e State is the state of the agent in the environment.

e Policy refers to the function of 7 : S x A — R+ which defines how an agent acts
from a specific state, and is such that 7(S | A) represents the probability of choosing
a in s. It is the vital part of an RL agent in the sense that it alone is sufficient to

determine the agent behaviour.
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e Reward it’s the recompense provided by the environment when the agent selected

an action.

The objective of agent or learner is to act in a way that maximizes the reward obtained
from the environment after performing an action [79]. Specifically, an agent executes an
action a;. After execution, the reward value r,,; is obtained from the environment, and
then the agent transfers it to the new state s;.1. The agent will adjust the action selection
according to the reward, and finally form its own action selection strategy, which obtains
the maximum reward value. Formally, we can present reinforcement learning as Markov
Decision Process (MDP) as a tuple (S, A, P, R):

1. a discrete set of environment states S;
2. a discrete set of agent actions A;

3. p: S xAxS—[0,1], is the transition probability from s to s’ given that action a
is taken, P (s,s,a) = P (s’ | s,a);

4. R: S x Ax S — R is the reward received from action a when going from s to ', A
reward function R(s,s’,a) is a measure for immediate action and a value function is

for the long run.
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Reward r: State s: Action a:

Feez

Environment ‘ —

————--

Sesa

Figure 3.2: framework of reinforcement learning

3.3.5 Q-learning

The quality learning (Q-learning) [80] is the result of the development of an off-policy
Temporal Difference (TD) control algorithm [81]. The Q-learning algorithm learns how to
estimate the quality of an action a in a given state s based on the predicted cumulative

reward (Q-value)[82], the agent updates its estimation Q-value Q(s,a) as follows:

Q (51, a) < Q (8¢, a¢) + [rep1 +ymax Q (s41,a) — Q (s, )] (3.3)

in formula 3.3, s; be the state of the agent at time t. and a; be the action executed by
agent at time t. the s, is the resulting state after executing the action a, in the state
s; and ryq is the awaiting reward after agent be in the new state s;11. « is the learning
rate its range is from 0 to 1 (0 < @ < 1), and ~ is the discount rate is ranged between
(0<y<1).

The objective is to optimize the action-value function for each state-action pair in order
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to deduce an optimal policy that follows the following formula:
7*(s) = argmax, Q(s,a), (Va € A(s)) (3.4)

With the aforementioned objective in mind 3.4, it will be necessary to properly evaluate
after each QQ-Learning process the agent’s Q-values. The evaluated value Ewval is based on

rewards where the agent in each learning episode benefits during the previous one episode,
and is defined by:

N
Eval = Z dN Py, (3.5)
k=1

Where rk is the compensation for the kth action, (d < 1) denotes the discount parameter,

and N is the number of actions in the latest episode.

3.3.6 Ant colony optimization algorithm (ACO)

The ACO meta-heuristic was inspired, essentially, by studies on the behavior of real ants
carried out by Deneubourg et al.[83]. One of the problems studied was to understand how
insects, such as ants, can find the shortest route from the nest to the food source and the
way back. It has been found that the means used to communicate between ants which
search for paths, is the deposit of traces of pheromone, i.e., a chemical substance that ants
can detect.

Given a graph above mentioned in Figure 3.1. An instance of the dynamic web service
composition problem is given by a graph (C, E), where C' is the set of service candidate
sets and FE is the set of edges that connect the selected services from each service candidate
set, to create a composition that meets the user’s requirements. With the starting edge
and the edge of the target, this problem can be transformed into the problem of finding
the shortest path between the two edges. Using ants’ behavior finding the path between
the food source and the colony, this algorithm is used to find an ideal path.

In the ACO algorithm proposed by Marco Dorigo [84], at every iteration ¢ (1 <t < tyax),
and every ant k (k = 1, ..., M) moves into the graph and creates a total path in n steps. The
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path connecting a candidate service i and a candidate service j for each ant is determined

by the following factors:

e The list of the candidate services previously visited, which represents the potential

moves at each step, while the ant k is on the service i: JF.

e The inverse of the distance among the services: 7;; = %, called visibility. This
ij
distance is used to guide the selection of ants towards nearby services, and to prevent

services that are too distant or that do not satisfy the objective function in our case;

e The amount of pheromone deposited on the edge connecting the two services, called
the intensity of the track. This parameter defines the attractiveness of part of the
overall path and changes with each passage of an ant. It is, in a way, a global memory

of the system, which evolves by learning.

The ACO Contributes how good each edge through exchanging information between Mul-
tiple ants to solve the shortest path problem, where each ant places pheromones on the
edges of the path it travels through, after that the ants takes the pathway that has a strong
trail of pheromones as a shortest path [61].

The transition probability[85] is as follows:

(14 (£))*+(ni)” s k
L sij € J;
p?j(t) = { Zies(mald) )" (3.6)

0 sijgJk

Where 7;;(t) is the pathway intensity and 7;; is the visibility. o and /5 are two parameters
of controle, with a = 0, only the visibility of the service is taken into account; the service
that satisfactory our objective function is therefore chosen at each step. On the contrary,
with § = 0, only the pheromone tracks are playing. After a complete turn, each ant leaves

a certain amount of pheromone Ar;;(¢) throughout its path, an amount which depends on
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the quality of the solution found.

Ark(py = { T S0 €T .
0 si(i,7) ¢ T*(t)

Where L*(t) is the distance of the pathway, T%(t) is the path created by the ant k at
iteration ¢, and () is a fixed parameter.

The algorithm will be deficient without the process of evaporating the pheromone traces.
Indeed, to avoid being trapped in sub-optimal solutions, it is necessary to allow the system
to "forget” the wrong solutions. We therefore counterbalance the additivity of the tracks
by a constant reduction in the values of the edges at each iteration. The rule for updating

tracks is given.
m

Tt +1) = (1= p) - 7;(t) + Y ATh(1) (3.8)

k=1

Where m is the number of ants and p the rate of evaporation.

3.4 Modeling dynamic reconfiguration problem of com-

posite web services using SRL-ACO

To apply the SRL-ACO algorithm into process of dynamic reconfiguration when failed
services take place, we must firstly define the reward function. The reward function is
the cumulative reward of all the services executed for each sub-composition that poten-
tially substitute the failing services [86]. In this contribution, we used the fitness function

mentioned in Formula 3.2 to measure the reward function after each executed service.

The idea of the pheromone in the ACO can be applied to the reinforcement learning
method by considering a state-action (s, a) as an edge e, and each agent updates its own Q-
values )(s, a) by using the Pheromone-Q values Qp(s, a), where the Pheromone-Q values

play the same role as the pheromone in ACO. Thus, we can provide the updating equation
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for the Pheromone-Q value Qp(s,a) according to equation (3.8) in ACO, as Follows:

FEual;

Qu(s,a) « (1 —p)Qp(s.a +ZZ ol Qi(s, a) (3.9)

Where [ is the number of the agents, and (p < 1) is the pheromone evaporation rate.

The evaluated value Eval is based on rewards, which calculated as follow:

m if Qmax — Qmin # 0 for positive QoS attributes

Qmax —Qmin

Eval = ¢ —=bm  if Qmax — Qmin # 0 for negative QoS attributes (3.10)

Qmax—Qmin

1 if Qmax —Qmin =0

The suggested swarm reinforcement learning approach works as follows:
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Algorithm 3.1 SRL-ACO algorithm for dynamic reconfiguration of composite web service

begin

S : set of states / services in composition;

A : set of actions / candidates services for each failed service;
nb_F'S : number of failed services in composition;

I < nb_F'S : number of agents;

T: number of episodes;

i(s,a): state-action value of agent i for action a in state s;

Y. number of episodes for which Q-learning is performed in the inner loop;
Stepl : Initialization

Initial value of Q;(s,a) and set t < 0;

Step2: Update Q;(s,a) for each agent i;

Qi(s,a) « Q;(s,a) + o {r + ymaxgca(s,) Qi (sn,a*) — Qi(s,a)}

Step3: Calculate the evaluated value Ewval for Q-values for every agent and every

episode using eq (3.10);

Step4: Update @,(s,a) by the interaction among the agents using eq (3.9);
Step5: Qi(s,a)+Q,(s,a) ;

t<—t+ 1Y,

If ¢ > T, terminate this algorithm.

Otherwise, return to Step2;
end
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3.5 Results and Discussions

In this section, we performed a simulation study to evaluate the performance of our pro-
posed algorithm SRL-ACO in two aspects. With a real-world case study, the first aspect
demonstrates the contribution of our method to dynamic reconfiguration when the failed
services take place. The second aspect illustrates the scalability of our approach in the
face of various failures at the same time when compared with the PSO algorithm. Python
language has been used to implement the algorithms on a Lenovo Core i3 2.5 GHz, 4 GB

RAM, and Windows 10 operating system.

3.5.1 Case Study

Figure 3.3 describes a prototype application for family village holiday ordering with a
simplified workflow consisting of four abstract tasks. Particularly, the customer begins
the search for a holiday family village (s1) by sending a query to family space owners
and recreation service providers. After selecting the destination, the customer contacts
the flight suppliers for the available flight information. Then the customer can book a
flight (s2). After that, the customer will book the taxi towards the hotel (S3). Following

confirmation, an online payment services transaction be initiated (eg Paypal) (S4).

51 » 52 » 53 1l 54

Search holiday village Book flight Book car Pay hills

Figure 3.3: A prototype application for holiday family village planning.
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In this experiment, we exploit the dataset#2 proposed by Zheng [87]. We have ran-
domly chosen 5 candidates of web services for every abstract task from this dataset. Each
candidate has two characteristics: QQoS1 and QQoS2, which relate to response time and
throughput, respectively. the values of QoS for every candidate service are shown in Table
3.2. In order to evaluate our approach, we vary the number of failure from one failure, tow
failures, and three failures. The algorithm is performed for each case to select replacement

services for failed services that fulfill global QoS criteria.

Table 3.2: QoS values from WSdream Dataset [87]

Abstract service Candidate service Response time Throughput

S11 0.391 0.5671875
Si2 0.644 0.5636646
Sy Sis 0.68 0.53382355
St 0.394 0.9213198
Sis 0.389 0.93316
Sa1 0.394 0.9213198
Sao 0.401 0.9052369
S Sas 0.406 0.8940887
Saa 0.419 0.86634845
Sas 0.447 0.81208056
Sa1 0.485 0.7484536
S39 0.491 0.7393075
Ss Sss 0.483 0.7515528
Sz 0.535 0.67850465
S35 0.483 0.7515528
Sa1 0.484 0.75
So 0.485 0.7484536
Sa Sas 0.336 0.92862684
Saa 0.341 1.3139408
Sas 0.353 0.18197021
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Figure 3.4 illustrates the results obtained by executing the SRL-ACO algorithm in the
various failure scenarios. We have calculated that the average value of fitness after each
failure in different scenarios, and in the same way we calculated the value of fitness after
doing the substitutes suggested by the algorithm, based on the results shown in Figure 3.4.
We notice that the proposed approach not only provides replacements for failed services
but also improves the Quality of service constraints. For example, in the case of two
services that failed, the fitness value after execution of our algorithm in the process of
dynamic reconfiguration is improved by 25%, and in the case of three services that failed,

the algorithm also provided a better fitness value of 12%.

B Fitness_before B8 Fitness_after

Fithess value

case failure case failure2 case failure3

Figure 3.4: The results obtained by executing the SRL-ACO algorithm in the various
failure scenarios.
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3.5.2 Simulation of the proposed approach

In this part, we present a simulation for each failed service using a large-scale of candidates
services. This simulation highlights the contribution of our approach to dynamic reconfig-
uration and its scalability in the case of several failures. Based on the fitness solutions, we
present a comparative study on various simulation scenarios regarding the PSO algorithm.

We consider the different simulation parameters of the algorithm in following table 3.3:

Table 3.3: Simulation parameters

Simulation parameters

Sizes of composite services. {5, 10, 20, 40, 50}

Set of candidates service in each failing service {50, 100, 200, 400, 500}

Rat of failure {10%, 20%, 50%, 80%}

QoS parameters Response time and Throughput
Dataset WSDream|[87]

To study the effect of failure increase rate and candidate services on the dynamic
reconfiguration process, we calculated the fitness values of the obtained solution with and
without reconfiguration using SLR-ACO and PSO.

Impact of increasing the failure rate on dynamic reconfiguration process

Figure 3.5 illustrates a comparison of the fitness of the SLR-ACO and PSO algorithms.
We have carried out experiments on a composite service of 10 abstract services and 50
candidate services for each failing service, with varied failure rate from 10% to 80%. We
have observed for the two algorithms, that, increasing the failure rate affects the fitness
result obtained after using reconfiguration service when compared to the fitness result
before using reconfiguration service. We conclude that, the higher the failure rate, the
higher the fitness result with a better result for the SLR-ACO.
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& Fitness_Befor & Fitness_After(SEL-ACO) Fitness_After(PS0)

10 —

Fitnes wvalue

Failure rate

Figure 3.5: Impact of increasing the failure rate on dynamic reconfiguration process.

Impact of increasing the number of candidate services on dynamic reconfigu-

ration process

To study the effect of the increasing number of candidate services on dynamic reconfig-
uration, we carried out experiments on a composite service of 10 abstract services and a
failure rate of 50% with a varies of the number of candidate services from 50 to 500.

Figure 3.6 shows the comparison of the fitness value of the composition before reconfigu-
ration, and after reconfiguration. We can see that the fitness value for both algorithms is
optimized, with the SRL-ACO having a higher value. We conclude that an increase in the

number of candidate services does not affect the fitness result of both algorithms.
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B Fitness_Befor [ Fitness_After{SRL-AC0) B Fitness_After(PS0)
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Fitness value

50 100 200 400 500

Mumber of candidate services

Figure 3.6: Impact of increasing the number of candidate services on dynamic reconfigu-
ration process.

3.6 Conclusion

we have presented, in this chapter, a novel approach to dynamic reconfiguration in the
presence of failed services, using an ACO-based swarm reinforcement learning method.
Multiple agents, in swarm reinforcement learning techniques, learn within two methods
of learning. In the first one, each agent learns independently using the traditional rein-
forcement learning method (Q-learning). In the second one, agents exchange information
among them using population-based methods. In learning through exchanging informa-
tion, a Q-value update method must be efficient to get an appropriate strategy in a shorter

learning time.
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ACO is widely utilized in many areas, due to its positive feedback, parallelism, and easy
combination of other algorithms. The suggested approach involves the regular exchange of
information between all agents. These latter use pheromone-Q values for updating their
values. Know that pheromone-() values have been inspired by the reality existing in the

logic of ants.

We have proposed and demonstrated an ant colony optimization-based swarm reinforce-
ment learning method for the dynamic reconfiguration problem in composite web services.
The experimental findings show that the proposed approach that uses Pheromone-Q values

is efficient in the dynamic reconfiguration problem.
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4.1 Introduction

Web services, as software applications exposed on the web, are invoked by users to meet
their needs. Responding to a user request often requires the composition of several web
services, resulting in a composite web service (CWS). The invocation of a pre-composed
web service is subject to various unexpected changes that can affect the quality of service
(QoS), besides the functionality and the environment in which the application operates.
Therefore, a dynamic reconfiguration of the composite web service is essential to ensure
that it can adapt to various unanticipated QoS changes. However, using a reactive method
for reconfiguration and service continuity takes a long time [10] and affects the performance
[11], from selecting the best service to reconfiguring the entire process. Hence, a proac-
tive or predictive method for impending problems in the QoS is one of the most critical
suggested solutions in the dynamic reconfiguration. In the proactive approach, preventing
the invocation of web services that are subject to imminent degradation in QoS is a ma-
jor challenge; this is evident, firstly, in the case of several degraded web services during
the workflow process, where it becomes difficult to apply the dynamic reconfiguration ser-
vice, starting from selecting the appropriate service until the completion of the workflow.
Secondly, after performing the dynamic reconfiguration of the degraded web services and
replacing them with other services similar to those in the functionality, the latter may
experience an imminent degradation in QoS, which requires the request of the dynamic
reconfiguration service again or several times. One of these situations may impede the
proper functioning of the CWS process and consequently result in a dissatisfied user. Sev-
eral efforts have been made to cover some of the stated challenges. However, enhancing
the dynamic reconfiguration of a composite web service in a dynamic environment remains
a major challenge. In this regard, and to address the above challenges, a prediction of im-
minent degradation in QoS to prevent partner web services’ invocation with degraded QoS
values is proposed in this chapter. We propose an improved HMM-based agent to predict
the imminent degradation of QoS of web services. The prediction accuracy of HMM is im-
proved by using a hybrid meta-heuristic algorithm (SFLA-PSO). We propose to recognize

the potential states that web services could be in throughout their mission using QoS his-
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torical data and the k-means clustering method. To the best of our knowledge, this is the
first time that the QoS state has been used for QoS prediction. The contributions of this
chapter are fourfold, as follows: 1. An improved dynamic reconfiguration method which
avoids invoking degraded web services by predicting QoS for the candidate web service;
2. A new hybrid algorithm of the SFLA-PSO and Baum—Welch algorithms to improve
the HMM initial emission matrix; 3. The QoS prediction problem is reformulated into a
QoS state prediction problem, where we consider QoS states rather than QoS values and
consider that a QoS state is composed of several attributes; 4. The proposed approach can
predict the QoS according to each user’s preferences and can predict the state of similar
services without the need for their data (QoS).

4.2 Overview of proposed approaches

State-of-the-art web service QoS prediction approaches have been widely studied in the
literature. Generally, the proposed methods can be classified into two main categories:
approaches for recommendation and selection services [7, 53, 88, 89, 90, 91, 92], and ap-
proaches for the monitoring and dynamic adaptation of web services [10, 49, 53, 93]. The
first category includes many studies based on the collaborative filtering (CF) algorithm
to enable the recommendation and selection of the optimal web service by predicting the
unknown QoS values based on historical user data [54, 94, 95, 96]. The filtering algorithm
can be divided into two kinds [97]: memory-based CF and model-based CF. A personalized
online performance prediction framework based on the past usage experience from differ-
ent users is proposed [54], using collaborative filtering approaches to enable the optimal
web service selection. A collaborative QoS prediction approach based on the adaptive ma-
trix factorization is proposed [53] to perform online QoS prediction for candidate services.
They used a reactive adaptation when encountering a change. Song et al. [98] proposed
a method for the personalized QoS prediction of dynamic web services to predict the QoS
value of the requested service, where it finds the users and services similar to the target
user and target service, respectively. Xiong et al. [94] proposed a deep hybrid collabora-

tive filtering based matrix factorization approach to improve web service recommendation.
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Waseem et al. [99] proposed an approach for web service selection based on response time,
in which the web service is predicted using the HMM model. The author restricts his work

to predicting the web service’s behaviour in terms of response time.

Our contribution belongs to the second category in which several approaches have been
proposed. Kahlon et al. [10] proposed a hybrid approach distributed between the ser-
vice client and the service provider to manage a situation when QoS values degrade. The
approach is based on the publish/subscribe mechanism, on the provider side, to commu-
nicate the monitoring data to all the clients, and on the client-side, to inform the client
of the QoS degradation. It is also based on the exponentially weighted moving average
(EWMA) to predict the degradation of QoS value. However, this work lacks a discussion of
the prediction accuracy problem. Aschoff et al. [100] proposed a ParProAdapt framework
that detects the need for changes in the web service composition based on the function
approximation and the failure of spatial correlation techniques. In this work, the expected
service operation of QoS values was modeled using (EWMA). The authors did not con-
sider the users’ context when adapting instances of the same composition. Gao et al.
[101] proposed the cloud-edge based dynamic reconfiguration to service workflow. The
authors considered the value and cost attributes of the service to evaluate the stability and
service invocation, respectively. They used the long short-term memory (LSTM) neural
network to predict the stability of services. This study is limited to the mobile environ-
ment, which is distinguished by limited resource storage and users that move often. Wang
et al. [77] proposed a service composition approach based on QoS prediction and reinforce-
ment learning. Specifically, they used a recurrent neural network to predict the QoS. Chen
et al. [102] designed a framework to evaluate the survivability of SOA-based applications
using the HMM model. The main idea of the proposed framework evolves around monitor-
ing activities based on service logs or run time statistics provided by the service provider.
However, their approach is contingent on the service provider; also, the author did not
discuss the various hidden states or probabilistic insight of remote web services. Moustafa
et al. [59] proposed a proactive approach to web services composition (WSC), where used
Q-learning as a Reinforcement Learning technique to adjust to dynamic change in WSC.
the Authors represented the WSC process based on the Markov Decision Process (MDP).
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By investigating the web service execution log’s historical data the approach can observe
the WSC adaptation change proactively. Nonetheless, according to [9, 103], the proactive
approach can anticipate reconfiguration before the problem occurs. Several methods have
been proposed in the literature that used a proactive prediction-based approach [4, 48, 54]
for web service composition. Most of these methods predict events that may never occur,
which increases the lost time and reduces service reliability [104]. So the use of statistical
methods capable of predicting the imminent change in the QoS is crucial. Among these
methods is the (HMM) Hidden Markov Model.

HMM has been used in many fields, including industrial applications; a few of the
studies on (SOA) Service Oriented Architecture have touched upon this kind of prediction;
perhaps the most important of them is proposed in [99, 105]. The authors of [99] used
the HMM to predict the web service’s behavior in terms of response time and selected
the optimal web service at run time. The authors of [105] have proposed a model for
predicting the QoS-satisfied capability of composited components based on HMM. HMM
showed promising results in QoS prediction and should be investigated more deeply. The
framework we propose in this chapter differs from the methods mentioned above in that
it supports prediction based on user preferences. It also supports predicting the state of
similar services without requiring their data. More precisely, the state of the candidate
services can be predicted based on the active service’s QoS. It also allows the study of the

gradient in the degradation of the service state.

4.3 The Proposed Framework Architecture

The main role of the proposed framework (see Figure 4.1) is to manage the dynamic
reconfiguration of composite web services. This is accomplished by improving the efficiency
of dynamic reconfiguration and predicting the imminent degradation of the QoS of web
services. A new service predictor that prevents the potential unsatisfied change in non-
functional properties is proposed. It avoids invoking web services with degraded QoS

values.
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For the sake of simplicity, let us consider the following definitions:

e A web service is the main component of the workflow process; it is defined by its

domain and QoS attributes;
e An Agent HMM is the agent responsible for the analysis;

e QoS attributes are: response time, throughput, reliability and availability .

The framework is comprised of four components: a workflow manager, a service pre-

dictor, service improvement and service reconfiguration detailed as follows:

4.3.1 Workflow Manager

The Workflow Manager is the main component of the proposed framework; it receives the
addresses of the services used in the composition and then transfers them to the predictor
service to predict the imminent degradation of QoS. If there is an undesirable change in the
QoS of the invoked web service, the workflow manager invokes the improvement service to
find similar services that improve the user’s preferences and then inform the reconfiguration

service to replace the degraded service.

4.3.2 Service Predictor

The service predictor is the module responsible for predicting impending QoS changes.
The proposed processing is as follows: First, the predictor assigns an agent to each web
service and the agent monitors the web service by collecting QoS information; second, the
QoS information is processed using Box—-Cox transformation and normalisation; third, it is
clustered according to its current HMM state (which reflects its QoS). Finally, if an agent
detects degradation in a web service QoS, it notifies the predictor service, which informs
the workflow manager to prepare a substitution of a similar web service with the help of

the service reconfiguration.
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4.3.3 Service Improvement

The service improvement module fills the internal database from an external service reg-
ister using a recommendation algorithm. It selects the service that satisfies the user’s
preferences and saves a set of service candidates corresponding to the concrete service of

each composition. We discuss the recommendation algorithm in future work.

4.3.4 Service Reconfiguration

The service reconfiguration module aims to optimize the user’s preferences and avoid the
imminent QoS change. The workflow manager may receive a notification from the predic-
tive module or the improvement module. The notification is received from the predictive
module in the case of an imminent change in QoS and is received from the improvement
module when a service that better meets users’ needs is available. In both situations, the
workflow manager sends a message to the reconfiguration module to perform an appropri-

ate substitution using its internal database.
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Figure 4.1: The proposed CWS framework architecture [13].
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In Figure 4.2, using a UML sequence diagram, we illustrate an overview of our pro-
posed approach to predict impending changes to the suggested web services and dynamic
reconfiguration of composite web services. First, once the client invokes a composite web
service to perform a task, the work manager informs the predictor of the selected web ser-
vices” addresses. Second, the predictor contacts each web service provider through agents
to obtain historical QoS data (e.g., response time, throughput, reliability and availability)
for them. The agents are responsible for analyzing and processing historical QoS data by
applying our proposed approach to predict the impending changes to the suggested web
services. Thirdly, historical data for each web service are grouped into clusters to obtain all
possible states that may happen to the web service. Fourthly, suppose the agent predicts
the existence of a change in the state of a web service; in that case, the predictor is notified
and, in turn, reports to the work manager. The latter requests the service reconfiguration
to replace the web service the QoS of which is degraded with another one that has a better
QoS. We represent the N states (si, ..., s,) for each web service (WS), where s; represents
the normal web service state and s,, represents the faulty state; the states between the two

previous states represent the progression in degradation from best state to faulty state.
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Figure 4.2: Framework execution process [13].

In all of the following, we focus on the predictor service, which contains the main

contribution of our research.

4.4 A New Dynamic Reconfiguration

A new dynamic reconfiguration process is proposed. It is based on three main steps: First,
pre-processing the QoS data to be vectorized and normalized; second, the QoS clustering
service regroups the similar historical QoS data for each participating web service in the
composition, to identify the possible N states that a web service could be in through-
out their mission; third, an improved Hidden Markov Model is proposed to assure QoS

prediction accuracy.
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4.4.1 Pre-Processing QoS

The QoS attributes, such as response time and throughput, have different ranges; one
attribute might overpower another, which negatively affects the efficiency of the clustering
algorithm. Moreover, a real-world QoS dataset takes on highly skewed distributions with
large variations [53, 106]. Therefore, it is necessary to use a method to stabilize the data
variance and make the data more normally distributed while setting it in the same range,
for example [0, 1]. In our research, we used a combination of the Box—Cox transform
method [107] and a normalization method [108] for QoS data. The former was chosen for
its suitability for distributions with outliers and extreme skews, and the latter was chosen

for mapping a dataset at the same scale, which is presented as follows:

(Box cox(Qi))mein if Omax — Omin 0
Norm(Qi) = Qmax — Qmin Qumax = Qmin 7 for a positive QoS attributes
1 if Qmax — Qmin =0
Qmax —(Box cox(Q1i)) . .
: if Qmax — Qmin # 0
Norm(Q1i) = Qmax — Qmin ‘ « « _ 7 for a negative QoS attribute,
1 if Qmax — Qmin = 0

(4.1)

where @i, and Q4. are the minimal and the maximal QoS values respectively, and

(CIa T
Box Cox (Q;) = 0 4.
(@) { log(Qi) ifd=0 (4.2

In the relationship, (4.2) 6 is the transformation parameter.

4.4.2 QoS K-Means Clustering

The main idea behind this step is to identify the possible states (N states) in which web

services could be throughout their mission. Similar non-functional properties (QoS) are
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grouped together for each web service participating in the composition, and N states are
considered in this work to be discrete states inferred from the values of observed QoS,
such as the response time, reliability, availability, and throughput. The K-means clustering

algorithm is applied using a Euclidean distance scale to measure the similarity in clustering.

4.4.3 Improved Hidden Markov Model with SFLA-PSO Hybridiza-

tion

The Hidden Markov Model is a time series model that is able to infer a sequence of
hidden states from an observation sequence. It is defined by the set of parameters A =
(A, B, ), where A is the transition probability matrix , B represents the observation
model distributions and 7 is the set of initial probabilities. In a formal way, an HMM is a

stochastic process which has the following elements:

1. A set of N-hidden states S = {Si,S59,...,Snv}. Note that a state of the model at
time t is denoted by ¢; € S,0 < t < T, where T is the length of the observation

sequence and ¢; denotes the current state.

2. A transition probability matrix A = {a;;}. a;; is the probability of transition from a

state S; at time ¢ — 1 to another state S; at time ¢

aij = P(g = Sj | -1 = 5;),1 < i,j < N. (4.3)

3. An observation probability matrix denoted by B = {b;(z;)} defined by the probability

of emitting an observation z; at time ¢ given .S;

bj(ze) = Pzt [ ¢ = 5j)- (4.4)

4. An initial state vector m = {mi} is defined by the probability of beginning in the
state S; (t = 0);
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In this work, we redefine the QoS prediction model as follows:

Definition 4.1 (QoS state). We consider the QoS state at time t as the hidden state
of an HMM denoted by s; and a random variable taking values in {Si,...,S,} (i.e., good
smedium, ..., and bad). It represents the QoS state of web service at time instant t. The

probability of transition from a state S; at time t — 1 to another state S; at time t is

aij = P(q = Sj | q-1 = 5i),1 <14,j <N, (4.6)
where S € {good, medium, ..., and bad}.
Definition 4.2 (QoS observations ). A sequence of observations X = {xg,x1,..., 74

..., T7}, where x; is the QoS information observed at time t is defined by the f-attributes,
xi = {f1, fo,- s foms- -, far}. For instance, for M = 4, x; may be in the set {response
time, reliability, availability and throughput}. The probability of emitting an observation
x; at time t given S; is

bj(z) = Pz | @ = 5)). (4.7)

Definition 4.3 (QoS initial state vector). We assume that the initial state vector for

each web service in the CWS begins in the appropriate QoS.

Definition 4.4 (The HMM decoding problem for QoS prediction). Our approach
predicts the next state ;41 for each web service in the CWS, given the model \* re-estimated
at time (t) corresponding to the sequence of observations X = {xg,x1,...,2,}, where x;
is the QoS information observed at time t. The Baum—Welch algorithm [109]—based on
the forward () and backward () iterative algorithm—is used to re-estimate the model of
HMM, where \* estimate the model most representative of the sequence of observations
X at time t. The Baum—Welch algorithm is not discussed in this chapter, for further
information refer to [109]. We predict the state g1 as follows:

1<j<N

N
r4+1 = arg max (Z Oét<i)aij> , 1<4,j<N, (4.8)
=1
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with og(i) = mb; (9),0 <t< T and N is the number of degradation states in which a

service can appear.

Baum—Welch Limits for HMM Parameter Learning Applied to QoS Prediction

The Baum-Welch (BW) algorithm is used for estimating the parameters of the HMM.
However, the most critical limitation is that the algorithm efficiency of BW depends on the
initial value of the HMM parameters, in particular, the initial value of the emission matrix
[110] and the possibility of its convergence to the local optima [111]. Thus, proposing a

method that improves the initial value of the emission matrix is necessary.

The hybridization of methods such as the Shuffled Frog Leaping Algorithm (SFLA)
[112] and Particle Swarm Optimization (PSO) [113] with the Baum-Welch algorithm is
a good alternative for achieving this goal. We chose the SFLA because it has a robust

global optimization capacity [5, 114], and the PSO for its rapid convergence and robustness
[113, 115].

A New Method for Selecting the Initial Emission Matrix

Finding the best emission matrix is an optimization issue that requires optimizing a fit-
ness function. We consider the fitness function as the sum of the product of the forward
and backward variables of the BW algorithm, for which the probability of generating the
sequence of QoS information (xg, z1, xa, . .., x;) should be maximized. The fitness function

is formulated in Equation (4.9):

f) = Z (i) Ai(l), (4.9)

where «(i) and ((i) are the forward and backward variables, respectively. f (\*) are the

optimal HMM parameters for the successive QoS information given at time t.

In our hybridization of SFLA and PSO methods, we assume that the initial population

of the emission matrix By (initial emission matrix) is created with a random function, and
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it is sorted in descending order according to the value of the fitness function. Then the
population is divided into K sub-populations after achieving the best global solution, and
each worst solution By in each sub-population learns from the best solution of their sub-
population using the PSO algorithm. After that, all sub-populations are combined and
split into new sub-populations. The process terminates when the final conditions are sat-
isfied. The proposed algorithm of SFLA-PSO for an improved Baum-Welch initialization
is detailed in Algorithm 4.1 as follows:

Algorithm 4.1 SFLA-PSO algorithm for an enhanced Baum—Welch initialization [13]

Input : initial transition probability matrix: Ao;
initial state vector g
Initialize the coefficients ¢y, ¢o, 71, 72;
Initialize the Nb — iteration
Output: estimate model A = (A, B, 7) ;
begin
Generate random population of P solution of initial emission matrix By (b-solution);
Calculate the fitness function of each By in P;
Sort the population descending order of their fitness function values;
Get the gbest_solution of population P;
while Nb-iteration do
divide the population into k sub-populations;
for each sub-population do
get the best_solution and the worst_solution of sub-population;
Update the learning rate z using
2 = cyrizt + corh (best_solution” — worst_solution”)
Update the worst_solution of each By using

worst_solution'™ = worst_solution® + z*+1
end

Shuffle the sub-populations;
calculate the fitness function of each By in P using baum-welch algorithm;
Sort the population in descending order of their fitness function values;
Update the global best solution gbest_solution;

end
return \* = (A, B, 7).
end
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The PSO adaptation for the Baum—Welch algorithm considers the following concepts:
By is considered as a particle in the swarm, and the PSO global best particle is selected ac-
cording to the SFLA-PSO global best solution. The best_solution and the worst_solution

are considered respectively as the best solution and the worst solution in each sub-population.

The proposed algorithm pursues the following steps: First, an initial value is given to
the transition matrix Ag and initial state vector my, as well as the initial values of the
learning parameters cl and ¢2 associated to the components’ learning rate and the random
values r1 and 2, which are in the range [0,1] (input). Second, the population P associated
with the emission matrix By is generated randomly. Then, the fitness function is calculated
for each By in P using the Baum—Welch algorithm. Next, By is sorted in descending order
according to their fitness function values and the global best value is gated (lines 1 to 5).
In the next step, the emission matrix population is divided into k& sub-populations and, for
each sub-population, the worst solution is optimized by using the worst and best solutions
in the sub-population (lines 6 to 14). Then, in lines 15 to 18 the grouping is performed
again, calculating the fitness function for each By in P, sorting Bj in descending order
according to their fitness function values and updating the global best value. By repeating
this process for a defined number of iterations, the algorithm converges to the best By

solution.

4.5 Experiments and Evaluation

4.5.1 Dataset

Experiments were performed using data from the WSDream dataset #3 because it is suit-
able for large experiments where it counts a total number of 4500 web services. These web
services were invoked by 142 users in 22 different regions of the world in 64 different time

slots with a 15-minute interval, in which each real web service was invoked 142 x 64 times.
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4.5.2 Experiments Settings

The proposed approach was simulated using both JADE (Java Agent DEvelopment frame-
work) for implementation and Python for data pre-processing on a 64-bit windows 10 with

core intel(R) i5-3450 processor and 4.00 GB of memory.

Blocked cross-validation was used to evaluate the prediction accuracy. We used data
from 80 different users over 64 different time slots and mapped into five subsets of data ar-
ranged in chronological order. Each of these subsets of data contains a total of 1024 measurable
pairwise values of response time and throughput. These five sub datasets are again divided
into two parts, one containing 80% of the data as a training dataset and the other con-
taining 20% of the data as a test dataset. To the best of our knowledge, the blocked
cross-validation has never been used to analyze the WSdream dataset in the field of QoS

prediction for web services.

Table 4.1 shows the parameters used for SFLA-PSO and Box—Cox transformation.

Table 4.1: Table of parameters

SFLA-PSO BoxCox transformation
cl=c2=2.0 acceleration coefficients a = (0.007—,0.05—)
P=200 population size
m=10 number of sub-population
n=20 population size in sub-population
Maxiter=200 terminated condition

4.5.3 Evaluation Metrics

Experiments were conducted in terms of prediction accuracy to prove the effectiveness
of our proposed approach. To this extent, we used two different metrics to evaluate the

clustering algorithm and the QoS prediction method.
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Clustering Algorithm Evaluation Metric

To evaluate the clustering algorithm, we used the Silhouette score [106]; this score is
commonly used as a synthetic indicator to evaluate the general quality of clustering, as
well as to determine the appropriate number of clusters. This index is based on the so-called

silhouette coefficient, which can be expressed according to Equation (4.10).

S(x) = 21X —alx) (4.10)

max(a(x), b(x))’

where a(x) is the average dissimilarity of the xzth point to all other points in the same
cluster and b(x) is the average dissimilarity of the xth point with all objects in the closest
cluster. This measure has a range of [—1, 1]. In our approach, we selected the number of
clusters that returns the highest average; a score of 1 means the clustering algorithm is

appropriate.

QoS Prediction Evaluation Metric

We evaluated the prediction accuracy of our approach using two metrics, including MAES
(Mean Absolute Error State) and RMSES (Root Mean Square Error State). A smaller
MAES means a higher prediction accuracy. MAES is computed according to formula
(4.11).

MAES = %ZEZN (1 — Probstate ;), (4.11)
where Probstate; is the probability that a web service is predicted to be in state i, even if
it is originally in this state, T" is the total number of test cases, and N is the number of
states. RMSES represents the Root Mean Square Error State, and is computed according
to formula (4.12).

. 1 — Probstate ;)2
RMSES = \/ ien( Tm state o)* (4.12)
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4.5.4 The Clustering Algorithm Evaluation

To evaluate the k-means clustering algorithm on the WSDream3, we ran this algorithm

for a different number of clusters (k) and then plotted the average silhouette score (ten

independent runs). The clustering result for the WSDream dataset is shown in Figure 4.3.

As observed in this figure, the number of clusters that maximizes the silhouette coefficient

is K =3.

Silhouette index

1.00 —

075+

0.50

0.25

0.00

number of cluster

Figure 4.3: The number of clusters.

4.5.5 Evaluation of the QoS Prediction Algorithm

We conducted three kinds of experiments: the prediction algorithm evaluation, the success

prediction ratio and the failure prediction ratio.
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Accuracy Evaluation of the Prediction Algorithm

We selected 40 web services randomly and computed the average of the prediction algorithm
for 10 independent runs. Results are depicted in Figure 4.4. As can be seen, even for highly
changing web services, such as web service 6 in Figure 4.4(a), the algorithm achieves an
accuracy greater than 75%. For less changing web services, such as web service 17 in Figure
4.4(b) , the algorithm achieves an accuracy equal to 90%. Moreover, our formulation of the
QoS prediction problem as a QoS state prediction problem further enhances the algorithm’s
prediction accuracy. From this, we conclude that the dynamic change in the QoS attributes

of web services has no effect on the performance of our approach.
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Figure 4.4: The prediction algorithm evaluation results in terms of accuracy [13].

Success Prediction Ratio

The success prediction ratio [116] computes the number of a successful state prediction
divided by the total number of performed predictions as formulated in Equation (4.13).
Let us remember that a state represents a web service’s quality at a time instant . We
computed this ratio for forty different web services, and the obtained results are depicted

in Figure 4.4. On average, a successful prediction ratio more than 75% was attained as
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shown in Figures4.4(a), 4.4(b) and 4.4(d)

Number of successful predictions

SuccessRatio = (4.13)
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Figure 4.4: The prediction algorithm evaluation results in terms of success prediction ratio
[13].
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Failure Prediction Ratio

The failure prediction ratio [116] computes the number of incorrect state predictions di-
vided by the total number of performed predictions as formulated in Equation (4.14). We
computed this ratio for forty different web services, and the obtained results are depicted
in Figure 4.5. On average, a failure prediction ratio of less than 25% was attained as shown
in Figures4.5(a) and 4.5(d)

Failure Ratio — Number of failed predictions

(4.14)

Number of predictions
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Figure 4.5: The prediction algorithm evaluation results in terms of failure prediction ratio
[13].

4.5.6 Accuracy Evaluation

To investigate the impact of the proposed PSO-SFLA hybridization for the Baum—Welch
algorithm on the prediction accuracy, we compared two variants of our proposed approach.
The first variant is called the ‘Improved HMM based Agent’ and denotes the method

proposed in Section 4.4.3. The second variant uses traditional HMM using the Baum-—
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Welch algorithm and is denoted by ‘HMM based Agent’. Table 4.2 shows the comparative
results of the two discussed variants in terms of MAES and RMSES. The obtained results
show that our proposed PSO-SFLA hybridization method for Baum—Welch improved the
prediction accuracy on average by 7% according to MAES and by 8.8% according to RMSE.
Considering the dynamics of the web service environment in the WSDream dataset, we
can say that our approach produced remarkable results compared to the state-of-the-art

relying on local data.

Table 4.2: HMM state prediction accuracy evaluation

Improved HMM Based Agent | HMM Based Agent

MAES | RMSES MAES | RMSES
data-setl | 0.565 | 1.387 0.661 | 1.453
data-set2 | 0.507 | 1.262 0.620 | 1.434
data-set3 | 0.456 1.161 0.554 1.371
data-set4 | 0.416 | 1.123 0.435 | 1.131
data-setb | 0.371 | 1.101 0.404 | 1.104
Avrage 0.463 | 1.206 0.534 1.298

4.5.7 Case Study

In this section, we evaluate the effectiveness of our prediction approach through a case
study. As our interest is in QoS evaluation, we will ignore the potential issue of functional
mismatch, as we randomly selected ten candidate web services for each abstract task from
our dataset. Figure 4.6 depicts a prototype application for a COVID-19 test, ordered with
a simplified workflow composed of four abstract tasks. Specifically, people who believe they
have symptoms related to the COVID-19 virus start to request an online testing service
that allows them to test for COVID-19 (questionnaire) and receive the results (S1). The
patient can then book an appointment at one of the nearby COVID-19 (S2) testing centres,
based on the patient locator service (S3). After confirmation, the ambulance or taxi service
for the patient (S4) will be booked.
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@ s1 » S2 > S3 » S4 )

Online test covid19 Appointment Get location Get taxi

Figure 4.6: A prototype application for online test COVID-19.

We consider three application execution settings:

1. Ideal case: in this case, we assume that all the web services are chosen with the best
QoS parameters to handle the client request. There is no degradation of QoS during
the work process in all selecting web services. This is the optimal case; it acts as a

benchmark.

2. Case of normal reactive approach: When the degradation occurs in a particular web
service already chosen in the work process, the execution process interrupts, selecting

the best candidate for the web service to be replaced with in the work process.

3. Case of our approach: We apply the IHMM-based Agent to QoS prediction. For
each pre-selected web service (candidate ws), we use the prediction results in dataset
5. That is, each task dynamically chooses the best service according to current QoS

predictions.

Assuming the maximum acceptable execution time is 1 s, where the execution time
is defined as the time difference between a service user sending a request and receiving
the corresponding response [87]. Figure 4.7 demonstrates the representative outcome of
application execution time under the execution conditions quoted above. The execution in
the ideal situation (ideal case), without any degradation of the quality of service, requires
an average execution time of 0.28 s, and this is unlikely to happen due to the dynamic
nature of the web services. For the second case (reactive solution), the results show an
increase in the implementation time by 0.87 s, and this is due to the dynamic environment
of the web service, where when a degradation in the quality of service occurs, it is replaced

by another service that may also be subjected to degradation, which makes the execution
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time more likely to increase with the repeated invocation of dynamic reconfiguration. In
the case of our approach (third case), the results show a very noticeable improvement
estimated to be 54% from 0.87 s to 0.4 s in execution time, and this refers to the optimal

use of dynamic reconfiguration during and before execution.
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Figure 4.7: Comparison of three cases execution [13].

We compare the proposed framework and the works that are close to our approach,
such as [10, 53], where we repeat experiments 50 times with our proposed approach, taking
into account the results found in comparative research, as shown in Figure 4.8. We note
that our approach reduced the use of dynamic reconfiguration (adaptation) by 9% more
than the results obtained in [10] despite our use of a real dataset. Our approach also

outperformed that reported in [53] by 5%.
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Figure 4.8: Execution time comparison [13].

4.6 Conclusions

In a service-oriented architecture environment, service reconfiguration provides the ability
to substitute or adapt a disrupted web service or degraded QoS values during the work-
flow process. As the dynamism of the web services environment increases, the workflow
process may be subject to multiple interruptions from the service reconfiguration due to
fluctuations in the QoS values of web services. In this chapter, a method for predicting the
QoS status of web services is proposed. This method uses the HMM to predict the QoS
status, where the prediction accuracy of HMM is improved using a hybrid meta-heuristic
algorithm (SFLA-PSO). The Box-Cox transform method is also used to stabilize the data
variance and make the data more normally distributed. Moreover, the K-means clustering
algorithm is used to obtain the possible states of QoS. The proposed method is evaluated
using block cross-validation on a real dataset and, with different evaluation metrics, the
proposed method achieves better prediction results compared to state-of-the-art methods.
For future work, we plan to improve the clustering algorithm with further QoS attributes

(such as reliability and availability). A further study will compare the accuracy and effi-
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ciency of QoS status prediction and QoS values prediction.
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Conclusion and Perspectives

Service-oriented architecture offers the ability to interconnect several web services to fulfill
a user specific-requirement. In dynamic environments, the emergence of several unforeseen
events can destabilize the composite web service and affect its quality. To deal with such
an issue, the composite web service must be dynamically reconfigured. The core goal of
this work discussed in this thesis is to offer a proactive approach to a dynamic reconfig-

uration of composite web service. Upon that, the research has three principal contributions:

Conducting a related study of dynamic reconfiguration approaches. The study begins
by reviewing approximately twenty different approaches supporting the dynamic reconfig-
uration of composite web services. Then, exploring the characteristics of these approaches

and classifying them according to this characteristics.

Proposing a new approach for dynamic reconfiguration when failed services take place,
using an ACO-based swarm reinforcement learning method. The suggested approach in-
volves the regular exchange of information between all agents. These latter use pheromone-
Q values for updating their values. Know that pheromone-Q values have been inspired by

the reality existing in the logic of ants.

Proposing a proactive approach to a dynamic reconfiguration of composite web services.
This approach uses the HMM (Hidden Markov Model) to predict the QoS status of web
services, where the prediction accuracy of HMM is improved using a hybrid meta-heuristic
algorithm PSO (Particle Swarm Optimization) and SFLA (Shuffled Frog Leaping Algo-
rithm).

Future Work

The work performed in this thesis covers one aspect of dynamic reconfiguration in a
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service-oriented architecture. The proposed methods represent solutions focusing on sub-
stituting failed services or preventing the impending degradation of web services. Possible

directions for future work are:

In chapter 3, more research will be tacked to enhance our second contribution by:

1. Making a comparative study for the learning through exchanging information meth-
ods supporting reinforcement learning to deal with the problem of dynamic reconfig-

uration of composite web services.

2. Studying the strategies to combine the structural and behavioral change in a dynamic

reconfiguration of composite web services.

3. Providing mechanisms to ensure the composition’s consistency before and after dy-

namic reconfiguration take place.
In chapter 4, we plan to:

1. Improve the clustering algorithm with further QoS attributes (such as reliability and
availability).

2. Compare the accuracy and efficiency of QoS status prediction and QoS values pre-

diction.
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